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In this e-guide:
Supply chain attacks have long been a concern in cyber
security circles as it can be difficult to enforce or prescribe
cyber security measures for suppliers and partners – beyond
broad service level agreements. Smaller firms are particularly
vulnerable, since many of them don’t have dedicated IT
departments, let alone cyber security teams to deal with cyber
adversaries. Against this backdrop, employing the zero-trust
security model can help to mitigate cyber threats, including
supply chain attacks.
In this e-guide, find out why supply chain attacks are
intensifying amid the pandemic, how companies in the region
are responding to the attacks and what else organisations can
do to disrupt the cyber kill chain.

Making sense of zero-trust
security
Why the security stack
needs to move to the edge
Page 1 of 45

Aaron Tan | Executive Editor, APAC

The CISO’s guide to supply chain security

In this e-guide
The rise and rise of supply
chain attacks
Air India is latest victim of
Sita hack
How Australian firms can
defend against supply chain
attacks
3 ways CISOs can align
cybersecurity to business
goals
How to manage third-party
risk in the supply chain
Making sense of zero-trust
security
Why the security stack
needs to move to the edge
Page 2 of 45

The rise and rise of supply chain attacks
Aaron Tan, Executive Editor, APAC
In early 2021, Sita, a supplier of IT systems for the airline industry, started
informing airlines using its passenger service system that their frequent flyer
programme data could have been exposed.
As it turned out, the passenger service system, which airlines use to send
data of frequent flyers to other airlines in the same alliance so that they can
accord benefits to their customers, was compromised by a highly
sophisticated cyber attack.
Singapore Airlines was one of the affected airlines even though it did not
use the Sita system. That’s because it provided the data of its frequent flyer
members to a Star Alliance airline that was using the affected system,
exposing information such as membership numbers, tier status and, in some
cases, member names.
While airline alliances bring benefits such as network effects that enable
airlines to fly their customers to more destinations, the interconnectivity
between their systems also attracts cyber criminals looking to exploit the
weakest links through supply chain attacks. These links can also take the
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form of popular third-party systems that many organisations use to run their
IT operations.
One such system is the SolarWinds network management software, which
had malware inserted into its software updates by threat actors in a supply
chain attack that compromised large enterprises and government agencies.
Feixiang He, adversary intelligence research lead at Group-IB, a Singaporebased cyber security company, says there are some driving forces behind
the rising popularity of supply chain attacks.
First, the cyber defences of many high-value targets are in a much better
shape than before. Direct attacks against target systems may take a lot of
effort and yield little results. Hence, it is more effective for cyber criminals to
move up the software supply chain to exploit weak links outside their
target’s cyber defences.
He says the use of open-source software also poses a supply chain security
risk, debunking the assumption that security is almost guaranteed in popular
open-source projects.
“In an ideal community approach, weaknesses and malicious behaviours
should be discovered by someone and fail the code review. In reality, most
of such projects are maintained by volunteers who have various focuses that
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are not necessarily related to security. It is unreasonable to assume security
by default,” he says.
“Furthermore, open-source projects are usually for general purpose uses.
Some seemingly secure designs may become a vulnerability in a specific
system architecture. Last, loosely managed open-source software library
repositories also give the attackers extra options to covertly deploy
malicious software.
“We’ve seen multiple cases where the attackers upload malware to a Python
PIP package manager repository and infected software developers in large
corporates,” he adds.
He says the shift towards cloud infrastructure and the “as-a-service” model
also introduces uncertainties to ownership and accountability, making
incident detection and response challenging.
Ultimately, any weaknesses in supplier systems automatically become
weaknesses in the enterprise, says Joseph Failla, security lead at Accenture
in Australia and New Zealand.
Citing Accenture’s research, Failla notes that while organisational cyber
resilience is on the rise, many cyber security programmes only actively
protect about 60% of the business ecosystem on average, while the
remaining 40% of security breaches are largely indirect.
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Adding to the challenge is the difficulty of gaining visibility into the partner
supply chain. This could be due to legal constraints and other organisational
barriers preventing suppliers from sharing information.
“Other times, their security capabilities aren’t up to scratch. This lack of
visibility impedes organisations’ abilities to understand where to focus
assessments and mitigation efforts,” Failla says.

Mitigating supply chain risks
Despite the challenges of fending off supply chain attacks, especially if a
nation-state or state-linked threat actor is involved, becoming a sitting duck
for such attacks is not an option.
Jonathan Tan, managing director for Asia at McAfee, advises organisations
to maintain an aggressive and healthy cyber security posture to contain
risks as much as possible in the event of a potential breach.
That means identifying the most critical data and applying the principle of
least privilege. A sound approach, Tan adds, is to assume that the most
critical assets are under attack, especially those that leverage third-party
applications where elevated privileges are required for their effective
operation.
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Raen Lim, group vice-president of South Asia and Korea at Splunk, notes
that the adage of auditing one’s suppliers is harder than it sounds “because
your one ‘video-conferencing vendor’ or ‘payment processing vendor’ is
actually composed of maybe a half-dozen business systems, through
external APIs [application programming interfaces] and services”.
“You need visibility into every data component and flow. You also need to
know how to respond quickest when a breach is discovered, both to shut it
down and to determine which data may have been compromised,” she adds.
As such, Lim advocates for the zero-trust security model to minimise
security risks as it is focused on users, assets and resources rather than a
network perimeter. The model also demands organisations to rigorously
authenticate users as they move towards a more distributed security
environment.
Automating security operations, she adds, will also help organisations to
identify and respond to cyber attacks without human intervention, along with
improving the effectiveness of security analysts through automation and
analytics.
Sanjay Aurora, managing director of Asia-Pacific at Darktrace, agrees,
noting that by augmenting human security teams with artificial intelligence
(AI) technology, organisations can focus on understanding what’s ‘normal’
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behaviour across their digital estate, and constantly enforce that normal
when things go amiss.
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“This technology can identify the subtle indicators of this malicious activity
wherever it emerges, and thwart it before damage is done,” he adds.

Air India is latest victim of
Sita hack

Changing role of the CISO

How Australian firms can
defend against supply chain
attacks
3 ways CISOs can align
cybersecurity to business
goals
How to manage third-party
risk in the supply chain
Making sense of zero-trust
security
Why the security stack
needs to move to the edge
Page 7 of 45

The reliance on third-party providers has created new demands on cyber
security defences, adding complexity to the responsibilities of the chief
information security officer (CISO).
Now more than ever, CISOs need to be more directly engaged with the
broader risk management function or even take on a risk management
leadership role.
Recent high-profile supply chain security breaches have attracted the
attention of CEOs and their boards. CISOs have found themselves needing
to leverage both technology and leadership skills to effectively communicate
the potential impact of supply chain attacks to the leadership team, and to
drive executive buy-ins on solutions or mitigation efforts.
Accenture’s industry intelligence found that CISOs have significant
concerns around how supply chain risks can be managed. These include
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effectively monitoring vulnerabilities, increasing internal early detection
capabilities, whether scenario planning exercises are keeping pace with
more sophisticated threats, and if teams are prepared to deal with new
threats.
“The industry intelligence also proposed that CISOs need to strike a better
balance between their technology and leadership competence,” Failla says.
“CISOs are not only expected to demonstrate practical capabilities but be
equally good at communicating in a non-technical manner.
“This form of communication will better resonate with the senior leadership
team and the board, helping CISOs align cyber security with enterprise risk
management practices while building trust internally.”

What the software industry can do
McAfee’s Tan says the most insidious aspect of the SolarWinds attack was
the use of a backdoor and stealth tactics to monitor if malicious activity was
being analysed, by looking for the presence of debuggers and network
monitors and suppressing communications and alerts of other malicious
behaviour in those scenarios.
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The backdoor then enabled the attackers to take any number of secondary
steps, which could involve stealing data, destroying data, holding critical
systems for ransom, or any number of other malicious actions.
“The attackers may still be doing damage right this instant, if they implanted
additional malicious content to stay in control and maintain access,” Tan
says, adding that backdoors are a critical risk that need to be addressed to
help lessen the risks organisations face if they are subject to a supply chain
attack.
“Until that day arrives, organisations should protect their most critical
information and data with the utmost care, as supply chains continue to be a
threat vector.”

3 ways CISOs can align
cybersecurity to business
goals

David Wheeler, director for open-source supply chain security at The Linux
Foundation, says there is only one strong countermeasure for a SolarWindsstyle attack in the longer term: verified reproducible builds.

How to manage third-party
risk in the supply chain

“A reproducible build is a build that always produces the same outputs given
the same inputs so that the build results can be verified. A verified
reproducible build is a process where independent organisations produce a
build from source code and verify that the build results come from the
claimed source code.
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“Almost all software today is not reproducible, but there’s work to change
this. The Linux Foundation and Civil Infrastructure Platform has been
funding work, including the Reproducible Builds project, to make it possible
to have verified reproducible builds,” he wrote in a blog post.
Darktrace’s Aurora says while following best practices such as reproducible
builds is important, the software industry must also strive to do security by
design. “In the rush to market a product, security is still too often an
afterthought and development is outsourced to the cheapest bidder,” he
adds.
Splunk’s Lim says software providers also have a duty to conduct a regular
refresh of their own suppliers and ask them how they mitigate the risk of
emerging threats – and communicate that information to customers.
“Take SolarWinds as an example – we took immediate action to confirm the
safety of our systems and code from the attack, proactively reached out and
assisted customers to use Splunk to detect the compromised SolarWinds
software update in their environment.
“We also quickly created a response website to provide latest updates on
the attack and responded to inquiries from customers looking to assess our
exposure,” she adds.

Next Article
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chain attacks

Alex Scroxton, Security Editor

Air India is latest victim of
Sita hack

A cyber attack on the systems of airline IT services specialist Sita, first
reported earlier in 2021, has claimed another victim in the aviation sector,
after Air India revealed that data on 4.5 million people who flew on the airline
between 2011 and 2021 has been compromised by unknown actors.
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The attack has already seen passenger data from several other airlines in
the Star Alliance network compromised, including Singapore Airlines, Finnair,
Jeju Air and Malaysian Airlines.
The Air India data includes passenger names, credit card details – although
not CVV/CVC numbers – dates of birth, contact details, passport
information, ticket information, and Star Alliance and Air India frequent flyer
data.
In a statement, Air India said it was first informed of the incident by Sita on
25 February, but it took until late March for it to establish the identities of
those affected.
Since then, the airline said, the incident has been thoroughly investigated
with third-party assistance and the compromised systems secured. It has
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notified and liaised with the credit card issuers concerned and reset user
passwords for its Air India frequent flyer scheme.
“Our data processor has ensured that no abnormal activity was observed
after securing the compromised servers,” said the airline’s spokesperson.
“While we and our data processor continue to take remedial actions
including, but not limited to, the above, we would also encourage passengers
to change passwords wherever applicable to ensure safety of their personal
data.
“The protection of our customers’ personal data is of the highest importance
to us and we deeply regret the inconvenience caused and appreciate the
continued support and trust of our passengers.”
Commenting on the new disclosure, Webroot principal solutions architect
Matt Aldridge said: “Cyber criminals are becoming increasingly clever in the
tactics they are using, and airlines have proven to be a key target over the
past few years.
“At this stage, it looks like Air India has taken the right steps to ensure data
safety following the incident by securing the compromised servers, engaging
external specialists as well as notifying and liaising with the credit card
issuers affected.”
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Trevor Morgan, product manager at comforte, said airline management
systems such as Sita’s were attractive targets because passenger data
persists over long periods of time for booking management purposes, and
tends to be highly sensitive. Penetrating such a system is therefore a “gold
mine” for cyber criminals, he said.
“Airline and travel companies need to get the message that they have an
ethical responsibility and a legal mandate to do everything they can to
protect passenger information. Bare minimum data protection just won’t do,”
said Morgan.
Without any indication that the compromised data has been leaked or sold –
although if it has been exfiltrated by a malicious actor, it probably will be –
one of the most significant impacts on Air India passengers will be the
inconvenience of choosing new passwords for their accounts, and securing
other accounts where they may have unwisely used the same credentials.
Steven Hope, CEO and co-founder of Authlogics, commented: “Air India has
said that no password data was affected, but it is interesting that they make
the point not once, but twice, that users should change their passwords.
“One has to wonder if there are any security measures in place to ensure
that people are choosing a new password that hasn’t already been
compromised. It is very common for people to reuse passwords and if their
new password has already been compromised elsewhere, it undermines the
point of making the change.
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“We see the password-sharing pattern in breach data all the time, where
people use the same password on multiple websites, including at their
workplace.”

Next Article
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When some customers of Domino’s Australia received suspicious emails
from the pizza chain a few years ago, they sounded the alarm on a potential
data breach on social media and called for the company to investigate the
matter.
At the time, Domino’s Australia said its systems had not been compromised,
and pinned the blame on a former supplier’s system that was said to have
leaked customer information. Such supply chain vulnerabilities, whether the
result of human error or cyber attacks, are real and growing.
According to a global study commissioned by CrowdStrike in 2018, twothirds of 1,300 senior IT decision-makers and IT security professionals,
including those in Australia, said their organisations had experienced a
software supply chain attack. At the same time, 71% believed their
organisation did not always hold external suppliers to the same security
standards.
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Supply chain risks are invisible to many organisations, which means they are
often not prioritised from an IT security perspective. That is partly because
supply chain risk management is usually seen a procurement issue,
according to Rob Dooley, ANZ director at VMware Carbon Black.
In fact, security considerations are often surfaced only at the last step in the
selection process, said Dooley, who called for security teams to be involved
in procurement decisions early on and to provide ongoing monitoring.
The modification of hardware, or the installation of malicious firmware
before delivery, can be a source of supply chain vulnerabilities. However,
CrowdStrike’s security researcher in Asia-Pacific and Japan, Mark Goudie,
said it does occasionally happen.
Ashwin Ram, a cyber security evangelist at Check Point, said manufacturers
of internet of things (IoT) devices, in particular, often use off-the-shelf
firmware, so vulnerabilities can easily be leveraged by attackers. The result
could be disastrous, especially if it involves industrial control systems that
power critical services.
Besides hardware, in-house-developed software is another weak link in the
supply chain. Open source libraries and pre-built containers may have been
contaminated with malicious code designed to perform covert actions such
as cryptomining or to provide illicit access to systems. In an audit of more
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than 1,200 applications, Synopsys found that 99% used open source
components and 75% of them contained known vulnerabilities.
And because software libraries depend on other libraries, it is important to
review that entire chain, said Mick McCluney, ANZ technical lead at Trend
Micro. The security supplier uses open source library researcher Snyk as a
source of intelligence for its DevOps pipeline tools.
Check Point’s Ram said that with a lot more attacks conducted via modified
code, organisations should validate all the source code they use, and obtain
threat intelligence from multiple sources. Code should be automatically
checked for safety whenever it is downloaded or built, he warned.
Supply chain risks exist in services as well. Recognising this, the Australian
Prudential Regulation Authority has published the CPS 234 standard, which
specifies steps that regulated entities must take to mitigate supply chain
risks.
For smaller firms, which do not have the same clout as major banks when
dealing with suppliers, a breach can be a potential business-ending threat,
said Simon Howe, LogRhythm’s vice-president of sales in Asia-Pacific.
These companies, he said, should check whether their suppliers hold ISO
27000, NIST and Sans certifications as evidence of their security posture.
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However, compliance with standards does not guarantee security, said
CrowdStrike’s Goudie, who advised organisations to consider what data a
supplier processes or can access, which is where the real risk lies.
That calls for sound data protection practices, such as categorising
suppliers and treating each group appropriately based on the sensitivity of
the data they can access. In general, the more sensitive the data, the more
rigorous the reviews of suppliers should be, said Sean Duca, vice-president
and regional chief security officer at Palo Alto Networks in Asia-Pacific and
Japan.
Trend Micro’s McCluney suggested quarterly or half-yearly supplier reviews
involving procurement, human resources, as well as IT and security, with
remedial action prioritised accordingly. Such supplier lifecycle management
processes will ensure that access rights are revoked, among other things,
when an organisation stops buying from a supplier, he said.
Regardless of the industry they are in, Duca called for organisations to
provide suppliers with secure access to systems they need to manage – and
block access to everything else. Jim Cook, ANZ regional director at Attivo
Networks, said this is especially important as some systems still run on
obsolete operating systems with known vulnerabilities.
But even if suppliers are granted minimum access and the network is
segmented, there will still be opportunities to exploit infrastructure

The CISO’s guide to supply chain security

In this e-guide
The rise and rise of supply
chain attacks
Air India is latest victim of
Sita hack
How Australian firms can
defend against supply chain
attacks
3 ways CISOs can align
cybersecurity to business
goals
How to manage third-party
risk in the supply chain
Making sense of zero-trust
security
Why the security stack
needs to move to the edge
Page 19 of 45

vulnerabilities, Cook warned, adding that a supplier’s security practices
should be aligned with a host organisation’s policies. Ongoing compliance
should also be deemed as a contractual obligation.
Cyber criminals employ a variety of ways to penetrate a supplier’s systems.
This may include business email compromise, which involves interfering with
emails – such as falsifying payment details on invoices – and using email as a
stepping stone in a broader attack on an organisation or its customers.
Subverting the invoicing process is particularly lucrative, said McCluney, so
the right control processes are important. For one, employees must not
blindly trust the banking details on an invoice, especially if the details have
changed.
Instead, McCluney said they should check with the supplier in a manner
completely independent of the email. Similarly, any request for an urgent
funds transfer purportedly from a senior executive should be treated with
scepticism and not acted upon without solid confirmation.
Goudie said that while business email compromise is real, the main problem
may not be the initial incident, but the consequences of an attacker being
able to replicate an entire mailbox outside the organisation. Too often,
security controls such as multifactor authentication are not enabled until a
major breach has occurred.
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Check Point’s Ram said content disarm and reconstruction (CDR) can play a
part in defending against malicious documents that appear to come from
trusted sources. Rather than rely on detection, CDR technology assumes
that all content held in files are malicious and reconstructs content that is
known to be safe.
Then, there is also island-hopping, where perpetrators use one
organisation’s network to get into that of its partners. Chester Wisniewski,
principal research scientist at Sophos, said that because this is a largely
automated process, prompt detection and response is key. Tools will stop
95% of such attacks, and only 1% or so are truly harmful, he said.
“It’s a needle-in-a-haystack problem, so you need tools to filter out the
relevant and important data and present it as actionable information,” said
Wisniewski. “Artificial intelligence alone isn’t up to the job, but it might take
care of 98% of the signals, leaving humans to interpret and deal with the
remaining 2%.”
Besides employing automation to detect breaches, patch systems and
conduct tabletop exercises to test an organisation’s resilience against
supply chain attacks, it may be worthwhile to consider managed security
services, especially for those that do not have in-house expertise.
Wisniewski added: “Managed security service providers have the technical
and local expertise and insights needed to provide good service, the
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economies of scale to deliver it at an affordable price, and the backing of
suppliers such as Sophos when necessary.”
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Security professionals face a host of critical threats: the unfolding
repercussions of the SolarWinds nation-state attack, vulnerabilities exposed
by an ongoing pandemic that has changed how people work, more
sophisticated ransomware attacks and new questions surrounding federal
and state security.
While it's hard to avoid getting inundated with cybersecurity firefighting, it's
important for CISOs to stay focused on the big picture, which means
managing the risks that pose the biggest threat to an organization's overall
health. To do so, they must align cybersecurity to business goals. It's a tall
order, but not an impossible one with the right approach.
The following three steps can help CISOs move cybersecurity and business
alignment in the right direction.
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Step 1. Understand C-suite concerns
CISOs often find themselves C-suite-adjacent, removed from critical C-level
planning and business strategy input.
To ensure security efforts have a positive business impact, it's important
CISOs understand each C-level leader's top business and security concerns,
because they will differ among stakeholders. For example, the CEO might
identify the integration of an upcoming acquisition as a top concern; the
CFO might be worried about the unchecked cost of security controls; and
the chief risk officer might care most about the availability of sales tools
from any location.
C-level business goals likely will align to one of these areas of business risk:
•
•
•
•
•
•
•

market trust
availability and performance
culture, policy and governance
compliance
cost of controls
data assurance
security liability

Only through C-level discussions can CISOs prioritize which areas they
should focus on to provide the most value to the business. Thinking and
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communicating in terms of business outcomes instead of security tactics
can help CISOs align with the C-suite to get a complete picture of business
goals.

Step 2. Connect security objectives to
business requirements
Identifying executive priorities as they relate to security and the business
isn't the same as putting them into action. To secure the funding to do so,
CISOs need to align security objectives to business requirements, both
quantitatively and qualitatively.
•

•
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Quantitative alignment. CISOs should pinpoint the risks and
vulnerabilities, establish a baseline for security maturity and assess
mitigation costs against industry benchmarks and best practices.
Qualitative alignment. CISOs should gather critical information about
assets and business risks, align executive requests to security
objectives and establish a strategy for risk program management and
operations.

This two-pronged approach requires CISOs to develop a risk register that
identifies control area gaps and risks in the context of impact, effort and
cost.

The CISO’s guide to supply chain security

In this e-guide
The rise and rise of supply
chain attacks
Air India is latest victim of
Sita hack
How Australian firms can
defend against supply chain
attacks
3 ways CISOs can align
cybersecurity to business
goals
How to manage third-party
risk in the supply chain
Making sense of zero-trust
security
Why the security stack
needs to move to the edge
Page 25 of 45

Rather than trying to close every gap, CISOs should first focus on controls
that help the C-suite achieve its goals but also are easily executed by
security teams.

Step 3. Focus on reducing versus
eliminating risk
While each organization will have its own risk appetite, security spend and
risk mitigation efficacy will intersect at some point. Beyond this juncture,
you'll see diminishing returns on continued investment.
It's important for CISOs to understand and effectively communicate a core
principle of cybersecurity to C-level stakeholders and the board of directors:
No matter how much you spend on security, you can never completely
eliminate risk.
Instead, organizations have four choices when it comes to addressing a
particular risk: They can mitigate it, accept it, transfer it or ignore it. Deciding
what action is best will depend on the level of investment and effort it takes
to mitigate the risk and the degree to which a risk could disrupt the business
if it goes unchecked.
CISOs who can accurately plot the meeting point of risk mitigation efficacy
and security spend will be in a much better position to demonstrate cyber
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accountability and responsible spending to the C-suite and the board of
directors, which can help the practice shed its outdated perception as a
cost center.

The bottom line for CISOs
As cyber attacks grow in sophistication and scale, the business impact from
a security incident is increasingly wide-reaching. In today's environment, a
security threat is a business threat.
That's why it's critical that CISOs align cybersecurity to business goals.
When they do, they can mitigate the risks that most stand in the way of
organizational success and measure the true business impact of security
investments. This puts them well on their way to building a cybersecurity
program that doesn't just protect the business but grows it.
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How to manage third-party risk in the
supply chain
Michael Cobb, CISSP-ISSAP
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The recent SolarWinds supply chain hack has affected public and private
organizations worldwide, but this type of attack is not new. The Target,
Home Depot, Boston Medical Center and PNI Digital Media data breaches
are all instances where malicious actors took advantage of security
weaknesses in the supply chain to compromise more heavily defended or
more valuable networks.

3 ways CISOs can align
cybersecurity to business
goals

Stolen login credentials, certificates and keys are often at the root of these
attacks, enabling hackers to open the door to their smaller or less securityaware targets' internal networks.

How to manage third-party
risk in the supply chain

The SolarWinds incident shows, however, that even highly secure providers
can be used as a steppingstone when extremely skilled hackers are
involved. To mitigate this potent threat and other threats like it, every
organization needs to learn how to manage third-party risk.

Making sense of zero-trust
security
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Here, learn what to expect and require from any third party connecting to
enterprise systems to create a vetted and trusted security-aware supply
chain.

Verify partners' controls and certifications
Organizations must require subcontractors, vendors and supply chain
partners to meet the certification requirements of appropriate compliance
standards, such as ISO 27001, PCI DSS, HIPAA and ITAR. This will
demonstrate that at least a certain level of IT security is being met.
Note, however, that gaining these accreditations may be too costly for
smaller companies. In this case, their policies and practices should be
contractually obliged to meet the organization's own security standards.
Asking for a System and Organization Controls 2 report is a good place to
start, as it covers how a business oversees security, availability, processing
integrity, confidentiality and privacy of a system.

Perform third-party risk assessments

security
Why the security stack
needs to move to the edge
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Even with certifications and compliance standards assurances in place, a
third-party risk assessment should be performed on each supplier to identify
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exactly which types of security controls and monitoring are required. An
annual third-party audit should be conducted to ensure these controls are in
place and working correctly. Where this is not possible, agree on a
mechanism capable of monitoring compliance.
Be sure to make risk assessments information-driven rather than suppliercentric. This approach makes assessments easier to repeat across different
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vendors. Assign an assurance level to each application handling data. To
determine the security controls required before access can be granted,
base those assurances on business risk factors, such as sensitive
information disclosure, personal safety, reputation damage, financial loss,
operational risk and legal violations.

Air India is latest victim of
Sita hack

As stolen credentials are often used to gain a foothold in a network,
multifactor authentication should be mandatory for access to any shared
resources.

How Australian firms can

Map flow of traffic and critical data
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Security teams must agree on a well-defined strategy that governs access
to the organization's internal resources. This should be based on the
principle of least privilege and strictly map the flow of traffic and critical data
to enable efficient monitoring of supplier access.
This monitoring should -- at a minimum -- be able to detect threats, unusual
activity and data exfiltration. Network segmentation and
compartmentalization, or the use of parallel networks to run supply chain
applications, will also help to build a more resilient environment able to
detect, deny and disrupt an attack.
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With regard to data sharing, it is important to contractually agree on what
information can be shared and with whom, as well as who maintains
ownership of the data and what is considered acceptable use. In addition, all
members of the supply chain should be required to encrypt data at rest and
data in transit.

Additional steps
Beyond certifications, risk assessments and data management, security
awareness training and social engineering assessments are also important
to ensure all personnel in the supply chain have received appropriate
training.
To be prepared for the worst, organizations can also periodically test offsite data backups and disaster recovery plans; this should include test
scenarios with suppliers. Both parties must have a plan to notify the other if
their network, systems or data have been compromised or if a breach is
suspected so there can be a coordinated response.
Security is only as strong as the weakest link. While securing your supply
chain may seem rather onerous, failure to do so could prove far more costly.
Marriott's failure to perform due diligence on its subsidiary Starwood's IT
infrastructure has been specifically singled out in litigation following a data
breach that affected up to 500 million guests.
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Supply chain and third-party risk management must be embedded within
procurement and vendor management processes with clear metrics and
service-level agreements governing application and data security. Although
these steps will not guarantee complete security of sensitive data, they will
make the supply chain stronger and the organization less likely to become
the victim of a supply chain-based attack.

Next Article
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Making sense of zero-trust security
Aaron Tan, Executive Editor, APAC
Traditional approaches to cyber security have not been too different from
medieval warfare, when warlords dug moats around their castles to keep
intruders at bay.
There were clearly defined perimeters – people on the inside were trusted,
while those outside were not. Likewise, in perimeter-based security, an
organisation’s data and users within the enterprise were trusted, and those
outside the firewall were viewed with suspicion.
But now that applications and data have moved out and exist inside
traditional perimeters and the public cloud, traditional security models have
struggled to adapt.
Nick Savvides, senior director for strategic business at Forcepoint AsiaPacific, said this shift had fuelled the rise of zero-trust security, which moves
the perimeter from a simple concentric model, with an inside and an outside,
to one where the perimeter is defined around the data, the user and the
service being accessed.
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“It eliminates the traditional perimeter and assumes that when accessing a
service or data, no user or device can be trusted until proven otherwise
before every access,” said Savvides. “This means the user and the device
must be strongly identified and the controls applied at the point of access.”
However, the concept behind zero-trust security that treats all users and
data equally, wherever they are, is hard to adapt to for enterprises that are
used to thinking about security in terms of trusted and untrusted network
segments.
And it does not help that the concept gets warped by supplier messages,
said Simon Piff, vice-president of security practice at IDC Asia-Pacific. “No
single vendor spans the entire needs of enterprise security, and as vendors
are the main source of information for most users, it’s a challenge to fully
grasp the breadth of the zero-trust concept,” he said.
Instead, what often happens in IT security is that the current and most
important risk gets prioritised, said Piff. For many enterprises, the current
focus during the Covid-19 pandemic is to ensure secure remote access.
“Organisations across the region rushed to offer remote access and then
figure out how to secure it later,” he said. “But securing remote access is not
as easy in the new Covid-19 paradigm. If the employee was issued with a
corporate laptop, and the organisation was already offering remote access,
then the issue was largely resolved.”
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But many employees have had to use their own hardware, which might not
have the right endpoint security, password protection and overall security
levels of a corporate system.
Piff said this transferred the problem to IT administrators, who had to
consider higher levels of device monitoring – even though not every role
requires that level of oversight based on existing IT policies. “And so,
process and permissions need to get approved, and in all that time, a risk
exists,” he added.
Kevin O’Leary, Palo Alto Networks’ field chief security officer in Asia-Pacific,
said he had observed a similar trend, noting that organisations had focused
on implementing remote work technologies, along with cost-saving initiatives
aimed at consolidating security products to provide cheaper security
without degradation in managed risks.
“With a remote workforce, zero trust becomes ever more important,” he
said. “I would expect renewed interest when the two areas of development
are also addressed.”

Implementing zero-trust security
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When implementing the zero-trust security model, enterprises need to
understand how to protect the 3Ws – workforce, workplace and workloads –
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according to Kerry Singleton, managing director for cyber security at Cisco
Asia-Pacific, Japan and China.
1. Workforce: Protect users and their devices against stolen
credentials, phishing and other identity-based attacks. This can be
done by using tools such as multifactor authentication to ensure the
right user and device are accessing any network. These tools can
verify users’ identities, gain visibility into every device, and enforce
adaptive policies to secure access to every application. For users, it is
a one-tap-approval two-factor authentication (2FA) that then gives
security teams visibility into what devices they are using, whether they
are managed or unmanaged, before they are given access to
company applications.
2. Workplace: Ensuring that the office network is adequately protected
so that IT teams can gain insights into users and devices, identify
threats and maintain control over all connections in the network. This
entails adopting software-defined access to secure access in the
workplace, including requests within a corporate network, such as
those coming from internet of things (IoT) devices, local users and
network-connected devices.
3. Workload: Protecting the flow of information across the network,
right from datacentres to the cloud and to endpoints. Enterprises can
consider tools that offer effective application workload protection
across multicloud datacentres by containing the lateral movement,
proactively identifying workload behaviour anomalies and reducing
the attack surface.
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Beyond tools, enterprises will need to approach zero-trust security from a
process perspective. Palo Alto Networks has developed this five-step
methodology to help enterprises simplify zero-trust implementations:
1. Define your protect surface: This is about defining the sensitive data
that enterprises need to protect. All critical data, application, assets or
services (DAAS) need to be considered when defining the protect
surface.
2. Map the transaction flows: To design a network properly, it is critical
to understand how systems should work. The way traffic moves
across the network, specific to the data in the protect surface,
determines how it should be protected. This understanding comes
from scanning and mapping the transaction flows inside the network
to determine how various DAAS components interact with other
resources on the network. Zero trust is a flow-based architecture.
Once enterprises understand how their systems are designed to
work, the flow maps will indicate where controls need to be inserted.
3. Architect a zero-trust network: Zero-trust networks are bespoke,
not universal in design. With the protect surface defined and flows
mapped, the zero-trust architecture will become apparent. The
architectural elements begin with deploying a next-generation firewall
as a segmentation gateway to enforce granular Layer 7 access as a
micro-perimeter around the protect surface. With this architecture,
each packet that accesses a resource inside the protect surface will
pass through a next-generation firewall so that Layer 7 policy can be
enforced, simultaneously controlling and inspecting access.
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4. Create the zero-trust policy: Once the zero-trust network has been
architected, enterprises need to create the supporting zero-trust
policies following the Kipling method, answering the who, what, when,
where, why and how of their network and policies. For one resource
to talk to another, a specific rule must whitelist that traffic. Such
granular enforcement of Layer 7 policy ensures that only known
traffic or legitimate application communication is allowed in your
network. This will significantly reduce the attack surface while
decreasing the number of port-based rules enforced by traditional
firewalls.
5. Monitor and maintain the network: This last step means
continuously looking at all internal and external logs through Layer 7
and focusing on the operational aspects of zero trust. Inspecting and
logging all traffic on the network is a pivotal facet of zero trust.

Pitfalls to avoid
Although zero-trust security has its benefits, there are common pitfalls too,
according to Siddharth Deshpande, director of security strategy at Akamai
Asia-Pacific and Japan.
The first is considering zero trust from a purely technological perspective.
Deshpande said it was important to understand the business value and the
broader implications of the model as well, ensuring there is direct alignment
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with the enterprise’s business network and processes. This would involve a
wider section of stakeholders in discussions around what approach to take.
“Spending time trying to secure networks is a futile, misguided expense that should be
diverted to monitoring and analytical tools”
Simon Piff, IDC
Second, selecting a trusted partner can also determine the success of
businesses’ zero-trust model deployment. Organisations should look at
collaborating with suppliers that have proven expertise in security and
cloud-based edge computing, while cross-referencing supplier rankings by
research firms.
Finally, Deshpande said organisations should adopt zero-trust approaches
that can co-exist with existing security architecture. Although there are
benefits in replacing legacy technologies with newer approaches, this does
not have to happen in a disruptive manner.
“Zero trust is a journey, and it is possible to start small and grow
incrementally, rather than having to rip and replace multiple elements of the
security technology stack overnight,” he said.
IDC’s Piff stressed the importance of understanding typically large,
sprawling and amorphous enterprise systems when adopting zero trust.
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“I have yet to hear of a CEO who, when presented with an updated security
architecture, did not learn that they have 20% more ‘systems’ than they
thought they were managing,” he said. “So, understanding what you have,
and their dynamic nature, is probably the most critical first step. If you don’t
fully understand your system, you cannot possibly protect it.”
Piff also advised enterprises to assess the unique risks faced by their
organisation. “Most IT security investments follow the shiny new concern
and are not based on long-term strategic plans,” he said.
“The biggest concern is that many security professionals have evolved from
a network security background, and the network is, by definition, untrusted
these days. So, spending time trying to secure networks is a futile,
misguided expense that should be diverted to monitoring and analytical
tools.”

Next Article
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The traditional security model underpinned by a centralised security stack is
no longer effective against cyber threats that increasingly originate from the
edge of a network.
That was the view of Robert Blumofe, Akamai’s executive vice-president and
chief technology officer, who noted that a centralised security model would
require enterprises to backhaul all web traffic to a central location for
inspection and control.
“If you’re subject to an attack and you backhaul that traffic to your security
stack, you’re actually creating more problems than you’re solving,” Blumofe
said, “because you’re now giving that attack traffic more opportunity, more
surface area and more opportunity to do harm.”
Instead, he called for enterprises to move the security stack to the edge
where traffic is coming from, noting that this was an important concept for
the future of security.
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“The security stack needs to live not in a handful of locations but rather
ubiquitously at the edge, because that’s where the threats, users and
applications are,” he told Computer Weekly.
Blumofe said with the security stack spread across the network edge, it is
important for security capabilities to be delivered from a single platform that
is also capable of managing and abstracting the complexities of a
distributed infrastructure.
“We have many capabilities on our platform, whether it’s image
management, acceleration, TLS [Transport Layer Security] termination or
bot management,” he noted. “But we can’t anticipate everything, so for
something that we haven’t already built as a pre-packaged capability, our
customers can program it themselves.”
As for manageability, Blumofe said enterprises using Akamai’s platform will
only need to specify the policies and rules they would like to enforce. “We
hide all of the complexity of the distributed system and they can interact
with us as if it’s one unified system,” he added.
Besides Akamai, content delivery network suppliers like Singapore-based
Toff Technologies are also touting the benefits of having security
capabilities distributed across multiple edge locations.
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Philip Chua, co-founder of Toffs Technologies, said in mitigating distributed
denial-of-service (DDoS) attacks, for example, malicious traffic is dropped at
the edge while legitimate traffic is allowed to pass through.
This differs from traditional clean pipe services that reroute the BGP (border
gateway protocol) route to a centralised location before traffic can be
scrubbed, resulting in latency.
As cyber threats can emerge from any edge location, suppliers like Toffs
and Akamai have been expanding their global and regional footprints to
include more points of presence (PoPs).
For Akamai, Blumofe said as the company expands into new markets where
it may not have a strong presence, its network team will negotiate new colocation and network contracts.
“We can’t always be in every single location that we want to be, so we’re
always re-evaluating that and we’re always doing new deployments based
on where our customers are,” he added.
The issues around security at the edge will inevitably lead to discussions on
internet of things (IoT) security.
Earlier this year, Akamai acquired Inverse, a Montreal-based company which
built a platform that uses network data to identify IoT devices that could
have gone undetected.
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“Because devices communicate through different protocols and signatures,
such as the way they interact with DHCP [Dynamic Host Configuration
Protocol] services, we can tell you what the device is,” Blumofe said.
For low-powered cellular IoT devices, Akamai has also acquired Dublinbased Asavie whose platform creates an on-demand tunnel through the
cellular network to the security stack.
“So, whenever a cellular device communicates, all its traffic is automatically
tunnelled to the security stack, without any need for a special client or
anything high-powered,” Blumofe said.
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