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The Asia-Pacific (APAC) region remains a hotbed for digital transformation
initiatives amid the economic uncertainty and ongoing coronavirus outbreak.
According to the 2020 TechTarget/Computer Weekly IT Priorities survey,
43% of nearly 600 respondents in APAC cited digital transformation as their
top priority, followed by cloud infrastructure deployment (38%) and artificial
intelligence (37%).
This was despite the slower growth in IT spending. This year, 62% of
respondents expect their IT budgets to increase, down from 77% in 2019.
The proportion of respondents with budget cuts has also increased from 7%
last year to 9% in 2020.
When it comes to digital transformation initiatives, APAC organisations are
focused on those that improve employee experience and productivity (44%),
automation (43%) and cloud services (41%), areas that are crucial to retain
talent in a tight IT labour market while paving the way for a modern IT
infrastructure.

Page 1 of 30

IT Priorities 2020: APAC

In this e-guide
APAC remains hotbed for
digital transformation

ASEAN firms on the frontline
of digital transformation

ANZ firms ill-prepared to
deal with tech issues

How tech suppliers are
easing barriers to hybrid
cloud adoption

Why enterprises should care
about DevOps

These initiatives come at a time when 73% of APAC organisations are still in
the early to mid-stage of digital transformation. In the early stage,
organisations are typically assessing business and technology needs, with
formal projects expected to kick off within 12 months, while those in the midstage have already implemented transformation initiatives.
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In the datacentre, 36% will look towards multi and hybrid cloud while 35%
will invest more in on-premise infrastructure. These top datacentre priorities
are testament to the growing acceptance of hybrid IT across the region as
the deployment model of choice.
But when it comes to storage, the cloud still rules. Nearly half of all
respondents expect to buy more cloud storage this year, while just 12% plan
on investing more in on-premise flash arrays. More respondents are also
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including hyperconverged infrastructure (27%) as part of their storage
strategies.
APAC’s mobile workforce has not led to a corresponding increase in
investments in endpoint management tools. Over 40% of respondents are
keen on mobile device management (MDM) tools, pointing to the growing
footprint of enterprise mobility deployments in the region that require better
management tools.
These MDM investments are being complemented by security-related
initiatives. Over half are planning to roll out identity management, single signon and multi-factor authentication tools, while a whopping 63% are doubling
up on their governance, risk and compliance efforts. User security training is
also at the top of the agenda in a bid to minimise security breaches arising
from human error.
Additionally, vulnerability management (42%) remains a key priority,
suggesting that APAC firms are still struggling with plugging the loopholes in
their systems. About the same proportion of respondents also plan to spend
more on data loss prevention technologies to mitigate any data exfiltration
risks.
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As for business applications, digital experience management figures highly
in investment plans, followed by customer relationship management and
enterprise resource planning (ERP), the latter possibly spurred by the
nearing end-of-life date for SAP ECC6.
Alongside new investments in business applications are in-house software
development efforts which respondents are now driving relentlessly.
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According to the study, 46% of respondents plan to adopt agile
development and 40% plan to embrace DevOps, up from 20% and 27%
respectively.
These efforts are being channelled into IoT (internet of things) applications
(31%) and microservices (30%), as well as application modernisation (36%)
where legacy applications are being refactored to run on modern cloudbased infrastructure.
As the backbone of an organisation’s IT infrastructure, the network has
been a key focal point for digital transformation in APAC. More budget is
being pumped into software-defined wide-area networks (SD-WAN) by 47%
of respondents in line with growing cloud investments, followed by network
virtualisation (25%).
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Southeast Asia’s booming digital economy is spurring enterprises across the
region to double up on driving technology change to compete with more
nimble startups.
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According to the 2020 TechTarget/Computer Weekly IT Priorities survey,
44% of nearly 200 respondents in ASEAN cited digital transformation as
their top priority, followed by infrastructure modernisation (41%) and cyber
security (36%).
The priorities are not surprising, given that more enterprises are coming
under pressure to remain competitive in the face of digital disruption across
industries, such as financial services, logistics and telecommunications.
That said, the growth in overall IT spending appears to be softening,
probably over concerns about the slowing global economy. In 2019, 80% of
respondents expected a bigger IT budget, while just 61% expect to spend
more this year.
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As in previous years, 2020 will see more ASEAN firms investing in their core
technology foundation to support transformation efforts. In the datacentre,
38% of respondents will continue to invest in on-premise infrastructure, with
an equal number stating their preference for hybrid cloud.
This will be supported by automation, security and monitoring tools, which
about one-third of respondents will invest in, not only to keep the lights on
but also to pave the way for agile software development.
Indeed, the proportion of respondents who will spend on agile project
management software doubled from 21% in 2019 to 42% this year,
underscoring firms’ growing resolve to build in-house software development
capabilities to gain an edge over their rivals.
These development efforts are largely geared towards internet of things
(IoT) applications (37%), signalling that the technology is finally catching on
in the region, followed by microservices (32%). And, as expected,
investments in application programming interface (API) management tools
remains high (53%) on the agenda to support development and co-creation
initiatives.
On the storage front, spending on cloud-based storage remains strong, with
four out of 10 respondents putting it as their top priority. The appetite for
flash-based storage appears to be tapering off, however, with just 7% of
respondents planning investments in the technology this year.
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With a highly mobile and young workforce that embraces mobile technology
in all aspects of their lives, ASEAN’s investment in mobile device
management (MDM) tools is relatively higher, with nearly 40% of
respondents planning investments in unified endpoint management
solutions.
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At the same time, 35% of ASEAN enterprises are rapidly moving ahead with
Windows 10 migrations, given that Microsoft has ended support for
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Windows 7. Those that are still using Windows 7 could become ticking time
bombs for cyber security, which 36% of respondents will spend more on in
2020.
The quest for new software development capabilities does not mean
enterprises are weaning themselves off packaged software. For many large
enterprises, financial applications and other enterprise resource planning
(ERP) systems remains core to their operations. That is why nearly 40% of
respondents are looking to shore up investments in ERP applications, which
will need to be upgraded to support digital transformation initiatives.
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Increasingly, these applications are likely to be delivered as cloud-based
services, driving investments in networking technologies such as softwaredefined wide area networks (SD-WAN). According to the survey, SD-WAN
topped the list of networking priorities in ASEAN as more companies look to
speed up delivery of cloud services.
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Amid rising consumer expectations, companies in Australia and New
Zealand (ANZ) are still grappling with unplanned technology issues that are
not covered by their response plans, a new study has found.
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According to PagerDuty’s State of unplanned work report 2020, over two in
five businesses have discovered major technology issues from their
customers, indicating that many are reacting to incidents after they have
already had a negative impact.
Additionally, these unplanned issues are highly prevalent, with nearly one in
three businesses experiencing major technology issues at least once a
week. These issues are already affecting workers, with respondents
reporting more stress and anxiety, health issues, and declining interest in
their jobs. In some cases, a company’s brand was damaged.
As many technology issues were not covered by incident response plans,
more than one in two stated that resources are routinely diverted to
unplanned work, while three in four said unplanned work is an inhibitor to
innovation.
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“Increasingly complex IT ecosystems and rising customer expectations are
extremely difficult to manage,” said Jonathan Rende, senior vice-president
for product at PagerDuty.
“When delays, downtimes or outages occur, it not only diverts resources
away from critical projects, but it often has far-reaching consequences such
as lost customers and revenue, reputational damage and employee impact.”
Having some form of automation could help. According to the study, nearly a
third of businesses have no automation in place for resolving major
technology issues, while over half said just a few of the actions are
automated. Some 13% said most actions are automated, and just 2% said
the entire process is automated.
Commenting on ANZ organisations being unprepared with little or no
automation in place, Rende said: “Technology problems are business
problems. It’s now more important than ever for a company to solve
problems and find opportunities in real time.”
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“Software developers are market makers and a customer’s digital
experience defines a company’s success,” he continued. “When teams aren’t
able to innovate quickly, companies are more exposed to competitive
threats.”
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“Having an automated, digital operations management platform that is
underpinned by machine learning is critical today. It allows companies to
bring the right people together in real time to enable businesses to quickly
orchestrate a response, stop the finger pointing, and spend more time
innovating and enhancing their customers’ experiences.”
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Enterprise cloud adoption is growing steadily across the Asia-Pacific region,
with most companies using some form of software as a service (SaaS) or
running selected workloads on a public cloud infrastructure.
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Yet, even as some tech suppliers believe that, in the fullness of time, all
enterprise workloads will move to the public cloud, the reality – at least for
now – is the preference for a hybrid cloud set up for various reasons, such
as performance and compliance requirements.
That requires enterprises to be able to run and manage their workloads
consistently anywhere, a message that IBM has been espousing since it
acquired Red Hat, whose OpenShift container platform lets organisations
run containerised applications on multiple public clouds and on-premise.
Jim Freeman, IBM’s new chief technology officer for global technology
services in Asia-Pacific, said enterprises that operate in a hybrid brownfield
environment are also seeing an average of 2.5 times more business value
than cloud-native firms, citing recent studies.
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This trend has not gone unnoticed by cloud suppliers, many of which have
risen to the challenge of helping enterprises ease their transition to cloud
computing.
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“The first thing is they’re providing increased transparency, particularly to be
compliant with regulatory and other requirements,” said Freeman. “It’s one
thing to just say trust me, but it’s another to open up your log files and your
procedures to demonstrate compliance. That is increasingly recognised as
table stakes for enterprise cloud adoption.”
Also, Freeman said data security is critical, so enterprises are assured that
their data is safe from prying eyes, noting that IBM Cloud has made it
“technologically impossible” to look at its customers’ data. “That helps not
only the compliance people, but also the CIOs and their clients,” he said.
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With the multitude of cloud services available, the industry is also stepping
up efforts to create an integration framework to ease the demands of
managing all the integration points.
“I’m pleased to say that the industry is kind of saying: let’s build an
integration framework that enterprises want to consume and ask all our
ecosystem partners to conform to that framework,” said Freeman. “That
demonstrates the maturation of enterprise cloud.”
He said some standards have also started to emerge around managing
enterprise services in a heterogeneous environment, paving the way for
wider enterprise cloud adoption. These could be single sign-on and backup
and recovery services, so security and data management can be
coordinated across on-premise environments and public clouds, he added.
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Even with these standards, enterprises could still be locked into specific
cloud platforms if their applications rely on proprietary cloud services,
particularly those around artificial intelligence (AI) and machine learning –
going against the notion of building applications and running them
everywhere.
To that, Freeman said standard services interfaces have started to emerge
around “base level” commodity services such as databases, but more
sophisticated offerings such as AI will continue to be prized by cloud
suppliers as competitive differentiators, making them unlikely to be
commoditised for a while.
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Some enterprises have started to consider moving workloads from public
cloud to on-premise datacentres in what is now known as cloud repatriation,
but that is often a result of a less robust workload placement strategy and
the lack of cloud management skills, said Freeman.
He said enterprises should have a cloud workload strategy that identifies the
functional requirements for an application. Equally important, he added, are
non-functional requirements such as data gravity, or the ability of data to
attract applications, services and other data.
“Cloud repatriation is often the result of two things: a lack of understanding
that you should be turning things off when you’re not using them, and the
failure to realise the data consumption rate of an application,” said Freeman.
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But how should enterprises decide on their workload placement strategy?
Freeman advised them to start simply with what data gravity, security and
CPU consumption would look like. “With those three things, I can give you a
score of your target platforms pretty quickly,” he said.
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As part of the famed site reliability engineering group at Google, Nigel
Kersten led the design and implementation of one of the world's largest
Puppet deployments. The experience was so life-changing that he joined
Puppet over nine years ago.
Today, Kersten, who is now Puppet’s field CTO, travels the world, espousing
DevOps practices and serving as the bridge between customers and
Puppet’s product and engineering team.
The Australian, who grew up in Malaysia and Australia, recently relocated to
London, with 70-80% of this time focused on customers in Europe and AsiaPacific (APAC). In a wide-ranging interview with Computer Weekly, Kersten
offers insights on the state of DevOps adoption in APAC and explains why
DevOps does not signal the end of IT operations.
Based on your interactions with customers, do you see any differences in
DevOps adoption in APAC and elsewhere?
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Nigel Kersten: One of the things I’d say is that there’s a lot of variation
across the APAC region. Five or six years ago, I started working much more
heavily with customers in Singapore when we started building up our
presence here.
I was talking to financial services companies who felt they were behind
Australia and New Zealand. And at the time, Australia felt further ahead of
the US. It could be because Australia always had a strong operations
culture, or perhaps Australian companies have always had to do things on
their own without having people in their time zone.

deal with tech issues

How tech suppliers are
easing barriers to hybrid
cloud adoption

Why enterprises should care
about DevOps

But I’ve noticed that Singapore’s rate of acceleration and appetite for
change is so much greater than Australia’s now, possibly because of a huge
mandate to be a smart city and a tech hub. Singapore has a very pragmatic
IT culture. Once there's executive buy-in, the tools are much more easily
adopted.
Since the last time I spoke to Puppet, there’s been a heightened focus on
security. Could you talk about the security related practices that your
tools are facilitating to ensure security is baked into DevOps?
Kersten: I’d say the interaction between development and operations was
the biggest bottleneck and it was the most obvious source of dysfunction.
But we’ve improved that as an industry.
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Security became the next most obvious bottleneck that is being addressed
now, particularly in regulated markets like financial services. Once teams
started getting development and operations working alongside each other,
the next candidate for improving the whole software delivery lifecycle was
security.
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One of the interesting things has always been that even though Puppet
didn’t have an explicit security product for a long time, given that we help to
manage the desired state of machines and automatically mediate
configuration drift, we’ve always been friends of security people.
Over the past 10 years, there’s been an increasing appetite from security
people for robust IT automation and configuration management, because
they’re facing similar problems that operations people have been facing.
Software is being deployed across different environments, and the mindset
of having perimeter firewalls is also shifting with more stuff being moved to
the cloud. And as companies become more distributed, security teams need
automation in order to do their jobs well.
When we talked to security teams, we noticed there was a real interaction
problem. When security teams have a list of vulnerabilities, they put them
into a spreadsheet and send them to the operations team. But the
operations people don’t really know which ones they should address, how
quickly they can address them, and the relationship between a vulnerability
and the rest of the IT landscape.
So, we came up with Puppet Remediate, an operations tool that serves the
needs of security teams in a much simpler way where vulnerabilities
automatically appear on a dashboard. The operations team can leverage
content that they could use across conflict management or task
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orchestration systems during the remediation. This tool has been taken up
very, very well in the APAC market.
Are there any integration points with messaging systems that DevOps
and security teams use to communicate with each other?
Kersten: Absolutely, it’s that same desire to improve cycle time by using
different APIs [application programming interfaces]. One of our customers
in Australia, Transurban, has built an incredible system that people can use
to make change management requests through ServiceNow. The system
automatically provisions through Puppet, and notifications are sent through
Slack. This provides developers and operations teams with situational
awareness about what’s happening, and the ability to create and deploy
changes in a sophisticated manner.
Open source companies, particularly open source infrastructure companies
like ours, have always understood the power of APIs because they allow our
community to build solutions that increase value for everyone.
Enterprise technology vendors have also crossed that bridge with simple-toconsume APIs. For example, it has become easy to integrate ServiceNow
with Puppet Enterprise and that’s going to be the big game changer over the
next few years in the enterprise space.
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Customers without huge teams of developers will be able to produce
sophisticated self-service solutions by using Puppet Enterprise’s engine to
drive automation across the business. Even if they’re not directly interacting
with our graphical consoles, they’re interacting with the APIs and solutions
that internal teams are building on.
DevOps is the way forward for many enterprises, but there are some
quarters in the industry that are saying that we should really be gearing
up for NoOps. What are your thoughts on that?
Kersten: We’ve been hearing the term NoOps for a long time. It was
originally coined by Adrian Cockcroft when he was at Netflix, but that was a
very different situation. If you’re a relatively modern company that primarily
delivers a SaaS [software-as-a-service] solution and you’ve hired a whole
bunch of developers who understand modern cloud-native practices, your
capabilities and your constraints are fundamentally different from those of
an enterprise that has been around for decades.
So, I would say that there’s always the business context that operations
reside. When it comes to a bank or any large enterprise, that context is
incredibly important. Ultimately, we’re going to see a world where
infrastructure developers are a kind of developer.
That’s the world we’re moving towards. The old days of manually doing
everything as an IT person are gone, and companies that are still operating

Page 25 of 30

IT Priorities 2020: APAC

In this e-guide
APAC remains hotbed for
digital transformation

ASEAN firms on the frontline
of digital transformation

ANZ firms ill-prepared to
deal with tech issues

How tech suppliers are
easing barriers to hybrid
cloud adoption

Why enterprises should care
about DevOps

that way are undergoing transformation. But I don’t think we’re ever going to
get rid of operational concerns. It’s just going to be that rather than doing
things manually, or through graphical consoles, you're going to work via
APIs, scripting languages and automation tools like Puppet.
And in many ways – and I say this quite a lot – DevOps has made operations
people feel that they must become developers to get their job done. But it’s
more about embracing software engineering principles. It’s about version
control, release management, branching strategies, and continuous
integration and delivery. We’ve seen this repeatedly, and that’s why we
added features to Puppet Enterprise around continuous delivery, because
the most successful customers were those that were adopting
infrastructure as code.
But it doesn’t just mean writing code to manage your infrastructure. It means
taking software engineering principles, understanding unit tests, smoke
tests, and building enterprise guard rails that we've known for a long time to
deliver software – and now infrastructure – quickly.
2019 had been a year of Kubernetes. The year was marked by several
notable developments in this area, particularly efforts by enterprise
technology suppliers to try to become the dominant Kubernetes
platform. How do you see the so-called “platform wars” in the
Kubernetes space playing out?
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Kersten: I would say Kubernetes has been incredibly powerful in providing a
common control plane for distributed applications. But I’m not convinced
that we have an easy-to-use version of Kubernetes that enterprises will run
on-premise. It’s clear that if you’re using Google or Amazon, it’s relatively
easy to use Kubernetes because you have someone else taking on the
operational burden.
That said, there are big companies with small teams that are doing a great
job running Kubernetes, whether that be in public cloud or on-premise, but
I’m also seeing less sophisticated teams really struggling with it.
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I’m also seeing the needle swinging away from having lots of microservices,
because managing distributed systems is difficult. And sometimes, you’re
not making the right bet in terms of complexity versus the business value
that you’re delivering.
The reality is that legacy systems are still powering many businesses today
and one of the frustrations I have is that large companies are not looking at
improving their legacy environment, thinking that legacy systems will all go
away some day.
Yet, the biggest gains enterprises will see from a small degree of automation
– and more robust monitoring – are in legacy environments. These can have
a huge impact because you probably have thousands of people interacting
with legacy environments, where the lack of automation is causing people to
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spend a lot of effort on patching, compliance and change management. You
don’t have to go fully cloud-native to adopt the mindset and techniques of
cloud-native in your legacy environment.
That’s a good point, but are enterprises buying that view? After all,
tapping the latest and greatest technologies gives the CIO a higher
profile rather than refactoring an old clunky application.
Kersten: We can be a very fashion following industry in some ways. The
term I’ve been quite fond of is “resume-driven development”, where people
deploy a Kubernetes application because they need Kubernetes on their
resumes.
The role of senior leaders and executives is to take a more mature and
longer-term approach. While it’s critical to invest in the future and there’s no
denying that you can get huge gains out of cloud-native refactoring,
migrations and even greenfield deployments, the companies that are
succeeding are those that are taking a hard look at their legacy environment
and investing time to improving those.
Now, that may not be the most fashionable thing to do. But once you have
quantifiable results, where you can show that this much manual labour was
reduced, this much change management was improved and applying
DevOps principles had enabled you to deliver software more quickly and
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reliably, those are the things that will progress your career, not whether you
can list the most fashionable keywords on your resume.
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