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THE FORECAST: CLOUDS WITH AN INCREASING 
CHANCE OF CYBER THREATS 
The shift from data center to cloud is an inflection point in the evolution of IT, 

no less important than the move from client/server computing to the web that 

came before it. A look at just a few relevant statistics makes it clear that cloud 

is well on the way to becoming the new dominant model for IT: 

• At least half of IT spending will be cloud-based by 2018, reaching 60-70% 

by 2020. (IDC)1

• Use of infrastructure as a service (IaaS, i.e., public cloud) went from 30% in 

2012 to 57% in 2016. (InteropITX)2 

• Spending on cloud system IaaS will grow from $34 billion in 2017 to $71 

billion through 2020. (Gartner)3

It’s no secret why this is happening; by now, you’ve heard about the benefits 

of cloud so many times, you can probably recite them in your sleep: less 

capital expense, greater business agility, more flexible computing capacity, 

fewer operational issues, ease of innovation. It all points to an environment 

where opportunity abounds. 

But with opportunity comes risk—in this case, the security risk of operating 

in the cloud. A few short years ago, security concerns centered largely 

on whether public cloud operators could be trusted to secure their cloud 

environment. This is not so much the case anymore, but regardless of how 

well cloud providers handle security, the organizations themselves are still 

ultimately responsible for protecting their data in the cloud from cyber 

attacks and other threats. The question thus becomes one of how well they 

can secure a growing attack surface that exists beyond the perimeter of the 

traditional on-premises data center. 

This paper explores the challenge of extending into the cloud the visibility 

required to successfully protect an organization’s data. Surmounting the 

challenge will require fundamental changes to the larger IT infrastructure—

changes that organizations and CSPs in the cloud ecosystem must undertake 

together to fully secure the cloud.

CURRENT CONDITIONS: LIMITED VISIBILITY KEEPS 
BUSINESSES FROM TAKING OFF 
Visibility into cyber threats is a tough enough challenge in on-premises data 

centers, where multiple sources of information—including logs, packets 

and endpoints—are available to provide IT teams with data pointing to the 

presence of threats. These sources are all critical to identifying threats and 

determining how to respond to them.
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The problem is that correlating the data from multiple sources to extract 

insights is not easy—whether on-premises or in the cloud. In a survey conducted 

on behalf of RSA, the vast majority of IT executives reported collecting data 

from logs and endpoints (86%), as well as packets (74%), but fewer than half 

of them reported being able to correlate data from these sources well or very 

well.4 Increasing the attack surface by moving operations into the cloud just 

makes the problem bigger.

DO YOU HAVE SECURITY TOOLS THAT COLLECT,  
MONITOR OR ANALYZE EACH OF THE FOLLOWING?

Most respondents report having security tools that collect/
monitor/analyze data in place across these four areas.
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Any effective threat detection and response solution must provide the 

capability to correlate data from multiple sources, and to achieve visibility 

across them that’s informed by security analytics, threat intelligence and 

business context. This comprehensive visibility is necessary to assess threat 

criticality and take appropriate action. The more visibility, the less likelihood 

of a damaging cyber attack—and the greater the opportunity to grow and 

innovate, wherever the organization operates. Second only to the need 

for visibility is the ability to handle the high volume of threat data that’s 

produced by multiple sources of information.

LOOKING AHEAD: TWO ENVIRONMENTS, 
ONE PLATFORM 

For organizations that already have an effective threat solution in place 

on-premises, the next step is to extend that solution into the cloud. For those 

that don’t, the next step is identifying effective technology that’s designed to 

work in the data center and to extend into the cloud.

Or should the next step be to consider two solutions—one for the data center 

and another in the cloud? Given the complexity of any effort to acquire 

and manage separate platforms to address one need, that’s not the most 



WHITE PAPER

4

attractive option. And it would create another set of information silos at 

a time when organizations are trying to break down silos, not make more 

of them.5 It also crowds the field of security vendors with new companies 

specializing in cloud-only solutions, at a time when organizations are better 

served by fewer and more reliable partnerships.

Organizations that have already invested in threat detection and response 

technology that can’t be extended to the cloud would do well to seriously 

consider making a transition to one that does both. Such a solution will serve 

better in the long term, as more and more workloads move to the cloud. 

The bottom line: The best solution is one that provides visibility and provides it 

everywhere data is at risk, whether that’s on-premises or in the cloud or both. 

A CLOSER LOOK AT VISIBILITY 

What does it mean, in a practical sense, to have visibility into the cloud? 

It means a threat detection and response solution with tools and mechanisms 

in place to capture and correlate threat data from sources in the cloud—in the 

same way that it does in the data center. To extend an organization’s security 

posture into the cloud, such a solution must offer capabilities to:

• Capture logs and network packets from public clouds 

• Provide visibility into applications that the organization is running in  

the cloud

• Deploy endpoint agents to collect data from endpoints—including servers—in 

the cloud environment

Refining these capabilities is an ongoing process, requiring a concerted 

effort on the part of threat detection solution providers, cloud operators and 

technology partners who create the APIs and other tools required to extend 

visibility to the cloud.

At this critical time in the evolution of computing, close working relationships 

among the parties are essential. Success depends on solution providers 

collaborating with cloud operators to extend threat detection technologies to 

Amazon Web Services, Microsoft Azure and other public cloud offerings.

BUSINESS AND IT: A SHARED VISION FOR SUCCESS 
IN THE CLOUD 

There has long existed a tension between business and IT when it comes to 

disruptive technologies like mobile and cloud. Business sees the opportunity 

for more innovation and lower costs, while IT sees the security risks inherent 

in a more open computing environment. It’s a gap that unfortunately 

sometimes leads to IT and information security being perceived as inhibitors 

of business growth. 
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But when IT is able to extend security in general, and threat detection and 

response specifically, into the cloud, the gap between business and IT closes. 

Rather being an inhibitor of innovation and growth, security becomes an 

enabler of them, by managing the risk and freeing the business to move 

forward with confidence. 

When evaluating technology partners to aid in this endeavor, it’s important 

to choose one with a strong cloud strategy, as well as technical and financial 

strength. That can make the difference between succeeding as a cloud-enabled 

organization and failing to ever fully reap the benefits of the cloud.  Working with 

key cloud operators and the right technology partners, security professionals will 

play an important role in helping lead the transition to the cloud. They’ll be well 

positioned to work alongside business to prepare their organizations for success. 

Learn more about securing the cloud at rsa.com/netwitness
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