
The five news headlines 

you don’t want to be about 

YOUR organization
Security stories make good headlines for those looking to learn 

from others‘ mistakes, from data breaches and phishing attacks 

to a breakdown in entire organizations. But we know it’s the fear 

of appearing in those headlines that keeps CISOs - you and your 

peers - awake at night. Below we pick the worst scenarios and 

give practical advice on how to prevent you and your organization 

unwittingly playing a starring role. 



Millions hit by data 
theft, CISO held 
accountable 
Data theft  has become a fact of 
life, but that is no excuse to be 
complacent. The Cyber Security 
Breaches Survey 2016 suggests 
a quarter of major organizations 
experience at least one network 
breach each month. So, while you 
should prepare for the worst, base 
your strategy on prevention and 
not the inevitability that you will be 
hacked one day.     

Get the basics right: 

• Banish “12345” type passwords 
with enforceable policies. 

• Know where your data is stored 
at any point in time and who, 
and what applications, are 
accessing it.

• Develop procedures to govern 
data moving on to and off your 
network. 
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Security chief 
blamed as web 
hack leaves 
security exchange 
crippled  

Website hacks are often 
difficult to detect. There are 
multiple causes, such as 
poor coding of your site or a 
weakness in your platform. 
The most common attacks are 
hacking the site out of service, 
data theft and defacement. 
Website hacks can cost your 
organization millions, damage 
reputations, and cause loss 
of customers. If the attack is 
serious, sustained and creates 
prolonged downtime, it’s likely 
your customers will switch to 
competitors, and in many cases 
never come back. 

Keep it checked: 

• Monitor your website with 
regular site checks to highlight 
any anomalies.

• Be explicit and up front with 
customers about your security 
policies to gain trust, be flexible 
and implement real-time policy 
enforcement where necessary.

• Apply the right security for 
the right level of data and be 
prepared to go offline rather 
than risk a hack and data 
breach (an effective action in 
extremis, and also reinforces to 
users the ultimate importance 
of security in an organization) .
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University in chaos 
as CISO last to 
know about DDoS 
attack  
Any IoT device can be hacked or 
used as the conduit for an attack. 
In a Distributed Denial of Service 
(DDoS) attack many thousands of 
IoT devices can be used by hackers 
to target your site or network, which 
becomes overloaded and unable to 
cope. These attacks will come out 
of the blue, often with users finding 
out before you, and the impact 
can be quick and overwhelming.  
The best defence against 
unpredictability is preparation.   

Be ready: 

• Check the network regularly 
to recognize a DDoS attack; if 
routine website maintenance 
takes you too long or there is 
an unusually slow connection 
to your site, it could be the 
symptom of an attack.

• Have an incident response 
plan ready to speed recovery, 
manage customer confidence 
and minimize further risk across 
the estate.

• Use a secondary infrastructure 
or external monitoring service 
to help manage and protect 
critical services.
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City in shock: CISOs 
left reeling as latest 
GDPR regulations 
take hold
According to GDPR and other legal 
regulations, you will need to know 
(and be able to prove) where all 
your customer data is, to whom 
it pertains and who has access to 
it. Not meeting these criteria or 
suffering a data breach will result 
in heavy fines for your organization 
and, in severe cases, freezing of any 
transacting activity. 

Stay compliant: 

• Check the specific breach 
notification guidelines within 
the GDPR and other relevant 
regulations in your sector.

• Deploy innovative technology 
that monitors your network to 
detect anomalies before any 
data loss happens.

• You should review your 
security strategy on an ongoing 
basis. Regulations change 
and update, as should your 
approach to enforcing them 
and remaining compliant. 
Passing once is no substitute for 
ongoing vigilance.
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CISO accused of 
negligence in latest 
ransomware attack

Ransomware is one of the biggest 
headaches for CISOs.  Malicious 
attacks are maturing into two 
types of ransomware. The 
first is so common tech-savvy 
individuals could go onto the 
dark web, purchase a kit with 
malware preinstalled and release 
their attack on to your network 
through a halo delivery, such as 
gaming cheats. The second style 
of ransomware attack is highly 
targeted. Cyber criminals encrypt 
whole drives or specific data held 
within a storage system.  This brand 
or specific data targeting is aimed 
at users who are typically the weak 
link.

Get educated: 

• Educate users with a regular 
newsletter or Twitter feed 
letting them know what to 
look out for, how to operate 
responsibly and what to do if 
they do suspect something.

• Build security training into all 
staff network access policies 
from the outset.

• Keep your software updated – 
remember, there was a patch 
available before WannaCry 
struck.
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