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Vodafone to start 5G trials in
seven cities this autumn

Number of girls taking key stage
four computing down by 30,000

Vodafone users in Birmingham,
Bristol, Cardiff, Glasgow, Liverpool,
London and Manchester will get
to try out prototype 5G mobile
networks before 2018 is out, in the
mobile network operator’s largest trial of 5G technology to date.
Vodafone unveiled the locations
of its 5G test areas around the UK,
and said its engineers were already
hard at work laying the foundations
for 5G at more than 40 sites.

The number of girls taking GCSE
level computer science has fallen
since the computing curriculum
was introduced in 2014, according to research. A study by the
University of Roehampton found
the number of girls taking key stage
four level computing subjects was
30,000 less in 2017 than when the
computing curriculum was introduced in 2014 to increase digital
skills in the UK.

Banks looking for EU-based IT
staff for post-Brexit operations

Mobile operators appeal for
dark fibre access to back 5G

Banks in the UK have hundreds of
people working to identify where
in the EU to relocate operations
in preparation for Brexit. This
includes finding IT staff in the EU,
with about 75,000 jobs expected
to disappear in London, including
IT roles. Finding IT staff in the EU
is one of the tasks of banks’ Brexit
teams, said former City of London
Corporation chairman Mark Boleat.

O2, Three and Vodafone have
appealed for regulator Ofcom to
help them access wholesale dark
fibre to enhance capacity for their
soon-to-be-built 5G mobile networks. Openreach had been about
to launch a wholesale dark fibre
access product, to enable firms to
deliver their own connectivity services, on the orders of Ofcom, but
shelved the launch last August.

MIKE MORBECK/FLICKR

San Francisco 49ers
add pace with NVMe
flash from Datrium
US gridiron football team the San
Francisco 49ers has opted to deploy
NVMe-based flash storage from Datrium
to provide the performance needed to
support in-game coaching and scouting decision-making. The move was
driven by the expansion of the organisation following a move to a new stadium,
along with increased use of technology
to support statistics and video-driven
decision-making.

❯Catch up with the latest IT news online
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MPs see risk to critical
infrastructure as top threat

Bank uses AI in recruitment

Nearly two-thirds of MPs polled
consider the compromise of critical national infrastructure to be the
biggest cyber threat to the UK, a
YouGov survey commissioned by
NCC Group has found.

Singapore bank DBS is using artificial intelligence to screen applicants for wealth management jobs,
with the aim of saving 40 manhours a month. The bank is currently hiring managers for its growing wealth planning business.

Teradata sues SAP over Hana
for stealing trade secrets

Nine out of 10 enterprises will
use RPA technology by 2020

Teradata has filed a legal suit in
California against SAP, alleging
that the Germany-based business
software supplier stole its intellectual property in the late 2000s to
make the Hana database.

Most European enterprises (92%)
expect to adopt robotic process
automation (RPA) by 2020, according to a survey by ISG. Core drivers
are improving customer experience
and streamlining finance operations.

Oracle results show 6% growth

UC value for money ‘unproven’

Oracle has declared full-year revenue of $39.8bn for 2017-18, up 6%
on the previous year, and fourthquarter revenue of $11.3bn, up 3%
year on year. For the first time, the
supplier reported its cloud and
on-premise licence revenue together,
and its cloud and on-premise services revenue together.

The Department for Work and
Pensions’ flagship benefits reform
Universal Credit (UC) may never
achieve value for money, according
to the National Audit Office. The
programme has suffered significant
delays and may end up costing
more than the benefits system it
replaces, an NAO report says. n

Nominations open for
Most Influential Women
in UK Technology 2018
Nominations are now open for Computer
Weekly’s 2018 list of the Most Influential
Women in UK Technology. The awards
recognise and showcase female leaders
and role models in the tech industry.

MOODBOARD/GETTY

News

❯ Younger employees ‘main culprits’ for security breaches.
❯ M1, Huawei to transmit VR content in 5G live trial.
❯ Palo Alto Networks opens cyber range in Australia.
❯ NHS visa cap exemption could help tech sector.
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Visa reveals ‘rare’ datacentre switch
fault as root cause of June outage
Financial services company gives a retrospective analysis of what happened during its UK-wide outage, in response
to a request from the Treasury select committee for more details about the downtime. Caroline Donnelly reports

V

isa has revealed that a “rare defect” in a datacentre
switch stopped millions of credit card transactions
from being carried out during its UK-wide outage on
Friday 1 June, in a letter to the Treasury select committee.
The committee contacted the credit card payments firm,
seeking both clarification over the cause of the outage and
assurances about what action Visa is taking to prevent a repeat
of it occurring at a later date.

What went wrong
Over the course of the 11-page missive, Visa expanded on its
previous explanation of a “hardware failure” being the cause of
the 10-hour outage by laying the blame on a defective switch
in its primary UK datacentre, which then delayed its secondary
datacentre from taking over the load.
The primary and secondary datacentres are set up so that
either one has sufficient redundant capacity to process all the
Visa transactions that take place across Europe should a fault

occur, and the systems are tightly synchronised to ensure this
can happen at a moment’s notice.
“Each datacentre includes two core switches – a primary
switch and a secondary switch. If the primary switch fails, in
normal operation the backup switch would take over,” the letter said. “In this instance, a component within a switch in our
primary datacentre suffered a very rare partial failure, which
prevented the backup switch from activating.”
This, in turn, meant it took longer than intended to isolate
the primary datacentre and activate the backup systems
that should allow its secondary site to assume responsibility
for handling all of the credit card transactions taking place at
that time.
The firm’s UK datacentre operations team were alerted to the
faulty switch at 2.35pm on Friday 1 June, after noting a “partial
degradation” in the performance of the company’s processing
system, before initiating its “critical incident” response protocols, the letter read.

❯BA blames “human error” for its bank holiday datacentre outage, but is that all?
computerweekly.com
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“It took until approximately 19:10 to fully deactivate the system causing the transaction failures at the primary datacentre,” the letter added. “By that time, the secondary datacentre
had begun processing almost all transactions normally. The
impact was largely resolved by 20:15, and we were processing
at normal service levels in both datacentres by Saturday morning at 00:45, and have been since that time.”

Visa highlighted that at no point during the incident did a “full
system outage” occur, but admitted the percentage of transactions that were processed successfully did fluctuate, with peak
periods of disruption occurring between 3.05 and 3.15pm, and
again between 5.40pm and 6.30pm. During these times, around
35% of attempted card transactions failed, but this failure rate
dropped outside of these periods to 7%.

JUSTIN SULLIVAN/GETTY

News

Digital makeover for
fashion brand Boden
Editor’s comment
Buyer’s guide to
development tools
Can Canada’s tech
sector compete
with Europe?
Startups bring new
approaches to softwaredefined storage
Downtime

Visa said 91% of transactions carried out during the outage processed as normal
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In total, 51.2 million Visa transactions were initiated during the
outage, and 5.2 million failed to go through. “Over the course of
the entire incident, 91% of transactions of UK cardholders processed normally; approximately 9% of those transactions failed
to process on the cardholders’ first attempt,” the letter said.

Failed transactions
Since the outage was resolved, Visa said it has focused its
efforts on preventing a repeat of the events of 1 June, but admits
it is still not clear on why the offending switch failed when it
did. “We removed components of the switch that malfunctioned

and replaced them with new components provided to us by the
manufacturer,” the company said.
It is also working with its hardware manufacturer to conduct a
“forensics analysis” of the faulty switch, Visa added, and is undertaking a “rigorous” internal review of its processes.
“We are working internally to develop and install other new
capabilities that would allow us to isolate and remove a failing
component from the processing environment in a more automated and timely manner,” it said. “We are bringing in an independent third party to ensure we fully understand and embrace
lessons to be learned from this incident.” n
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Bank of England develops minimum standards framework for service disruption
The recent IT failure at Visa, as well as another earlier outage at
TSB, have pushed the Bank of England towards setting minimum
expected standards of service provision in the event of disruption.
The regulator’s Financial Policy Committee (FPC), which
attempts to find and prevent risks to the UK financial system, is
developing a new framework of minimum services that must be
provided during IT failures.
Lyndon Nelson, deputy chief executive of the Bank of England’s
Prudential Regulation Authority, said: “We have seen an increase
in the number of operational incidents – be they caused by internal failures or from external attack.”

Nelson said the FPC had been considering its tolerance of
failures in the sector. “As part of this work, it is likely that the FPC
will set a minimum level of service provision it expects for the
delivery of key economic functions in the event of a severe, but
plausible, operational disruption,” he said.
In May, weeks before Visa’s outage, TSB customers experienced major IT problems when the bank botched the migration of millions of customer accounts to a new core banking
platform. Customers were locked out of their accounts, money
appeared to disappear for some, while others were able to see
other customers’ accounts.
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Mercedes F1 team accelerates gains in
performance with Pure Storage all-flash
Two years ago, the Mercedes AMG Formula 1 team deployed Pure Storage all-flash arrays in its datacentre
and in mobile racks out on the circuit. It’s a bet that has paid off for the racing team, writes Christophe Bardy

I

n the space of two years, Mercedes AMG Petronas Formula 1
has transformed the core of its IT systems to all-flash storage,
in a move that has improved its performance and simplified
its infrastructure.
According to IT director Matt Harris, the team started to replace
its legacy storage systems with Pure all-flash at the beginning of
2016. The move enabled performance improvements at its operations centre in Brackley, Northamptonshire, and, importantly,
allowed for size and weight reductions in the racks that accompany the team as it moves from circuit to circuit.
Mercedes AMG Petronas deployed two Pure Storage Flash
Array 450 arrays (since replaced by FlashArray //m70 arrays) at
Brackley, and FlashArray //m20 hardware in its mobile datacentre.
The team’s previous storage hardware – from NetApp – had
occupied 26U with a capacity of 40TB. Now, the pair of FlashArray
//m20 arrays allow the circuit team to hold up to 88TB in just 6U.
The team has two //m20 clusters – one out at the current circuit,
the other ready to go to the next track.

STEVE ETHERINGTON/MERCEDES AMG PETRONAS
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According to Harris, just the reduction in weight has allowed
the team to write off its outlay in less than two years because
of reduced air freight costs. Added to that are the gains in performance and reliability, and the fact that FlashArray solid-state
drives are less susceptible to physical failure than HDDs.
Harris says the Pure arrays are much faster than those they have
replaced and allow the F1 team to process data in real time from
car telemetry at the course.

“Deploying FlashBlade
arrays has allowed us
to radically simplify the
configuration of the cluster”
Matt Harris, Mercedes AMG Petronas
During a competition weekend, around 300 sensors capture
events about 100 times a second, which means the team collects
more than 400GB of data in around two million measurement
points. These data points are analysed in real time by the team to
help optimise the car and detect potential problems.
The volume of data is limited by the performance of processors
on the vehicles, which has not evolved since 2009.
With the Pure arrays, the time to load a dataset, for example, is
reduced by more than 35%, which allows the 30-plus engineers

who analyse the data to respond more rapidly to alerts and incidents, and especially to optimise vehicle tuning. Harris is also keen
to point out the efficiency of data reduction on the Pure arrays.
In addition to the two FlashArray //m20 clusters used alternately at race circuits, the Mercedes AMG Formula 1 team relies
on two FlashArray //m70 arrays at the Brackley operations centre.
Harris says controller updates take less than half a day and take
place without affecting the product. The IT chief is keen to trumpet the simplicity of Pure Storage updates in hardware and software. He emphasises that such simplicity is important with such
a small IT team – just four people.

Synchronous replication
A recent example is the arrival of synchronous replication in the
Purity operating system (OS). Thanks to the additions in capacity that resulted, Mercedes AMG Petronas has been able to
stop using DataCore to replicate data between the two pairs of
arrays. At the operations centre and out on the road, replication
is now handled by Pure Storage ActiveCluster.
With that choice, the team has simplified its replication process
and thus improved performance, in terms of latency in particular.
It has also made cost savings, with licence payments previously
made to DataCore replaced by free licensing of ActiveCluster,
which comes as part of the Pure Storage software package.
The //m70 arrays at the operations centre look after the F1
team’s legacy data as well as virtual machine data and data from
its database management system. Deployment of all-flash has
allowed the team to reduce processing time for SQL requests

computerweekly.com
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by about 95%, compared with previous HDD-equipped storage
arrays. Requests that previously took hours now take minutes.
In 2017, Mercedes AMG Petronas also replaced its existing
Panasas scale-out NAS with Pure Storage FlashBlade to support
a compute cluster of several thousand nodes for aerodynamics
simulation applications. It uses analytics tools from Tibco and
plans to deploy machine learning applications to make the most
of data gathered at race events and in simulations.
“Deploying FlashBlade arrays has allowed us to radically simplify the configuration of the cluster,” says Harris. This is down to
eliminating the need to deploy specific clients on the nodes, to

which access will be via network file system (NFS). This resulted
in better performance, which is important because F1 rules limit
aerodynamics processing time.
According to the Mercedes AMG Petronas IT chief, this storage
upgrade has allowed it to gain more than two hours on a compute
process that took 20 hours. Altogether, the team runs several
FlashBlade chassis, with a total capacity of 400TB, and is set to
bring these together in a single cluster.
While currently all applications connect to FlashBlade via NFS,
Harris is interested in looking at object storage, which could prove
useful for future deployments of analytics or machine learning. n

❯What do storage professionals need to know about Raid when used with SSDs?
computerweekly.com
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Digital makeover for fashion brand Boden
Fashion retailer Boden’s director of digital experience talks about the company’s transformation process,
and how it is using digital elements across the business to foster innovation. Mark Samuels reports

P

hil Lewis, director of digital experience at Boden, is
helping the fashion retailer embrace business transformation through new customer experiences and fresh
operational strategies.
Lewis joined Boden in May 2016, having previously worked in
senior roles for Ralph Lauren and IBM. His time at the firm has
coincided with a significant period of change. Boden recently
opened its flagship store on London’s King’s Road and has
also moved to new offices in the capital, built around agile
working principles.
Lewis, speaking to Computer Weekly at an Adobe customer
experience event in London, says these operational changes form
part of a wider transformation strategy. “What struck me was the
scale of the opportunity,” he says, referring to his decision to join
the company two years ago.
“It’s a great brand with a loyal set of customers,” he adds. “From
a digital standpoint, they were functional, but there was clearly
an opportunity to go in and make a difference. They’re the sort
of things you look for when you’re moving into a new role. There
was a momentum, and that’s accelerated since I’ve been there.”

Boden’s flagship store in London marks the beginning
of a multi-channel approach for the company
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Setting business priorities
Lewis says digital transformation for Boden requires a focus on
two key elements: creating a flagship brand, and developing
high-quality customer experiences. “We need to find ways to
shift from being a broadcaster to a brand that has conversations
with its customers,” he says, referring to a challenge that will be
familiar to his retail peers.
“The sector has got caught in a ruthless wind tunnel of optimisation and convergence, where everything is focused on frictionless service. That’s great, but you can start to lose the feeling of
personalisation. You must showcase your products in the best
possible light, engage with customers while they’re at your site
and create enough targeted content to keep people interested.”
While the theory is simple, the practical elements involved
in creating this connection with customers can be tricky. Lewis
advises other business leaders to recognise that digital transformation is hard. He says a tight focus on customer experiences
requires a high level of engagement with the broader business.
“You can’t forge this path on your own – you need to bring everyone else with you if you want to create terrific experiences and a
strong brand,” says Lewis. “Customers don’t come back for a great
checkout experience, but they might leave because of a bad one.
Focus on high-value activities and give your customers clarity.”

closely with Boden’s IT director. “When I started, there was a
firmer line between the two teams,” he says.
“Our teams have worked hard to ensure there isn’t a difference between technology and digital. In the past 12 months, with
a transition to agile, we’ve broken everything down further and
created scrum teams that include various elements from across
the organisation, such as development, product and user experience,” he adds.
Lewis says this joined-up way of working has made a significant difference. “We’ve gone from giving requirements to IT, and
waiting to see what comes back three months later, to an integrated approach where both teams own a project in combination,” he says.
The move to agile might have been key to operational success,
but it hasn’t been straightforward. Lewis says use of the method
across the business is still in its early days. However, support for
the approach continues to grow.
“The people in the organisation have already seen the benefits
and the impetus you need to get people to really buy into your
ideas,” says Lewis. “From a leadership standpoint, the fact that
I’m seeing new fixes, features and components going in on a
fortnightly basis is a massive benefit. Seeing constant improvement is great.”

Joining disparate teams

Investing in technology

As director of digital experience, Lewis manages a team that
designs and develops technical solutions to a range of business
challenges. He reports to the operations director and works

Lewis looks back on his first two years at Boden and suggests the
tight relationship between marketing and IT represents a critical
change in working practices at the firm. “We need each other to
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26 June - 2 July 2018 11

INTERVIEW
Home
News
Visa reveals ‘rare’
datacentre switch
fault as root cause
of June outage
Mercedes F1 team
accelerates gains in
performance with Pure
Storage all-flash
Digital makeover for
fashion brand Boden
Editor’s comment
Buyer’s guide to
development tools
Can Canada’s tech
sector compete
with Europe?
Startups bring new
approaches to softwaredefined storage
Downtime

be successful,” he says. “The way that teams work together makes
the difference between us being able to get things done or not.”
In terms of achievements, Lewis points to an overall improvement in customer experiences for online consumers, particularly in terms of mobile platforms.
“That’s where we’ve really shifted a lot of our attention during
the past year,” says Lewis. “All the improvements we’ve made
now mean we know how people are using the Boden site. Being
able to make changes to improve our approach has been critical.”
As part of this transformation process, Lewis and his colleagues have invested in Adobe’s Experience Manager technology. He says the content management platform helps push
creativity into the hands of workers across the organisation, and
helps staff design tailored experiences for customers.
However, he also recognises that any system – without the
right capability – is just a tool waiting to be used.
“A large proportion of the transformation project is about technology, but there needs to be a similar investment in people,” he
says. “It’s a big change to go from just designing one experience
to designing multiple experiences for different customer groups.
And there’s a lot of work still to be done.”

Developing creative opportunities
Lewis says the digital and IT teams at Boden are directing attention to other supporting initiatives. He says current priority projects in the business include a review of enterprise architecture
and a tighter grip on product information management. New
ways of inspiring creativity are also on the agenda.

“The other thing we’re trying to create is an innovation
space,” says Lewis. “We’re known for being a creative company and we’re trying to develop a space where people can
bring their ideas, we can view them effectively and we can help
them gain proof of concept.”

“A large proportion of
the transformation project
is about technology, but
there needs to be a similar
investment in people”
Phil Lewis, Boden
Some of these ideas might turn into core products or services, while others might fall by the wayside. The key is that
the new venture gives people the chance to embrace innovative thinking without fear of failure.
“If you want people to be creative, then you need to give
them space,” says Lewis. “That’s what we’re trying to do – the
innovation space is an integrated capability that draws people in from across the organisation. Innovation isn’t any single
person’s job – creativity is everyone’s responsibility. This space
is a mechanism for anyone in the business to have an idea,
receive funding, push it through and see if it works.”

❯SAP’s chief digital officer discusses the company’s transformation process
computerweekly.com
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Engaging with customers
Priorities over the next 18 to 24 months include ensuring a variety of digital elements are being used to help the business transform. As well as implementing data analysis tools, Lewis and his
team will focus on making the most of continued developments
in product information management, and will push the implementation of Adobe Experience Manager worldwide.
Boden sells its products in 60 countries and the firm operates in seven markets, so digital transformation is no minor
task. Lewis says the kick-off meeting for the introduction of the
Adobe platform, for example, involved 50 people out of a head
office of 500 members of staff.
“As a marketing organisation, we’ve got to move our approach
from designing content for pages to creating content for customers,” says Lewis. “The scale of that transition is massive,
so while it will be easier to reach those goals through the tools
we’re introducing, a lot of our success will come to down to
cross-organisational planning. The tool doesn’t create the content, people do.”
Lewis says the firm must continue to analyse how it markets
to and entices customers. “We need to listen to what they want
– and that isn’t always just about providing special offers,” he
says. “There are many different channels through which people
will want to be engaged and will respond to our business.”
Business transformation at the retailer, therefore, involves much
more than a single-minded focus on digital properties. While 95%
of the firm’s 1.8 million customers buy products online, Boden
is now moving onto the high street, having recently opened its

first stores in London. Lewis says he will know his multi-channel
approach has been successful if customers are happy.
“Fundamentally, that’s why we’re investing all this money – we
want to attract new customers and make the experience for existing clients even better,” he says.
Whether the firm communicates with its customers through
its catalogue, email or in-store, the aim is that people see Boden
as a consistent brand with a single voice. “We want to get to the
point where we operate as one, rather than in silos,” says Lewis.
“What transformation does involve is a significant amount of
change for our company. But hopefully, we’ll be able to look back
in a few years on the change and our people will think it’s been
special to go through that process.”

Driving lasting change
Lewis says long-term success will require progress across a range
of levels. “Somewhat predictably, a lot of these initiatives come
down to people, processes and tools,” he says, before asserting
– once again – the crucial role played by in-house capability.
He advises other digital leaders taking a similar approach to
start small and create momentum. Perhaps the best indicator of
success so far is that people around the business recognise the
potential positive impact of the change process Lewis and his
colleagues are trying to initiate.
“The company’s investing for growth – and in retail, that’s a
rare thing,” he says. “We’re able to make changes and we’re
empowered to do that. It’s a fun working environment, where
we’re able to try a range of interesting things.” n
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Openness is the best policy when IT fails

M

Ps on the Treasury select committee have been doing everyone in IT a favour lately. Thanks to pressure from their investigations, we have had near-unprecedented access to the real stories of what caused the Visa and TSB outages that affected millions of people recently. Visa provided a detailed, 11-page description of the technical problems that caused its card payment
network to fail, while the publication of an initial IBM report into TSB highlighted the bank’s glaring lack of preparedness when its IT
migration went wrong. Sadly, TSB’s response so far has been to say the report is out of date, rather than offer a full response.
It is absolutely right that companies whose IT is relied upon by millions of people should face in-depth scrutiny when that IT goes
wrong. Such openness and detailed analysis benefits everyone working in IT – it helps to share lessons about the increasingly complex
systems that run business and government. The more information is shared, the better everyone becomes at avoiding future problems.
The cyber security sector already understands this, with informationsharing networks in place for organisations hit by attacks or data
he more information is shared
breaches, helping others to avoid a similar fate.
As we’ve seen with the public scrutiny of Facebook, as technology
the better everyone becomes at
increasingly becomes a utility in our lives, outdated attitudes to secrecy
avoiding future problems
and saving face harm not only customers but the companies themselves.
Look at shipping company Maersk, among the worst hit by last year’s
NotPetya attack, which cost the firm as much as $300m. As Maersk was coping with the consequences of the malware, it put out regular updates, keeping customers and stakeholders informed about what was happening. It was rightly applauded for its approach.
Public scrutiny should be part of every business continuity and disaster recovery plan, helping to rebuild confidence when IT fails. IT
leaders should take the initiative and prepare their firms for greater openness and work with their peers to share such valuable learning
points. Anyone who has been through a major outage will understand why they don’t want to repeat the experience.
Nobody likes to admit failure, but in a digital world, where “fail fast” has become a mantra, and where acknowledging failure is often
seen as an essential part of being successful, detailed scrutiny when technology goes wrong is very much for the greater good. n
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Adapting to the

he age of the monolithic application is all but dead.
Old-school notions of software structures built around
a single tier, inside which is housed application logic,
requisite analytics functions, user interface controls
and a silo-based approach to a defined storage repository, only
exist in a minority of cases. There is now a more dynamic means
of creating software based on modular design, object-based
application blocks, cloud components and microservices.
Dynamic modular software development is well suited to the
always-on continuous development and continuous integration
world of the web and the contemporary cloud computing platforms that traverse it. Software today needs to be “hot-swapped”
and upgraded constantly inside agile development methodologies that champion a deploy early, deploy often approach.
While a monolithic application has one set of endpoints, one
set of protocols and one set of monitoring and reporting mechanisms, composable applications have an (almost) infinite variety of endpoints, application programming interface (API) connections and input/output (I/O) channels.
Such an application architecture could be defined as holistic: it
is built on microservices that use APIs to look at the entire world
around it and it is aware of its place in the universe.

rise of the
holistic application
Taking a containerised, componentised and compartmentalised
approach to software can help businesses better serve their
customers, but it also presents CIOs with the challenge
of managing a more complex environment.
Adrian Bridgwater reports

HOME

RASSCO/ADOBE

Golden opportunity in API gateways

According to Nginx, when a developer chooses to build an application as a set of microservices it is necessary to decide how
the application’s clients will interact with the microservices.
“With a monolithic application there is just one set of (typically
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replicated, load-balanced) endpoints. In a microservices archisays that in the era of microservices and container-hosted applitecture, however, each microservice exposes a set of what are
cations, system monitoring changes drastically. According to
typically fine-grained endpoints,” Nginx notes in a blog post.
Mishra, the monitoring systems needed to monitor infrastructureJoining these endpoints together is tough. The principal archias-code elements – such as containers hosting microservices –
tect at identity software company Auth0, Vittorio Bertocci, says
require orchestration systems to trap alerts and act on them.
that in modern application architectures, software comes together
“These monitoring systems are input channels that lead us
and dissolves dynamically. As such,
towards application elasticity.
authentication and access control
Monitoring systems can be roleince
each
element
of
a
holistic
are often the only trait d’union holdbased and can drive calculation or
ing a solution together.
monetisation of an application or
application is glued together
“Proper privilege management is
microservices based on API cona must to ensure that resources are
sumption. Inside effective holistic
using
s each component
always accessed securely and in full
systems, machine learning will be
part
of
the
application
can
compliance with policies even as
a key tool for enabling real-time
client applications emerge and liqprocessing of event-based architechave more resources added to
uify dynamically. Only a consistent
tures (like serverless) and microsand standards-based authenticaervices. Machine learning will
meet demand which makes the
tion strategy can enable developdrive service pricing, fraud detecsystem
highly
scalable
ers to freely orchestrate disparate
tion, infrastructure maintenance
resources, on-premise or from the
for microservices, software testcloud, internal API or SaaS [software-as-a-service] apps, from
ing, root cause analysis and the ability to act on monitoring data
mobile solutions or server to server, while maintaining the proautonomously,” he says.
ductivity and fast delivery holistic applications development
Patrick McFadin, vice-president for developer relations at
require,” says Bertocci.
Cassandra database services company DataStax, says on the
road to holistic applications, there is no “single code path” to
The road to application elasticity
follow. He says that since each element of a holistic application
Shamik Mishra, assistant vice-president of technology and innois glued together using APIs, each component part of the applivation at technology design and engineering company Aricent,
cation can have more resources added to meet demand, which
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makes the system highly scalable. This can even be automated to
make life easier for the developer team, so they can concentrate
on software rather than infrastructure.
“The end result here is that holistic applications should help you
deliver a better service to the customer. By federating all these
elements together, you can put together a more personalised
experience that includes all the results and data that this customer wants to see,” says McFadin.
“The flipside is that you have a much more complex environment.
Each element will be made up of a cluster of nodes running its own
service, creating its own data and having to meet its own servicelevel agreement. This expansion can be trickier to manage as it

relies on all the elements working together well, and that the data
from each of the services is managed effectively,” he adds.
A shift in mindset is needed. McFadin says it is much harder to
call a project “done”, as each element can be changed or updated
at any time. While the services can be more flexible, it is necessary to think differently about the role of software developers.
Companies that have implemented agile development properly
should be equipped to manage this change more effectively.
However, those that just namecheck agile, or don’t engage in the
process fully, may well struggle.
Eric Mizell, vice-president of solution engineering at software analytics company OverOps, claims the new composable,
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containerised, compartmentalised world of software is creating
headaches for those tasked with the challenge of maintaining the
reliability of these complex applications.
“Even within the context of monolithic applications, our dependence on 30-year old technology, such as logging frameworks to
identify functional issues in production code, is sub-standard at
best – within the context of microservices and holistic applications, it is nearly worthless,” says Mizell. “How do we define a
call stack in a holistic application? How can we expect the limited
information found in a log file to provide enough context into a
functional issue within a distributed code base?
“Discrete testing of a microservice is detached from the holistic testing necessary to determine overall quality of a distributed application. A new approach to functional quality/health is
necessary. As we move from monolithic applications to a more
dynamic approach to software, development and IT operations
teams will need more granular visibility and context into the state
of their code and improved methodologies for ensuring continuous reliability,” says Mizell.

The application at the end of the universe

Despite the fact that containerised, componentised and compartmentalised software represents the future of application
architectures, monolithic applications and legacy systems will
still exist. The best advice going forward may be to treat these
non-containerised systems as “big chunks” of composable functionality that exist inside the new and inherently more granular
holistic software universe. n

Tips for a holistic software life
n Authentication and identity-based access control can act as

a valuable negotiating link between disparate systems.
n Holistic applications need holistic monitoring systems

focused on infrastructure-as-code elements with orchestration functions to trap alerts and maintain system health.
n The flipside of holistic software is complexity – each ele-

ment will be made up of a cluster of nodes running its own
service, creating its own data and having to meet its own
service-level agreement (SLA).
n Discrete testing of a microservice is detached from the

holistic testing necessary to determine overall quality of a
distributed application.
n Machine learning will be a key tool for enabling real-time

processing of event-based holistic software architectures
that use technologies including serverless and microservices. It has a key role to play in providing self-healing and
autonomous components.
n Holistic applications are never finished – the software pro-

ject can be augmented, changed and updated at any time.
This is an always-on software future.
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Can Canada’s tech sector
compete with Europe?
Following its free-trade agreement with the EU – and the contrast with
its noisy neighbour – Canada is promoting its tech sector to European
IT buyers. Bryan Glick takes a look at what CIOs can expect

D

espite strong historic and cultural links to the UK and
France, Canada is only the 16th largest exporter of
technology-related products to the European Union,
with a market share of just 0.5% of EU tech imports.
That is a situation the country hopes to improve as new economic and geopolitical opportunities open up, encouraging the
Canadian government to target IT buyers in the EU to promote
and grow its IT sector.
Ask a European CIO to name a Canadian tech company and
they may mention BlackBerry – formerly a flagship until it became
a shipwreck. Similarly, Nortel was a familiar telecoms supplier in
Europe until 2009, when it became Canada’s largest bankruptcy.
In contrast, Canadian IT service provider CGI was the biggest
winner of new UK government IT contracts in 2017, with £844m
of deals, largely a legacy of its 2012 acquisition of Logica for £1.7bn.
And if you have a requirement for content management systems, you are likely to be familiar with OpenText, Canada’s largest
software company.

Elimination of tariffs

Frankly, that’s probably the extent of most European IT leaders’
knowledge of the country’s tech sector. However, the elimination of tariffs on Canadian IT products under the CETA freetrade deal agreed between Canada and the EU in 2017 – and the
current political instability of its nearest neighbour – could mean
that is about to change.
Canada’s historic industrial strengths in oil and gas, commodities mining and agriculture are slowly declining and the
HOME
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government is looking to invest in new growth secAlso, through a combination of federal and
❯The UK and Canada have
tors, particularly technology and life sciences.
regional tax credits for businesses, the government
signed
a
memorandum
of
With a young, liberal, media-friendly prime minwill fund up to 50% of salary costs for e-business
understanding on working
ister in Justin Trudeau contrasting with the beland research and development (R&D) activities.
together to strengthen digital
ligerence and nationalism of US president Donald
Samsung, Google, Facebook and Apple are
government services.
Trump, Canada hopes to take advantage.
among the global tech companies looking to take
“Trudeau is our best salesman – Trump is our
advantage by investing in Canadian operations.
second-best salesman,” said one Canadian economic development executive, during a visit by Computer Weekly
Innovation superclusters
to Montreal to meet some of the tech sector’s emerging leaders.
In February 2018, the Canadian government announced a
Several people echoed the “Trump effect” as a timely driver for
C$950m investment in five “innovation superclusters” – with
Canada’s plans.
private sector funding to match – aiming to create 50,000 jobs
For example, Vancouver, on Canada’s Pacific coast, is less than
and grow the economy by C$50bn over 10 years.
two-and-a-half hours’ drive from Seattle, home to Microsoft and
Two of those projects cover IT. The digital technology cluster
Amazon. Both tech giants are building sizeable development cenbased in British Columbia will look at big data, analytics, cloud,
tres in the city because it is easier to bring in overseas tech talent
augmented reality and machine learning, while the Scale:AI clusthanks to Canada’s visa regime.
ter in Quebec will focus on building intelligent supply chains using
In the US, Trump’s immigration crackdown means some foreign
artificial intelligence (AI) and robotics.
workers are not allowed in, and even for those who are, the numThe superclusters bring together companies of all sizes in colber of H-1B visas typically used for high-level tech jobs has been
laboration with academia and not-for-profit organisations. In line
reduced over time.
with Trudeau’s inclusivity policies, they
By contrast, the Canadian governwill also target increased representament is operating a two-year pilot
tion for women and minority groups.
rudeau is our best
programme to attract global talent,
Montreal, Canada’s second biggest
salesman
rump
is
our
whereby anyone with the requisite
city, is already seeing progress from
tech skills and a job earning at least
the close links between its universities
second best salesman
C$80,000 can get a work visa in just
and investors, with a particular focus
two weeks.
Canadian economic development executive on AI and digital media.

“T

-

–T

”

computerweekly.com

26 June - 2 July 2018 20

BUZBUZZER/GETTY

Home
News
Visa reveals ‘rare’
datacentre switch
fault as root cause
of June outage
Mercedes F1 team
accelerates gains in
performance with Pure
Storage all-flash

Montreal is seeing progress from the close links
between its universities and investors, with a
particular focus on AI and digital media

Digital makeover for
fashion brand Boden
Editor’s comment
Buyer’s guide to
development tools
Can Canada’s tech
sector compete
with Europe?
Startups bring new
approaches to softwaredefined storage
Downtime

Ubisoft Montreal claims to be the world’s largest computer
games development studio, with 3,000 staff, while visual effects
firm Rodeo FX worked on Game of Thrones and 2018 Oscar winner Blade Runner 2049. This talent base is attracting interest from
related sectors, such as virtual and augmented reality (VR/AR).
“There is a real crossover of skills between gaming and VR/AR
content,” says Sebastien Ebacher, a producer at Ubisoft Montreal
and founder of Arnoovo, which produces immersive content for
virtual reality providers.

AI expertise

Montreal benefits from the global reputation of Yoshua Bengio,
described as the “Mick Jagger of AI”. Bengio is a pioneer in
machine learning and neural networks, who worked alongside
Yann LeCun – now Facebook’s director of AI research – and
Geoffrey Hinton, now one of Google’s top AI researchers.

Bengio is a professor at Université de Montreal and leads the
Montreal Institute for Learning Algorithms (MILA), which claims
to be the world’s biggest academic research centre specialising
in deep learning. Many top international academics and PhD students in AI come to Montreal because of Bengio, and go on to
form startups to commercialise their university research.
According to Naomi Goldapple, programme director at Montreal
AI incubator Element AI – which was co-founded by Bengio –
there are only about 7,000 deep learning experts in the world,
with most hoovered up by the big salaries on offer at Facebook,
Google and other internet firms. As such, any advantage in the
market for top skills is an important consideration.
Soodeh Farokhi, for example, is an Iranian computer scientist who
came to Canada in 2016 to set up C2RO, a cloud-based AI platform that uses software as a service for real-time control of robots.
C2RO is part of a cohort of researchers-turned-entrepreneurs
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operating under the auspices of TandemLaunch, a startup incubator that provides investment, office space, expertise and
contacts to take academic AI research and develop it into
commercial products.
“We search for solutions at universities,” says Omar Zahr, technology coordinator at TandemLaunch. “Our technology scouts
review over 4,000 deep technologies each month. Academics
and technical people are not always so good at running companies, and we can help them.”

Tech startups

Outside of the TandemLaunch portfolio, Nexalogy is another
Montreal startup company that provides deep analysis of social
media data – to such an extent that it has developed its own
bespoke parallel processing server technology to handle such
huge amounts of data.
Founder Claude Theoret – a former astrophysicist who
researched black holes – claims Nexalogy’s technology was the
first to predict a Trump victory in the US presidential race. He
says the firm also worked on Justin
Trudeau’s leadership campaign,
helping to understand how the
for solutions at
future prime minister was perceived
ur technology
by voters and how he needed to
change his image.

“We search
universities. O

Other startups in the TandemLaunch
portfolio include Soundskrit, which
is developing smart microphones to
scouts review over
deep
improve audio and speech recognition for devices such as smartphones
Regional expertise
technologies each month
and home assistants, using technolBut Montreal is not the only city or
O
mar Zahr, TandemLaunch
ogy inspired by the audio characterregion investing in its technology
istics of insects.
ecosystem. Every Canadian provAnother firm is SpillAd, an advertising technology firm that uses
ince has a story to tell, and local specialisations on which to
sensors in smartphones to deliver “context-aware” targeted ads
draw (for a full run-down, see the web version of this feature). The
and track behaviour. For example, the product can tell whether a
country’s geography helps too, with cheap hydroelectric power
user is looking at an on-screen advert, rather than simply having
available to build low-cost datacentres, and cold winters helping
an advert visible but not taking any notice.
to reduce cooling needs.
Deeplite is another example, developing ways to optimise deepIn other emerging technologies, such as autonomous vehicles,
learning algorithms so that neural networks can run on smaller,
photonics, fintech, quantum computing and 5G, Canada is develmore energy-efficient devices, rather than relying on large-scale,
oping regional expertise and research capabilities it hopes will
cloud or datacentre-hosted servers.
attract talent and help to export its products and services.

4,000
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The country also pushes its relatively low cost of living and high
quality of life as a further attraction for top technology talent to
relocate. Ottawa likes to mention that citizens can sometimes
ice-skate to work.

CHARRONGOLF/GETTY

Competitive market

Canada certainly has a lot going for it, but it is starting from
a lower base than the EU rivals it hopes to compete with, and
against European governments that are also looking to boost
their digital economies.
“The Canadian tech sector has some significant strengths, with
a highly educated workforce and good digital infrastructure,” says
Thomas Goldsmith, policy manager for Brexit and trade at UK IT
trade body TechUK. “It has a growing AI sector and could be well
placed to benefit as these technologies, and the market for them,
develops more widely.
“But its biggest challenge is that it is entering a highly competitive market. Take Google’s DeepMind – it might have opened its
first overseas centre in Canada, but the HQ is in the UK, with most
of its research activity here. Likewise, many other companies have
significant R&D activities in the UK and Europe, and the British
and French governments are also actively investing significant
sums to promote their domestic AI industries.”
For the first time, Canada sent a delegation to London Tech
Week this year, to promote its IT sector and to raise awareness of
what it can do for European tech and digital leaders. There is a lot
of work to be done, but Canada has a clear opportunity to develop
a greater presence in European technology markets. n

Ottawa’s citizens can sometimes ice-skate to
work

Ottawa’s citizens can
sometimes ice-skate to work
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Latest innovations in
software-defined storage
Chris Evans surveys the startup suppliers that are
pioneering new approaches to software-defined storage

HOME

D

atacentre infrastructure has standardised on the
Intel x86 architecture and ushered in a transition to
commodity hardware for storage. That has allowed a
whole ecosystem of storage software to develop that
enables IT organisations to build to their requirements without
being reliant on supplier hardware choices.
So where has software-defined storage reached and what are
the more interesting product developments? First, here is a quick
recap on what software-defined storage actually is. Although
there is no official definition, generally, software-defined storage
meets the following criteria:
n Commodity hardware: Systems are built from commodity
components, such as standard servers, controllers and drives.
n Hardware abstraction: Refreshing or replacing the hardware
should have no impact on the delivery of services. For example, performance should be delivered by quality of service, not
the speed of the storage media.
n Software-based features: Data services such as compression
and data deduplication are implemented in software, rather
than bespoke hardware components.
Although suppliers class their products as software-defined,
the actual delivery model may be software-only or bound to an
appliance. Many suppliers choose to offer hardware, because it
reduces the work needed by the customer in selecting and testing components that will work together.
The software-defined model can work out cheaper and more
flexible than deploying traditional storage hardware. IT organisations can be more flexible and innovative in designing systems,

VICTOR HABBICK VISIONS/GETTY
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or use the features of software-defined storage on
another service to consume anywhere, regardless
❯Software-defined storage
existing hyper-converged or public cloud platforms.
of the platform, instead of being a major structural
is
a
rapidly
rising
trend
in
the
The marketplace for software-defined storage
component. Storage is becoming a shopping list
datacentre, but what are the
has evolved so that we now see products that
item, just like virtual machines (VMs) or containers.
advantages and disadvantages
address the three main workload types in the dataOne issue that will continue to be a problem for
of building your own storage?
centre – block, file and object.
IT organisations is how to validate the practicality
But, as the idea of hybrid cloud has evolved, many
of systems for their needs. With lots of products to
systems can be deployed equally well in the public
choose from, picking the right one could be hard.
cloud as well as the datacentre.
But this is where the benefit of software-defined storage and, in
The idea that public cloud needs to be supplemented with softparticular, open source comes in.
ware-defined storage, when storage offerings already exist, may
With most of the systems mentioned in the supplier roundup
seem somewhat at odds with the idea of cloud services.
below, installation is pretty simple and can be done on a few VMs
But, while cloud service providers offer solutions that fit most
or cloud instances. This makes it very easy to try before you buy.
use cases, enterprises may expect more. Also, cloud storage
This is likely to be an area that software-defined storage supoperates in a relatively isolated fashion, so efficient integration
pliers will step up and address – making their products readily
between public and private clouds doesn’t really exist – unless a
downloadable and installable.
software-defined storage layer is added over the top.
Software-defined storage supplier roundup
Building for developers
This product roundup focuses on smaller, newer startups that
Many new software-defined storage systems are built with a
are bringing software-defined storage products to market. There
focus on developers and open source. Here the requirements
is a mix of block, file and object, with offerings that focus on one
are based around ease and agility.
of these use cases, rather than tryPerformance is less of a considing to meet them all.
eration, but the ability to integrate
torage is becoming a shopping
with orchestration platforms such
StorPool
as Kubernetes is critical.
StorPool is a startup focused on
list item just like virtual
The interesting development here
block storage. The company was
machines or containers
is that storage is rapidly becoming
founded in Bulgaria in 2011, although
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it now has a presence in the UK and the US. The StorPool product
is a distributed scale-out block storage platform using commodity
components that runs on Linux.
Nodes can be either storage providers or consumers, enabling
deployment either as a dedicated storage platform or as hyperconverged. Non-Linux platforms are supported through exporting
iSCSI volumes to, for example, Windows and VMware vSphere.
Typically, the company has aimed at managed service providers and solution providers looking to develop technology for their
customers. StorPool is unusual in that it installs and directly supports the platform, including upgrading and patching software.
MooseFS
MooseFS is another eastern European storage startup, this time
focusing on a distributed file system. The platform is provided
either as an open source release (under GPLv2), or as an enterprise product (MooseFS Pro) that includes enterprise-level features supporting high availability.
In common with most software-defined storage systems,
MooseFS is deployed on Linux, with servers supporting centralised management, metadata backup and storage capacity (or all
functions). Client support includes Linux, Windows and MacOS.
There is also support to run MooseFS on ARM, with Raspberry Pi
3 hardware and Raspbian Jessie.
MooseFS is fully featured with tiered storage support, erasure
coding, POSIX compliance and deployment either as purely storage or in a hyper-converged mode. The software can easily be
deployed into a VM, instance or on dedicated hardware.

ASKOLD ROMANOV/GETTY
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Minio
It extends the classic model of an object store by providing a
Minio is an object storage platform that is built from containers.
serverless framework that interoperates with content stored in
The company was founded in 2014 and is the main developer
the object store itself.
behind Minio software, having raised $20m towards the end of
As content is added to SDS, triggers enable actions to be called
2017. Minio can be run either natively in Docker, with Kubernetes,
which can perform a range of tasks, such as validating and indexor in a range of public cloud environments, including Microsoft
ing content or transcoding.
Azure and Google Cloud Platform.
The OpenIO open source model gives users access to the softA Minio deployment uses perware with basic features, but this
sistent storage provided by the
can be extended to include web
Docker volume plugin and a range
GUI support, erasure coding and
he marketplace for software
of suppliers that can include traadditional deployment tools under
defined
storage
has
evolved
so
ditional storage platforms such as
a paid plan.
NetApp, or simply local drives on a
that we now see products that
virtual machine or cloud instance.
Rozo Systems
The ease of deployment of a Minio
address the three main workload Rozo Systems is a startup comcluster makes it highly practical to
pany that was originally founded in
types
in
the
datacentre
automate and build on-demand for
Nantes, France, in 2010. Its RozoFS
DevOps environments.
software is a POSIX-compliant
block file and object
scale-out file system that uses
OpenIO
a patented erasure coding techOpenIO is a storage startup based just outside Lille, France. The
nique called the Mojette Transform, which was developed at the
company has developed an open-source object storage system
University of Nantes.
called SDS.
RozoFS is deployed on Linux, either on dedicated hardware, as
In common with most of the solutions discussed here, SDS is
a VM or as an instance in public cloud. Performance and capacity
a scale-out, node-based architecture that runs on Linux and is
is scalable from four to 1,024 nodes, with support for up to 1,024
deployable on x86 or ARM architectures.
data volumes.
SDS can be deployed in mixed configurations, including on virThe technology is aimed at high-performance and parallel worktual and physical hardware.
loads, such as analytics or content distribution. n
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L is for the way you look at renewable heating technology
A civil servant has swapped her job at the Department for
Education for a stint on ITV’s hit reality show Love Island.
Zara McDermott, who had previously been developing government policy on renewable heating technology, told her employer
she would be taking a break to focus on TV work – albeit stopping short of letting them know she was heading for the show
where renewable heat is primarily sourced through soulless stolen
hand shandies.
Surrounded by simpering, unscrupulous chancers in a lush new
environment, McDermott took a cheeky selfie at Downing Street

back in 2016. At the time, she wrote in the caption: “My job is
better than yours,” showing her up to some extent as having never
written for Downtime in her life.
We would nevertheless be mortified to think it went without
saying we hope she finds her true love on the island. Whitehall
should drop everything to follow Danny Dyer’s example and give
her its blessing to fornicate at will throughout the experience,
before allowing her to swan back into government should no Good
Morning Britain competition presenting work come out of it.
Downtime is unfortunately unable to see how she gets on due to the
violent sickness the show induces, but wishes her the best of luck. n

❯Read more on the Downtime blog
computerweekly.com
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