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Rolls-Royce innovation centre delivers analytics capabilities and
AI-powered services to improve aircraft efficiency and availability
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Committee proposes new laws
for immigration of skilled workers

A quarter of Brits think they
already have full-fibre broadband

A proposal has been put together
by the Science and Technology
Committee urging the government
to develop new laws to support
immigration of skilled workers after
Brexit. The committee has called
for visa and permit-free short-term
work in the UK for skilled people,
and the removal of the Tier 2 visa
cap, as well as relaxation of the
requirements for a Tier 1 visa.

A quarter of Britons think they
already have fibre-to-the-premises
or full-fibre broadband services,
despite such a service being available to only 3% of UK properties, according to a study of 3,422
broadband customers conducted
by Censuswide for CityFibre, which
is challenging the Advertising
Standards Authority over the use of
the term “fibre” in broadband ads.

Cyber security top priority for
aircraft makers, says Airbus

Orange starts 5G tests in Paris

Everything the air manufacturing industry plans is considered
through the lens of cyber security,
but not everyone is up to the same
standard across the industry, said
Ian Goslin, UK managing director of
Airbus cyber security. “The level of
analysis that is done against every
element of our platform development in terms of the aircraft is
always considered through the lens
of cyber security,” he said.

Mobile network operator (MNO)
Orange is to begin tests of 5G
mobile network technology in Paris
soon as commercial roll-out of the
next generation of mobile networks
approaches. French telecoms regulator Arcep recently reached agreement on the allocation of frequencies in the 3.4-3.8GHz range, giving
local MNOs an opportunity to
conduct tests reflecting customer
expectations and changes in
connectivity requirements.

STOCKCAM/GETTY

Home

IT failure sees flights
grounded at Heathrow
Passengers flying from Heathrow Airport
faced uncertainty after an IT problem caused flights to be cancelled and
delayed, and the air traffic control tower
to be closed. The IT problem occurred
on Wednesday 18 July, leading to flights
being grounded for multiple airlines.
It was caused by a systems failure
at a British Airways supplier. BA told
Computer Weekly that the problems
were not related to BA’s own IT systems.

❯Catch up with the latest IT news online
computerweekly.com
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Google responds to record fine
The EC has fined Google €4.34bn
for forcing smartphone makers and
operators to adhere to contract terms
that it deemed anti-competitive. In
a blog reaction, Google CEO Sundar
Pichai wrote: “The decision ignores
the fact that Android phones compete with iOS phones.”

Code First: Girls teaches more
women to code than universities
By the end of 2018, Code First:
Girls will be teaching an average of
5,000-5,500 women to code each
year, which is more than the annual
number of women studying codingbased subjects across the UK’s
university system.

A third of organisations do
not have a security expert

Expect jobs equilibrium if
government sticks with AI plan

Just over a third (35%) of global
organisations do not have a cyber
security expert in-house despite
almost all (95%) CIOs expecting
cyber security threats to increase,
according to Gartner’s 2018 CIO
agenda survey.

The government must fully implement its £1bn artificial intelligence
(AI) sector deal to ensure that the
number of jobs created by AI and
automation balance the number
of jobs lost, PwC has stated in its
latest report.

NHS seeks chief data officer

HMRC saves with flexible deals

NHS Digital is seeking a chief data
officer to develop and implement
a data strategy for the NHS and
champion data quality improvement. The CDO, who will be paid up
to £176,750, will report directly to
NHS Digital CEO Sarah Wilkinson.

HM Revenue and Customs is saving
more than £100m from flexible IT
contracts following its Aspire exit,
according to its annual report and
accounts. The department has long
worked to exit its huge, £800m-ayear Aspire outsourcing contract. n

Most Influential Woman
in UK Tech: Vote now
Voting has opened for the 2018 list
of the Most Influential Women in UK
Technology, giving Computer Weekly
readers the chance to choose who they
think should take the top spot. Voting
closes at 5pm on 31 August.

PETRI OESCHGER/GETTY

News

❯ Uber appoints first privacy and data protection chiefs.
❯ Walmart and Microsoft partner to boost digital in retail.
❯ Deloitte initiative targets cyber security gender gap.
❯ Retail cyber security spending is ineffective.

❯Catch up with the latest IT news online
computerweekly.com
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Oracle’s deal with Chile should go global
UK Oracle users may see the ripple effect of a court ruling in a country almost 7,500 miles away, writes Cliff Saran

E

arlier this year, the Chilean government began investigating Oracle over abuse of its licence audit terms. La Fiscalía
Nacional Económica (FNE), Chile’s national economic
prosecutor, found that “frequently, audits involved the wrong or
automatic installation of products/optional packs where customers didn’t know they required separate licences”.
Craig Guarente, CEO and founder of Palisade Compliance, said
the FNE looked at about 100 Oracle clients, many of them large
and sophisticated, to determine why Oracle had found them out
of compliance and forced them to pay large sums of money.

may be the first salvo in a move by governments to take back control of their relationships with Oracle,” said Guarente.
But while pressure from the Chilean government has forced
Oracle to make changes in that country, the database licensing
situation in the UK is far from clear.
Martin Thompson, founder of the Campaign for Clear Licensing
(CCL), which campaigns for fairer licensing practices and helped
the FNE’s investigation, said the issues highlighted by the FNE are
not unique to Chile.

Oracle to improve information

“Customers fall foul of these problems across the globe,” he
said. “If Oracle can admit that these measures need to be introduced in Chile, why limit it to one country? Is Oracle saying that
the businesses of Chile are peculiarly prone to these licensing
mis-steps, or is it saying that although it acknowledges that
these practices lead to customers paying more than they really
should, it will allow them to continue until each relevant authority takes the time and effort to launch an investigation?”
Thompson added: “These changes in Chile set a precedent,
and Oracle should now be pressed to implement them worldwide as standard. There is no reason why any country should be

The FNE said Oracle had agreed with the Chilean government to
improve information about products related to those for which
customers acquire a licence, but which may have an additional
cost and require a separate licensing agreement.
This will include incorporating a notice on the product download page and sending a communication to both new and current customers.
In effect, Oracle has agreed to give Chilean users a warning
that an enhancement pack for its enterprise database will incur
an additional licence fee. “This move by the Chilean government

Licensing mis-steps
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exempt and all organisations – except perhaps Oracle – would
stand to benefit from these changes.”
This is because the problem of database administrators accidentally installing enhancement packs when they download an
Oracle database update is not limited to Chilean users – it happens time and again in Oracle installations around the world.
In a post examining the Chilean government’s findings, Rich
Gibbons, licensing analyst at Itam Review, wrote: “These products
– such as the tuning pack, partitioning, and diagnostics pack – are
options that must be licensed separately, and incur additional
charges, but are installed automatically when using the default
installation option presented by the software.
“This means that to be sure of a compliant installation, organisations must choose the ‘customised’ installation option and
select only the options included within the licence. It seems

reasonable to believe that many people would do the opposite – that is, stay away from the ‘customised’ option, lest they
inadvertently select an option for which their organisation is
not licensed.”
As it stands, it is too easy for people to be caught out with
unlicensed Oracle enhancement packs, as they are downloaded
and installed by default. Robin Fry, director of Cerno Professional
Services, said a number of his clients had been caught out by
inadvertently installing database and maintenance packs that
require additional licences.
“An Oracle audit on one hedge fund client exposed ‘installation’ of six database management packs, none of which had
been ordered by our client,” said Fry. “The under-licensing claim
equalled the total investment for the database processor usage –
$47,000 per processor plus back support.

computerweekly.com

24-30 July 2018 5

ANALYSIS
Home
News
Oracle’s deal with
Chile should go global
Chess grandmaster
Garry Kasparov says
human intelligence
still has a role to play
Gazprom Neft oils
the wheels of digital
Editor’s comment
Buyer’s guide to
next-generation
desktop IT
AI powers innovation
in engine maintenance
for Rolls-Royce
Using ethics to
power the artificial
intelligence engine
Downtime

“Following negotiations with Oracle and the signing of a ‘declaration of non-usage’, we were able to remove this claim. But this
would not have been possible if the packs had been initiated.”
Fry’s key point here is that the user will need to prove to Oracle
that the enhancement packs have not been used.
According to Oracle’s most recent price list in June 2018, a single processor Oracle database enterprise edition licence costs
$47,500, with an additional support fee of $10,450.

Cost of enhancement packs
The cost of licensed enhancement packs for the Oracle database
ranges from $5,000 for the diagnostic pack plus a $1,100 support fee per processor, to £40,000 for the retail and £50,000
for the communications data models. Per-user licensing for
these enhancements is set at $800 and $1,500, respectively. On
top of that, the user may choose to take out a support contract,
adding a further 20% to the licensing cost.
Fry pointed out that for most corporates, such significant
expenditure would normally go through a formal business case
and purchase order process. “It is alarming that these packs are
embedded in the original download, with the risk of any junior
system administrator inadvertently triggering usage,” he said.
And the situation could get more problematic, as and when
automation replaces human database administrators. Oracle is
already introducing machine learning as part of its autonomous
database product.
In an IDC paper looking at the Oracle autonomous database,
analysts Carl Olofson and David Schubmehl said it delivers major

benefits to customers in two forms – labour savings by automating
database tuning and problem detection, and reduced downtime
due to unplanned outages and software/system maintenance.
The risk is that the AI algorithm running the automation will
choose the most optimal way it knows to improve database reliability and performance, and this may include enabling the relevant Oracle enhancement packs. In effect, by using the AI in
Oracle’s autonomous database, users are implicitly licensing
these enhancement packs.

Licence optimisation
Duncan Jones, principal analyst at Forrester, said: “I think the
key point is that licence optimisation should be part of application performance management, rather than a discrete function.
Whether it is humans or a machine doing the tuning, you have
to take care to include the cost implications in the constraints
and the key performance indicators you are trying to optimise.
“I’d say it was reasonable – desirable, even – for Oracle’s algorithm to recommend installing an add-on that would improve
software performance, provided that the customer has a chance
to accept or reject that suggestion. The customer also needs
monitoring software to spot immediately if a person or an algorithm has created an unintended liability, so they can fix it.”
Jones said software providers should ensure their sales teams
show empathy and tolerance when they discover inadvertent
under-licensing, as long as the non-compliance is not deliberate
or reckless. He advises clients to demand amendments to the
audit clauses of their software agreements to formalise this. n

❯Businesses risk fines if they fail to take software licensing risks into account
computerweekly.com
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Chess grandmaster Garry Kasparov says
human intelligence still has a role to play
The former world chess champion told attendees of Tableau’s European user conference that artificial
intelligence is a positive force that will stoke, not choke, human creativity. Brian McKenna reports

F

ormer world chess champion Garry Kasparov told delegates at data visualisation software supplier Tableau’s 2018
European user conference in London that they still have a
role to play in the era of artificial intelligence (AI).
“There is a thick fog of mythology surrounding AI,” he said. “It is
like a medieval religious debate, with a small group preaching that
it consolidates the solving of the world’s problems, and a much
larger group of doomsayers saying it is the end of humanity, the
end of the world. I like to bring it down to earth.”
Kasparov takes particular comfort, he told the audience, from a
quote by Cornell University mathematician Madeleine Udell that
“only a human can determine if a problem is defined well”.
The general thrust of his keynote speech, which turned on
his 2017 book, Deep Thinking, was that humans are not being
replaced by artificial intelligence, but are rather being promoted.
And that any losses for individuals are outweighed by “a collective win” as any automated discipline gets better – radiology being a prime example. AI might be bad for radiologists, in

respect of its strength in image recognition, but it is good for
radiology, and therefore for patients.
Kasparov speaks with particular authority on these matters
because he was, as the reigning world chess champion, famously
beaten by IBM’s Deep Blue computer in 1997, over a series of six
games. The computer made fewer mistakes in the games it won,
which is the essential, ever-increasing advantage machines have
over humans in chess, and similar games. Kasparov joked that his
big mistake when playing IBM’s machine in 1996 and 1997 was
not to ask for stock options – IBM’s stock got a short-term boost
from Deep Blue’s victory.
The scalping of the world chess champion had, he recounted,
become a “holy grail” for computer scientists – from Alan Turing,
who was himself a fine player, onwards. And Kasparov became
the champion scalped.
Kasparov adverted to the great minds of computer science, preeminently Turing, who believed that when a machine could beat a
human at chess, that would be “the dawn of artificial intelligence”.

computerweekly.com

24-30 July 2018 7

ANALYSIS
Home
News
Oracle’s deal with
Chile should go global
Chess grandmaster
Garry Kasparov says
human intelligence
still has a role to play
Gazprom Neft oils
the wheels of digital
Editor’s comment
Buyer’s guide to
next-generation
desktop IT
AI powers innovation
in engine maintenance
for Rolls-Royce
Using ethics to
power the artificial
intelligence engine
Downtime

“But they over-estimated what machines could do in the short
run, and under-estimated what they could do in the long run,”
he said. “They also thought for machines to prevail in chess,
machines would have to be perfect. In truth, they just have to be
better by making fewer mistakes.”
Kasparov’s matches against Deep Blue were, at the time,
hailed as “the brain’s last stand” on the cover of Newsweek. “So,
no pressure,” he joked.

Garry Kasparov, chess
grandmaster: “Deep Blue was a
number-crunching machine, but
it couldn’t unlock the secrets of
human intelligence”

Machines no match for human intelligence
Kasparov was unhappy at losing, but took comfort, too. “Deep
Blue was still a number-crunching machine, [assessing] 200
million positions per second, but it couldn’t unlock the secrets
of human intelligence,” he said.
The march of the machines in games like chess has been
impressive. Elo ratings are the conventional way to measure the strength of chess players. Each player has a number,
which goes up or down depending on the outcomes of games
between rated players.
In chess, there has been a gradual improvement in humans,
according to the Elo ratings. Bobby Fischer, the US world
champion, was rated 2785 in 1972 at his peak. Kasparov was,
at peak, 2851. Magnus Carlsen, the Norwegian current world
champion, is at 2842.
“There has been a steady, but slow, drive upwards. But the
strongest chess [software] engines today – Stockfish, Komodo
– are in the 3100-plus category, so much stronger that competition even with Magnus Carlsen would make no sense. Not

computerweekly.com
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because they understand chess, but because they make almost
no mistakes,” he told the audience.
Kasparov went on to talk about how Google DeepMind’s
AlphaZero goes well beyond the data crunching capabilities of
Deep Blue. Demis Hassabis, the founder and CEO of DeepMind,
was, as is well known, a strong chess player himself, and his company’s AlphaGo vanquished Lee Sedol, one of the world’s best
players of Go, a Chinese strategy game with many more move
possibilities than chess, in 2015.
The number of positions possible in Go make a traditional
brute-force approach, as was used with IBM’s Deep Blue to defeat
Kasparov in chess, impossible – at least with today’s computers.
And so, DeepMind applied a machine learning approach.
According to TechTarget’s WhatIs site, “AlphaGo Master, the
version that beat the world champion Go player Ke Jie, uses
supervised learning. AlphaGo Zero, the unsupervised learning
version of AlphaGo, learns by playing against itself”.
Interviewed on stage by Tableau’s technical evangelism director, Andy Cotgreave, Kasparov told the audience that even he had
learned from AlphaZero, when applied to chess.
For example, that bishops have a higher value than knights.
These pieces are usually seen as equivalent, which is what learners have been taught over the centuries, but AlphaZero’s “chess
from another dimension”, as described by Hassabis, has no regard
for human received wisdom in chess.
It certainly plays a lot of chess. Kasparov related how in fourand-a-half hours, AlphaZero played 60 million games against
itself, starting from scratch. It played Stockfish “and crushed it”.

“It is clear that this has opened a new page in the history of
AI, because for the first time, computers are producing their own
knowledge,” he said.
However, ultimately, Kasparov said humans make choices,
while machines can only make decisions. “It sounds like a semantic difference, but it separates two worlds apart. When a machine
makes a decision, it uses computation to go all the way down.
Choice is human because to make the right choice we have to
understand what matters and why it does: as individuals, as com-

“When a machine makes a
decision, it uses computation to
go all the way down. Choice is
human because to make the right
choice we have to understand
what matters and why”
Garry Kasparov, chess grandmaster

panies, as societies. We have to choose whether to be aggressive
and take risks, or not. We have to choose to look at the next big
thing, or not. If we envision a bright future, we can do more, we
can invest more. And we can dream. That is the one thing that
only humans can do,” he said. n

❯How artificial intelligence can aid, not replace, humans in recruitment
computerweekly.com
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Gazprom
Neft oils the
wheels of
digital

R

ussian oil giant Gazprom Neft has embarked on a
major digital transformation programme in a bid to harness the latest cutting-edge technologies. Its transformation includes the introduction of internet of things
(IoT) technologies, blockchain, creating digital twins of facilities
and utilising machine learning.
Andrei Belevtsev, the company’s newly appointed chief digital
officer (CDO), tells Computer Weekly in an exclusive interview
that the challenge goes way beyond selecting the right technology.
“We realise that digital transformation is a response to business
challenges, but the business culture needs to change so that people can learn to live with new technologies,” he says.
The IT and business parts of the organisation need to change so
that new products can be created quickly, supported by the latest
technologies, says Belevtsev.

Shift to in-house development
Russian oil giant will
harness the latest
technologies right across
its business, chief digital
officer Andrei Belevtsev
tells Vladimir Kozlov

Gazprom Neft’s IT department has already undergone a major
change as it embarks on the transformation project, with its
focus shifting from purchasing IT from established suppliers to
developing the company’s own systems.
“We have been collaborating with some suppliers, such as IBM,
as well as harnessing GE’s experience, but the majority of development tasks are likely to be implemented in-house as we don’t
see a ready-made solution that satisfies our requirements in the
market at the moment,” he says.
One part of the company’s digital transformation will be the
development of a digital platform for data storage, which will also

HOME
computerweekly.com
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be made available to other companies. “This is a
work with data will allow us to attract partners for
❯Deep learning and IoT are two
long-term, strategic task,” says Belevtsev. “At this
such tasks as predictive analytics, optimisation
game-changing
technologies
point, we are formulating key principles that digiand machine learning based on datasets that we
that have the potential to
tal solutions should comply with. For instance, one
will accumulate.”
revolutionise the stakes for
principle is that a platform or a system could be
Another technology that Gazprom Neft is serioil and gas companies.
owned by a customer, but data should be owned
ously considering is blockchain. “Blockchain, as a
by the company.”
distributed network that is transparent for all parDigital technology is being implemented across
ticipants, can increase the speed with which parGazprom Neft’s entire business, which includes oil exploration,
ties engage with each other,” says Belevtsev. “This is of critical
extraction, processing, transportation, sales and supply.
importance in processes such as refuelling at airports.”
One key advantage, says Belevtsev, is that digital technologies
Some experiments in that area are already under way, he adds,
enable the company to experiment and use trial and error without
although the specific areas for blockchain implementation have
having to work with physical objects.
yet to be decided.
“Thanks to digital technologies, we can create ‘digital twins’ of
Blockchain is not the only “buzz” technology being tried out by
various objects and experiment with them, then project the results
Gazprom Neft. It also plans to use IoT technology in the control
of those experiments to the actual physical space,” he says. “This
of oil extraction and processing. “Any oil processing plant has tens
is one of the most important advantages that digital technologies
of thousands and, ultimately, hundreds of thousands of smart
bring to traditional businesses.”
sensors throughout the refining facilities, all connected to each
In this way, digital twins of deposits, oil wells, plants or producother,” says Belevtsev. “More and more elements of the technotion facilities can be created, says Belevtsev.
logical process are being connected to smart sensors and begin
Another area where digital techto communicate with each other,
nology could pay off is the supply
ensuring all production processes
chain, he says. “We have a solution
can be observed.”
he business culture needs to
that allows us to monitor all supSimilarly, Gazprom Neft’s drillchange
so
that
people
can
learn
plies of our products with a very
ing control centre enables comhigh degree of precision, based on
pany employees based at its main
to live with new technologies
data analysis,” says Belevtsev. “I
headquarters in St Petersburg to
Andrei Belevtsev, Gazprom Neft
strongly believe that high-quality
observe in real time the operations

“T

”
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of drilling rigs located hundreds or even thousands of kilometres
away and, if necessary, make corrections based on the company’s
own mathematical models. At the same time, employees at the
efficiency control centre can observe the entire production and
supply chain in real time. “This is possible because all items of
equipment are part of an IoT ecosystem,” says Belevtsev.
Digital technologies are applied across all stages of the
company’s business process, from oil exploration right through to
petrol sales at filling stations, and digitisation of the company’s
internal processes is also on the table.
Belevtsev says Gazprom Neft also plans to collect and store
huge amounts of data related to the company’s business, to be
processed later using algorithms for machine learning and AI.

Dealing with huge datasets also raises the issue of data security,
which Gazprom Neft is ready to address. “The company takes a
very broad view of cyber security – not just in terms of data security, but in terms of all the solutions we develop,” says Belevtsev.
The company’s ambition is to become a leader in the digital
space, blazing a trail for others to follow, he says. “We believe digital platforms should be created as open source solutions,” says
Belevtsev. “We are taking our first steps, aimed at creating a technological core independently, but at a later stage, we are open to
all kinds of collaboration in developing the digital space.
“It could be with equipment suppliers as well as other production companies. The richer the ecosystem, the better the product
is for all consumers.” n

computerweekly.com
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GAZPROM NEFT

Digital technology is being implemented across Gazprom
Neft’s entire business, which includes oil exploration,
extraction, processing, transportation, sales and supply
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Brexit has no positive spin for startups

W

hen does a 28% loss become a 72% gain? If there’s one thing that appears certain about Brexit, it’s that it will be damaging
to businesses. So it is interesting to see how organisations are spinning Brexit in a positive light. Computer Weekly received
a press release recently declaring “Almost three-quarters of London startups are staying put despite Brexit uncertainty”.
Great news, it claimed. But 28% of startups are thinking of leaving London due to Brexit. Not such good news. A few years ago, a positive press release about startups in London would talk about thousands coming to the capital with hubs being created to support them.
But now it is considered good news that only 28 of 100 startups interviewed are thinking of leaving. There’s no positive angle to that.
As a courtesy before writing an article with a contradictory headline to the one on the press release, we put it to the company that sent
it that this is not in any way a positive story. Our reporter quickly received an email reply offering more than he had expected. It turns
out that the PR company had originally planned to use the negative angle, but changed it because the news outlets it contacted wanted
positive Brexit stories.
It sent us the original press release bearing the headline “Over a quarow it is considered good news
ter of London startup founders considering relocating amid Brexit fears”.
Let’s be honest, startups will be uncertain what they are doing because
that only
of
startups
there is still no clarity from government. But it’s not only the startups that
are thinking of leaving
are concerned – their venture capital (VC) backers are, too.
Talking to VCs at London Fintech Week brought home the precarious
position the UK fintech industry is in because of Brexit worries. Martijn De Wever, CEO at VC fund Force Over Mass Capital, said London
is at risk of “losing a big portion” of fintech business. “All the other countries are jumping on it and trying to get companies to open
operations in their countries,” he said. Nikita Tchesnokov, principal at fintech-focused fund Gauss VC, said: “Will people be able to come
here as easily as in the past in order to bring the skills necessary?” And Alex Macpherson, chairman of VC fund Octopus Ventures, said:
“Where you have businesses scaling up, they will be thinking whether they should do it in Berlin or Paris or Switzerland.”
Now consider this: the government’s Brexit whitepaper makes no mention of plans for the services industry. n
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Karl Flinders, Emea content editor
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PCs shape up for

he workplace is evolving as enterprises work to engage
with their employees and customers in new ways. This
digital workplace initiative has driven new demands for
functionality, mobility and connectivity to enable users
to be more productive and engaged. For many, smartphones have
replaced PCs as the truly personal device, and are commanding
most of the attention from software providers and customers.
However, PCs continue to be the primary devices that most
businesses rely on for day-to-day operations, and still offer the
richest options for interaction and functionality. The rise of the
digital workplace is forcing a renewed interest in modernising the
PC fleet, and is spurring an increase in sales. Indeed, business PC
shipments grew by 3.3% in 2017 after two consecutive years of
decline in 2015 and 2016.

the digital workplace
The digital workplace demands increasing functionality, mobility and
connectivity. Stephen Kleynhans looks at how desktop IT is changing

HOME

YAYASYA/GETTY

New levels of performance

Today’s enterprise PCs are thinner and lighter, with new levels
of performance and connectivity. Manufacturers are addressing
long-standing issues with labour-intensive setup and complex,
costly operations as modern management approaches, introduced with smartphones, become feasible.
At the same time, PC reliability has continued to improve, driving longer replacement cycles and giving rise to an increasingly
ageing base of devices.
PCs are often considered a legacy technology – one that is
essential to performing many tasks, but not necessarily the first
stop for new applications and users. As enterprises develop and
launch their digital workplace programmes, they need to look at
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endpoints as key technology to support users in
their workstyles and promote collaboration and
mobility. It is a good idea to conduct a holistic user
requirement analysis – which looks into mobility,
collaboration and autonomy versus security and
workstyle – to help design workspaces and select
the right type of device for the right type of user.

the convertible design will win out and replace the
❯To master enterprise PC
traditional clamshell notebook, but this will be a
management, IT must weigh
three- to five-year evolution, at the earliest.
the productivity needs of its
Business buyers prefer convertible designs, and
organisation and staff against
we see about 70% to 80% of premium ultra-mobile
the costs of buying new PCs.
PCs in that form factor. The detachable form factor
is used more frequently for smaller screen sizes,
such as 12in, and most suppliers stopped offering
Notebook PCs
any 10in or 11in models of notebooks/hybrids. In 2018, even thinNotebooks are the dominant PC device used in enterprises.
ner and lighter two-in-one devices have been arriving, including
Users like the flexibility offered by their portability, and perforalways-connected PCs using ARM processors.
mance and feature trade-offs when compared to desktops are
mostly things of the past. Notebooks tend to carry a slightly
Desktop PCs
higher purchase cost than desktops, and wear and tear results
Desktops are no longer the default devices for office workers,
in generally shorter lifespans, typically three to three-and-a-half
often relegated to either deskbound workers (call centre, cleriyears. However, for most knowledge workers, the increased procal) or those requiring higher-performance devices without
ductivity the devices enable outweighs these issues.
mobility (engineers, creative professionals). Small form facAs companies have moved to Windows 10, two-in-one devices
tor desktops now constitute most enterprise purchases, and
have gained traction. In 2017, these devices commanded 34%
ultrasmall form factors are increasingly common. These smaller
of the professional notebook market. Organisations are selectdevices ship and install easily, and no longer command a signifiing them for mobile professionals,
cant price premium compared with
executives and within the context of
large minitower devices.
mall form factor desktops
digital workplace programmes.
PC makers are also packagThe level of refinement with
ing them with specific hardware
now
constitute
most
enterprise
these devices makes the latest
extensions and software for use
round of systems more acceptas turnkey devices in conference
purchases and ultrasmall form
able to a broader range of users.
rooms and other collaborative setfactors are increasingly common
Ultimately, the flexibility offered by
tings. Even smaller than the micro
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form factor are the so-called “compute stick” PCs, which are full
PCs packaged into a USB or HDMI dongle. These mostly power
digital signage and kiosks, but are not yet part of mainstream
PC coverage.

Price and procurement

After a flurry of new form factor options emerged during the
lead-up to Windows 10, modern PCs have settled into a handful of relatively familiar designs spanning both mobile and desktop devices. These designs have refreshed the PC, but have not

fundamentally changed it. The market remains challenging for
PC suppliers, which continue to struggle to maintain margins
in a highly competitive environment. This has resulted in good
deals for many enterprise purchasers, who now often see discounts on list prices that hover between 45% and 55%.
Meanwhile, the perception of stability has led many enterprises
to stop closely examining the technical details of the systems they
are buying, often moving the process from the IT organisation to a
procurement group. As a result, the enterprise PC market is shifting from a conversation about technical specifications to a focus
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on procurement models and lifecycle servicing options. The growjust borrowing money to buy PCs. Leasing for more than a threeing interest in both leasing hardware and new PC (or device) as a
year term is almost always a poor financial deal, because a lifeservice offerings from the major PC suppliers reflects this shift.
cycle of four or five years, especially for desktop PCs, is more
Given the collection of devices that
than adequate for many companies.
employees will increasingly have at
Another emerging alternative is PC
their disposal, enterprise customers
as a service (PCaaS), also referred to
nterprise
customers
should
should consider how the role of the
as “device as a service” – not to be conPC will evolve over the next three to
fused with desktop as a service (DaaS).
consider how the role of
five years and adjust their procurePCaaS offerings expand on PC leasing
ment strategies accordingly.
by wrapping lifecycle services (configuthe
will evolve over the
IT leaders must determine how new
ration, imaging, deployment, extended
next
three
to
five
years
and
technologies will shape the next genwarranty) into a single per-month/pereration of usage models by aligning
seat charge.
adjust their procurement
these technologies with user requireThe initial market offerings are maturments and workplace scenarios.
ing, but pricing and conditions remain
strategies accordingly
They must evaluate suppliers based
fluid as providers experiment to underon their ability to match the organisastand how to make these programmes
tion’s unique requirements rather than simply on their ability to
viable. All the major PC manufacturers, large enterprise resellers
provide commodity hardware.
and managed workplace services providers currently offer some
sort of PCaaS option, although variations in features and target
Move to ‘as a service’ model
customers abound.
In recent years, we have seen resurgent interest among compaGoing forward, there is likely to be an increase in both leasing
nies in leasing PCs rather than purchasing them. This reflects a
and PCaaS offerings, although, together, they will probably not
desire by many CIOs to move to an “as a service” model, in which
make up more than 50% of the enterprise market through the
they pay per user, per month. Leasing enables IT organisations
planning horizon. n
to return to a three-year lifecycle without having to budget for a
massive capital outlay every few years. For large organisations,
This is an excerpt from Gartner’s “Market guide for enterprise desktops
however, leasing can be more expensive on a monthly basis than
and notebooks, 2018” by analysts Stephen Kleynhans and Federica Troni.
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AI powers innovation

in engine maintenance
for Rolls-Royce

E

ngine manufacturer Rolls-Royce has been steadily building up the intelligence capabilities in its aero engines.
In April, Rolls-Royce was one of the companies whose
artificial intelligence (AI) initiatives were highlighted by
the Department for Digital, Culture, Media and Sport. The firm
also announced it had signed a memorandum of understanding
with the Alan Turing Institute to work together to develop nextgeneration AI, specifically for use in industrial applications.
Artificial intelligence plays a major role in Rolls-Royce’s strategic vision. At the Singapore Airshow in February, the company
unveiled its IntelligentEngine vision, powered by AI and advanced
data analytics.
The IntelligentEngine strategy wraps a service around the
engine, supported by intelligent sensors. Rolls-Royce says this
offers a wealth of opportunities to improve the way it provides
power to its aerospace customers.

ROLLS-ROYCE PLC/FLICKR

Engines get smart

Engine maker’s innovation centre enables it to
deliver analytics and artificial intelligence-powered
services to airlines, writes Cliff Saran

In addition to designing, testing and maintaining engines in the
digital realm, Rolls-Royce’s IntelligentEngine vision sees a future
where engines will be increasingly connected, contextually
aware and comprehending, helping to deliver greater reliability
and efficiency.
Specifically, engines will connect with other engines and will be
contextually aware, able to respond to the environment around
them without human intervention.
Through the IntelligentEngine initiative, an aero engine will be
able to learn from its own experiences and from its network of
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peers, and will adjust its behaviour to achieve best
responsible for business development and stratperformance, according to Rolls-Royce.
egy. His role at Rolls-Royce is to focus on using
❯Rolls-Royce is developing
autonomous
ships
–
the
The initiative is supported by Rolls-Royce’s R2
technology such as AI to enhance existing services
company’s senior vice-president
Data Labs, an acceleration hub for data innovation
and create new ones for customers in all of the secof ship intelligence discusses
that was launched in December 2017. The lab protors Rolls-Royce operates in.
how shipping will change.
vides a centre for advanced data analytics, indusHutson-Smith tells Computer Weekly: “R2 Data
trial AI and machine learning research, along with
Labs is a central group in Rolls-Royce, which is
product development. It currently provides four
used to accelerate the use of AI and analytics in
main products: design optimisation, integrated lifing, fleet planthe business and investigate ways for the company to become
ning and maintenance, repair and overhaul (MRO) insight.
more digital.”
The design optimisation tool uses operational and environmenThe unit is divided into four main areas: the AI hub (see box,
tal data to simulate how different component designs will perform
page 21), a disruptive companies portfolio, a strategy and busiand last in service. Integrated lifing is a methodology that uses
ness development arm, and an operations unit for deploying tech“digital twins” to predict the remaining life of engines and their
nologies from R2 Data Labs out to business units.
components, based on the detailed conditions they are expected
Rolls-Royce has a 20-year history of working with telemetry
to experience in service.
data from its engines. In the past, it operated as an internal serR2 Data also offers a fleet planning application that explores
vice, but Hutson-Smith says R2 Data Labs is trying to extend its
more than 25 years of in-service
central role with self-service for
data to understand how changes
business users. “We have a highly
ata
abs
is
used
to
to customer fleet operations could
capable central group,” he says.
deliver improved aircraft efficiency
“We are looking at the best ways to
accelerate the use of
and
and availability. Rolls-Royce says the
deploy groups of people out to the
MRO insight tool closes the learning
business units. Everyone learns from
analytics in the business and
loop by capturing the condition of
the exercise. Everyone becomes an
investigate
ways
for
the
used parts to inform improvements
analytics expert.”
to design, manufacture and usage.
One of the drivers for the comcompany to become more digital
Andrew Hutson-Smith is chief
pany is to use automation to reduce
business officer for R2 Data Labs,
the amount of human intervention
Andrew Hutson-Smith, Rolls-Royce
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necessary to keep its engines running optimally. “We are always
looking at the performance of assets,” says Hutson-Smith.
“There is often a human in the loop, but we are trying to get to a
heightened level of automation.”
Given the sheer level of data that can be accessed, including
contextual data such as the effect of weather, routing and congestion, the complexity of decision-making is growing exponentially. “You need a level of automation so that you can focus on
the right decision,” he says.
Machine learning helps to improve data models, according
to Hutson-Smith. “We have technology on the aircraft which
can be adapted,” he says. “Engine telemetry data can be downloaded from the aircraft. We can look at both individual assets
and the whole fleet’s data.”

Digital twins

The company makes use of simulation models called digital
twins – a term used by industrial companies such as Rolls-Royce
and GE to describe a simulation of a real machine using live
operational data.
Hutson-Smith says Rolls-Royce runs many digital twins and carries out peer-to-peer analysis, through which it is able to analyse
data from aircraft running in similar operating environments to
understand where they differ.
The amount of data collected is not necessarily substantial.
Typically, a long-haul flight generates about 500MB of data,
as most of the time the telemetry data is stable. But if an event
occurs, the onboard systems can capture far higher data rates.
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This data, while not huge, can be highly informative when analysed across a whole flight, and can be used to verify that the digital twin is performing as expected. Rolls-Royce also buys in data
from external providers to enhance its data models.

“There is an increasing amount of data in the market, such
as weather data and environmental data. We may buy in flight
aspects such as flight times and even baggage data,” says
Hutson-Smith.

De-risking new technology: The role of Rolls-Royce’s artificial intelligence hub
Rolls-Royce’s AI hub is run by Nigel Jackson. Previously called the
Capability Lab, the hub is used to make new technology available to
the firm. “We are trying to de-risk new technology,” says Jackson.
Application areas being investigated include equipment health
monitoring services and the acquisition of data in aerospace,
ground-based transport and ships. Data is transmitted back to
base, decoded and analysed, to understand the condition of the
equipment and how it is being used. “We take appropriate action
based on analysis of this data,” says Jackson. “We can predict
what maintenance has to be done and can optimise our workshop capacity and ensure our [parts] supply chain is ready.”
Various aspects of AI are being used at the hub, including
machine learning. “Some of the analytics is self-learning,” says
Jackson. Previously, improving an engine’s performance would
need people to understand the impact of optimisations. But
now the analytics models can train themselves, augmented by
experts. “We use a lot of automation and use experts to supervise, so we get a much higher level of quality,” he says.

The heart of the system used at Rolls-Royce is a mathematical
model of an engine, or digital twin, which is compared with the
real engine. This model is updated with real operational data.
“We fly the model forward and see what is going to happen, says
Jackson. “This is then used to make decisions.”
For instance, in R2 Data’s design optimisation tool, the digital twin model can be used to help certify engine fan blades.
“Certification involves releasing a fan blade at full power to
ensure the engine casing will retain debris,” says Jackson. “We do
a lot of stress-test modelling and thermodynamics tests to prove
a design digitally.”
In the event of a real-world component failure, Jackson says
Rolls-Royce is able to capture high-frequency data for analysis.
Using the digital twin, it can re-run the model to develop an
understanding of the problem, he says. Telemetry data continually updates the mathematical model of an engine, enabling
Rolls-Royce to improve the accuracy of the tools to support maintenance, repair and overhaul, and “integrated lifing” services.
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Rolls-Royce operates cloud computing server farms where
terabytes of data can be processed. This enables Rolls-Royce to
run simulations to help it develop new designs. For instance, it can
run a design model simulation alongside an operational model
using real data downloaded onto one of its digital twins.
“This requires a huge amount of computing power, which would
not have been economical previously,” says Hutson-Smith.
When asked if Rolls-Royce sees an opportunity to sell data,
Hutson-Smith says: “We are extremely respectful of customer

data. The vast amount of our data is our customers’ data and we
add value back to them. There may be aggregation opportunities,
such as datasets on fleets, to make data clean, useful and meaningful.” But any opportunities to aggregate datasets will need to
be done in partnership with Rolls-Royce customers, he adds.
As R2 Data Labs evolves, Hutson-Smith sees an opportunity to
improve how the business consumes data. “As we bring in more
analytics, we need to do more work to help people consume information, and how they get the AI to do its work,” he says. n
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AI‘s ethical use is a hotly
discussed debate worldwide,
but collaboration is needed to
develop solid frameworks.
SA Mathieson reports

IMAGE CREDIT

power the artificial
intelligence engine

cross the world, countries are paying increasing
attention to the ethics of artificial intelligence (AI).
The UK has appointed Roger Taylor, co-founder of
healthcare data provider Dr Foster, as the first chair
of its Centre for Data Ethics and Innovation, and started a consultation on the centre’s remit. Singapore is establishing an
advisory council on the ethical use of AI and data, chaired by the
city-state’s former attorney-general VK Rajah, with representatives of companies and consumers. Australia’s chief scientist
has called for more regulation of AI, and the National Institution
for Transforming India – a government think tank – has proposed
a consortium of ethics councils.
Some companies are doing likewise. Google’s chief executive,
Sundar Pichai, published a list of AI principles, including the ideas
that the technology should be socially beneficial, should avoid
creating or reinforcing unfair bias, be built and tested for safety
and accountable, incorporate privacy by design and uphold high
scientific standards.
Earlier this year, more than 3,000 of Google’s staff signed a
letter to Pichai arguing against the company’s involvement in
Project Maven, a US military programme using AI to target drone
strikes. In his list of principles, Pichai responded that Google
would not design or deploy AI in weapons, other technologies
likely to cause overall harm, “surveillance violating internationally accepted norms” or anything which contravenes international law and human rights.
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“We want to be clear that while we are not devel“Citizens are really interested in the rationale
❯Computer Weekly’s jargon
oping AI for use in weapons, we will continue our
for a decision,” she says, rather than the exact
buster
guide
to
artificial
work with governments and the military in many
algorithm. “They want to understand why they’ve
intelligence will demystify
other areas,” he added.
received that decision and the processes behind it.”
the technology and how it can
Google’s principles are worthy of consideraMore generally, Balaram says the public can
aid humans in the workplace.
tion by IT professionals elsewhere, says Brhmie
give technologists advance warning of what kinds
Balaram, a senior researcher for the Royal Society
of automated decision-making might cause an
for the encouragement of Arts, Manufactures and
outcry. Experts can suffer from groupthink, so the
Commerce (RSA).
RSA has used panels which are demographically representative
“Developers have a lot of power in this field to act ethically, to
of the population and represent those who tend to oppose as
ensure their technology is being used to benefit society rather
well as support technology. “Being exposed to that diversity can
than hinder or harm,” she says.
change thinking sometimes,” says Balaram.

Public ignorance

Research for an RSA report on ethical AI – carried out by YouGov
and involving 2,000 Britons – found that just 32% were aware
that AI is used in decision-making, with only 14% familiar with
the use of such systems in recruitment and promotion and 9%
in criminal justice, such as whether to grant bail. For both areas,
60% of respondents opposed such usage, with a lack of empathy and compassion being the top reason.
The report recommended that organisations should discuss
the use of AI with the public. Balaram says this has a number
of potential benefits, not least that the General Data Protection
Regulation (GDPR) gives data subjects the right to an explanation of automated decision-making. Working with members of
the public can help to develop explanations that are meaningful
to them.

Ethics as oil?

A major ethical problem is capable of derailing an entire project,
such as what happened to the English National Health Service’s
patient data-sharing Care.data project.
“Ethics used to be perceived as something that was an obstacle,” says Mariarosaria Taddeo, a research fellow at the Oxford
Internet Institute and deputy director of its digital ethics laboratory. “We have moved from a moment when ethics was considered grit in the engine, to a moment where ethics is oil in
the engine.”
She says IT professionals can implement high ethical standards
through being mindful of unintended consequences, including
testing and examining possible deviations in a system’s design.
An important task is to examine training data for bias, as this is
likely to result in similarly biased outcomes.
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But as it is impossible to predict all unintended consequences,
Joanna Bryson, a cognitive scientist at the universities of
AI should also be supervised when it is in operation. “It’s very
Bath and Princeton, adds that trying to shift responsibility for
difficult to predict AI or to explain how AI works,” Taddeo says.
decisions to algorithms and software is an untenable position.
“We have to have a human on the loop, supervising and possibly
“People mistake computers for maths. There’s nothing in the
intervening when things go wrong.”
physical world that’s perfect,” she says, and that includes AI sysSuch supervision should also include broader auditing, monitortems built by humans. “Someone is responsible.”
ing and stress-testing of AI systems already in operation, by users
There are pragmatic reasons for assuming responsibility for AI
and regulators. The biased judgdecisions, including that regulators
ments generated by US criminal
and courts may allocate this anyway,
t s very difficult to
justice IT company Northpointe’s
with Germany’s Federal Cartel Office
Compas algorithm could have
criticising Lufthansa for trying to
predict or to explain how
been picked up by law enforce“hide behind algorithms” when the
works
e have to have a
ment users, rather than eventuairline’s fares rose sharply after rival
ally exposed by public interest
Air Berlin went out of business.
human
on
the
loop
supervising
publisher ProPublica.
“It’s [about] stopping blind trust
What should an IT
and possibly intervening
in technologies,” says Taddeo,
professional to do?
adding that the fact that many AI
At a basic level, Bryson says prowhen things go wrong
systems work as “black boxes”,
grammers and others making deciM
ariarosaria Taddeo,
with no way to see how they are
sions on setting up systems should
Oxford Internet Institute
reaching decisions, strengthens
work carefully – such as by writing
the case for users to be critical
clean code, ensuring personal data
and questioning.
is stored securely and examining training data for biases – and
Taddeo adds that it is often hard to identify who is legally
document what they do.
responsible when something goes wrong in an AI system, but
But IT professionals should also consider the ethics of
this means the ethical burden is widened. “It means everyone
potential employers. Bryson tells the story of someone who
involved in the design and development shares some of the
considered a job with Cambridge Analytica, the data analytresponsibility,” she says.
ics company that collapsed after the exposure of its use of
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data gathered through Facebook. Employees at the company
warned the person they would hate themselves and would be
helping people they would despise.
Bryson recommends discussing potential employers with
peers, which was what helped the person decide not to take the
Cambridge Analytica job. Specific things to investigate include
whether the organisation has clear pathways of accountability, including a manager who will listen and accept information from you; good practice on security, including board-level
responsibility and an executive tasked with listening to employees’ concerns; and good general practice, including programmers having access to the code base.

Ethics advisory boards

A report from the House of Lords select committee on artificial
intelligence recommended that organisations should have an
ethics advisory board or group.
Its chair, Timothy Francis Clement-Jones, a Liberal Democrat
peer, says such boards could work in a similar way to ethics committees within healthcare providers, which decide on whether
research projects go ahead.
Some leading AI companies have set up such committees,
including Alphabet-owned DeepMind, although its membership
is not disclosed.
Clement-Jones adds that a diverse workforce – in demographics but also educational background, as those with a humanities
background will consider things differently to scientists – should
help. There is also potential in using AI techniques that require
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less data, and have less need for vast archives reaching back
many years that are more likely to contain biases.
Clement-Jones, who is also London managing partner of law
firm DLA Piper, says despite the legal sector’s early use of AI,
it is not necessarily a model for other sectors. “Trust is already
there between client and lawyer,” he says. “We tell our clients
we are using AI for a project upfront.” Furthermore, AI is typically used for low-level work, such as looking for useful material
in a mass of documents.
Significant ethical problems arise when major decisions on
people are made by AI, such as considering disease symptoms or
deciding whether or not to offer a service. Clement-Jones says this
is more likely in mass-market service industries such as healthcare and finance. He believes that industry regulators such as the
UK’s Financial Conduct Authority are best-placed to examine this.
“We’re not keen on regulating AI as such,” he says as a parliamentarian, adding that industry-specific legislation, such as
the automated and electric vehicles bill currently going through
Parliament, makes more sense.

Ethical frameworks

Aside from laws and regulations, academics and companies are
collaborating to establish ethical frameworks for AI.
The Leverhulme Centre for the Future of Intelligence, which
involves several universities and societies, is one of the partners
in Trustfactory.ai, an initiative set up at the International Telecoms
Union’s AI for Good summit held in Geneva in May. Huw Price,
the academic director of the centre, says the aims of Trustfactory

include broadening trust in AI by users – including disadvantaged
ones – and building trust across international, organisational and
academic disciplinary borders.
Price says there are numerous discussions on ethics in AI, and
professionals working in the field can take advantage of these.
“There are lots of people starting to think about these things,” he
says. “Don’t try to tackle it on your own, connect.”
Several companies and not-for-profit organisations are connecting through the Partnership on AI, which brings together
Amazon, DeepMind, Google, IBM, Microsoft and SAP with several universities, and campaigners including Amnesty and the
Electronic Frontier Foundation. Price says it is important that
such partnerships do not just include Silicon Valley organisations, or those from the English-speaking world.
Price, who is also Bertrand Russell professor of philosophy at
the University of Cambridge, says AI’s ethical questions will get
increasingly serious. After all, it may be possible to build a drone
the size of a bee, equipped with an AI-based facial recognition
system and packed full of enough explosive to kill the person the
AI system identifies.
“It’s the kind of issue where an individual might want to say
‘no’,” he says of someone asked to build one. Some particularly
dangerous weapons, such as landmines and biological weapons,
have been drawn in what AI should do, perhaps outlawing interference in elections as well as more deadly applications.
Whatever choices are made, building an ethical framework for
AI will need the involvement of IT professionals – and is likely to
help them in their work, as well as with their consciences. n
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Chitty Chitty Bond Bond
Aston Martin unveiling plans for a “sports car of the skies” will
presumably cause some headaches for those James Bond fans
of the school of thought that nothing about the franchise should
ever, under any circumstances, deviate from Ian Fleming’s books
to reflect the modern world.
James Bond is well-known for driving cars that don’t fly, and
although Aston Martin claims this new endeavour isn’t just a
gimmick for a film, traditionalists are bound to be up in arms at
the thought of their beloved 007 performing vertical take-offs like
some kind of GQ Caractacus Pott.

Producers under the impression the world is ready for its first
flying-car James Bond might wish to cast their minds back to
the controversy of 1974’s The Man with the Golden Gun, which
broached the taboo when villain Francisco Scaramanga transformed his Matador Coupé into a plane and took to the air. The
scene was described at the time as political correctness gone
mad and received 10 complaints.
Society’s tolerance of flying cars is generally rising, however, as
evidenced by the public backlash over a Roger Moore interview
in 2015, in which he was misquoted as saying Bond should only
drive “normal ones”. n

❯Read more on the Downtime blog
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