How a healthy CMDB
helps you to deliver
great business
service quality
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Introduction
If you have an unplanned business service outage, it can cost
your business millions of dollars. A healthy CMDB is a potent
weapon in this service availability battle. In this eBook, we look
at how a healthy CMDB increases business service quality by
helping you to:
• Prevent business service outages
• Identify and respond to service outages more quickly
• Diagnose and fix service outages faster
Let’s get started.
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What is a CMDB?
This is an obvious question, and you probably know the
answer. However, let’s go through this to make sure we’re clear
on the definition.
Your IT environment contains many different components.
To deliver business services, these components need to be
configured. Configuration management is the set of processes
that manage these configuration activities. This includes
recording configuration data, ensuring that configuration
changes are appropriately authorized, and auditing to ensure
that configuration remains accurate.
CMDB stands for configuration management database, and
it’s a purpose-built database for configuration management.
The fundamental building block of the CMDB is the
configuration item (CI), which represents an item under
configuration management, such as a router, a server, an
application, a documentation set, or even a logical construct
such as a portfolio. Each CI has attributes which describe the
component. For instance, a server CI might have CPU, memory,
and other attributes.
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CI relationships and
business context
CIs also have relationships, and these are stored in the CMDB
as well. For example, a server might interface with a specific
router, so the server has a relationship with that router.
Relationships are very useful since they show how your IT
infrastructure is connected – which helps you do things such
as plan changes, diagnose outages, and optimize service
architectures.
A CMDB doesn’t just contain information about your IT
environment. It also puts business context around it. For
instance, it shows which person or organization owns each CI
and is responsible for maintaining it. This is just an example –
CIs can have many business-oriented attributes that help you
to manage CIs and related business services.

What about the cloud?
With ServiceNow, your CMDB isn’t limited to on-premise
infrastructure. It also stores information about cloud resources
– for example, virtual machines, containers, and even complete
virtual datacenters.
And, if you have a mix of on-premise and cloud infrastructure,
the ServiceNow CMDB seamlessly connects these, creating a
unified view of hybrid cloud environments. This dramatically
simplifies migration to the cloud, allowing you to manage both
on-premise and cloud infrastructure using a single, consistent
platform.

Sample relationship types in a CMDB
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Business service mapping
Traditionally, IT has managed IT infrastructure. However, this is
changing rapidly. Businesses don’t care about servers or routers.
They care about the critical business services they use to run
operations, engage customers, drive revenues, increase efficiency,
and create new business insights. Rather than focusing on
infrastructure, IT must ensure that these business services are highly
available, responsive, and cost-effective.
To do this, you have to know how these business services are
delivered. Service maps give you this visibility. They show you
which CIs support a particular business service and how these CIs
are related. These service maps are held directly in your CMDB,
connecting your business services to your infrastructure.
Here’s a simple analogy to help you understand service maps.
Think about a city road map. This shows you all of the roads in
the city and where they intersect. This is the equivalent of CIs and
relationships in your CMDB. However, this is still an infrastructure
view. Now, think about a city bus map that shows different bus
routes. These bus routes are like business service maps – they show
the specific roads each route follows.
Why does this matter? What if there was an accident on a road?
If you just had a road map, you wouldn’t know which bus routes
were affected. For that, you need a bus map. Similarly, if a web
server fails in your IT environment, how do you know which business
services are affected? You need a service map – the infrastructure
view alone doesn’t give you the answer.

A typical ServiceNow service map
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How a healthy CMDB improves
business service health
Exactly how does a healthy CMDB help you to:
• Prevent business service outages?
• Identify and respond to service outages more quickly?
• Diagnose and fix service outages faster?
Let’s look at each of these in turn.
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Preventing business
service outages
An ounce of prevention is worth a pound of cure. That’s why
stopping business service outages before they start is so
important. Not only does this improve service availability, it also
reduces the run-rate workload for IT operations teams – freeing
up time for strategic initiatives and further service improvements.
Here’s just one example of how a healthy CMDB helps you to
prevent business service outages.

Evaluating changes to reduce risk
Changes are one of the major causes of service outages. Unless
you understand how a change affects your IT infrastructure and
business services, there’s a good chance it will cause an outage.
A healthy CMDB lets you understand this impact.
For example, think about upgrading a software component
in your infrastructure. How do you know which other software
components this interacts with – and whether these are
compatible with the new upgrade? Can the component
be upgraded in isolation, or do multiple components need
to be upgraded as part of a cascading change? With a
healthy CMDB, you can understand the relationships between
software components, and you can also see the version of
each component. This means you plan the upgrade correctly,
eliminating the risk of unanticipated outages.
Service maps take this to the next level. Now, you can accurately
assess the impact of infrastructure changes on complete
business services. For instance, assume that you need to take
an infrastructure component offline temporarily. What business
services does this impact? If you don’t know, you risk creating
a service outage. With service maps, you know which business
services are affected and can plan accordingly – for instance,
by executing the change during a planned business service
maintenance window.
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Identifying and responding to service outages
more quickly
IT operations teams spend huge amounts of time trying to make
sense of events from their monitoring systems. First, the sheer
volume is overwhelming, particularly when you’re dealing with
thousands and thousands of events coming in over email. Second,
most monitoring systems typically give you an infrastructure view
– there is no easy way to see which business services are affected.
Often, the first time that IT operations knows about a business
service outage is when end users complain.
By adding ServiceNow Event Management to your CMDB
deployment, you can tackle this problem head-on. Event
Management deduplicates and filters events across all of your
monitoring systems, turning a flood of events into a trickle of
meaningful alerts. It binds these alerts to corresponding CIs in your
CMDB, so you know which IT components are affected – and who
is responsible for diagnosing and fixing them.
However, that’s just the start. Event Management also correlates
events using service maps in the CMDB to determine the health of
your business services. You get a service health dashboard that
shows you the real-time health of all your business services. You
can see at a glance when there is a service issue, and you can
prioritize your response so you focus on your most critical business
services. The result? You cut through the infrastructure noise,
identifying and responding to service outages more quickly and
intelligently.

ServiceNow service health dashboard
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Diagnosing and fixing service outages faster
Now, you can identify and respond more quickly to service
outages. But, how does a healthy CMDB help you to diagnose
and fix these outages faster?
ServiceNow Event Management does more than provide a service
health dashboard. It also lets you drill down into the underlying
service map, automatically showing which CIs are experiencing
issues. This makes it much simpler to diagnose service outages
since you can see how issues are propagating across the business
service. For instance, if an application is reporting slow response
times, you can easily trace this back to the underlying cause –
such as an overloaded virtual machine or a failed high-capacity
network link.
Using this service map, you can also identify historical activity
that could have caused the business service outage. For example,
you can easily see which CIs have recently been reconfigured, or
which ones have had incidents leading up to the outage. Again,
this helps you to pinpoint likely causes of outages, dramatically
accelerating diagnosis.
You can also configure actions and trigger them simply by
clicking on a CI on the service map. For example, this might
include automatically collecting logs from a server or restarting
an application. By linking these actions to CIs, you don’t just
diagnose service outages faster – you fix them faster.

Drilling down into business service health
9

Let’s recap
Service availability matters. Your business depends on you to
deliver high-performance business services that drive innovation,
insights, revenues, and customer satisfaction. These services have
to be there when your business needs them – and that means a
constant war to defeat service outages.
A healthy CMDB supported by good configuration management
processes is a critical weapon in this battle. By combining a healthy
CMDB with the power of ServiceNow’s ITOM portfolio, you can:
• Prevent business service outages
• Identify and respond to service outages more quickly
• Diagnose and fix service outages faster
The good news is you don’t need magic to create a healthy CMDB.
Check out ServiceNow’s guide on how to successfully deploy a
healthy CMDB to find out more.
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