The Evolution
and Application
of Identity
Proofing

Introduction
Technology advancements have changed the landscape of identity prooﬁng, challenging organizations to
digitally verify that an individual is who they say they are online, without the added beneﬁt of conﬁrmation
through physical interaction.
Identity prooﬁng is not limited to a single proven method––in fact, there are many different ways to verify an
individual’s identity online, but most companies (especially small to mid-sized organizations) are reluctant to
implement more stringent safeguards for fear of complicating user experience and, ultimately, their growth.
In this white paper, we’ll discuss why identity prooﬁng is key to avoiding risks associated with identity theft and
impersonation, and how businesses can (and should) leverage identity veriﬁcation to reduce friction in their
onboarding processes and to build trust in their brand.
We’ll outline the fundamentals of identity prooﬁng, provide practical tips for implementation across multiple
use cases, and ﬁnally, discuss the beneﬁts of automation to balance security and customer experience.

What is Identity Proofing?
More than 100,000 years ago, tattoos and skin markings
constituted identity prooﬁng. Eventually, passports, social
security cards, driver’s licenses, and other forms of physical
identity were considered the gold standard. It was only in the
last 20 years or so that the advent of the Internet changed the
way we were forced to think about veriﬁcation.
As businesses transitioned the bulk of their services online,
digital identity became easier to manipulate and replicate.
Today, data breaches are so commonplace that insurance
companies now sell individual policies for identity theft and
offer business coverage for cyber security.

1,946,181,599

records containing sensitive data were
compromised between January 1, 2017
and March 20, 2018 (Source)

Cyber crimes are now far more sophisticated than ever before, which is why organizations must continuously
reassess the amount of certainty they require when verifying customers, vendors, and employees. That level of
assurance can be anywhere from relaxed to rigorous, and is often driven by regulations like Know Your Customer
(KYC), Anti-Money Laundering (AML), and Customer Due Diligence (CDD), among others.
Higher levels of assurance traditionally cause an increase in friction for customers, leading to higher rates of
abandonment in the conversion funnel. Organizations that don’t implement identity prooﬁng automation
should consider balancing the amount of fraud that’s acceptable in such a way that won’t frustrate customers
to the point of abandonment.
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Levels of Assurance
There are many ways to obtain a level of assurance,
and organizations should evaluate their specific
needs to determine which method will produce
the most optimal results.

Physical
Documentation

On the low end of the spectrum are single sign
on credentials, like social media logins, which only
prove that an individual has access to the email
address and password, and not that they are the
specific individual who’s linked to that account. In
many use cases, asking for only an email address
and a password isn’t sufficient to provide any
real protection. Companies may need to think
about more advanced methods that tie the digital
presence that’s been created with the physical
person.
Knowledge-based answers (KBA), or knowledgebased verification (KBV) goes a step further in
that it presents whoever is attempting to log into
a platform with personal questions that only the
account-holder should know or be able to access.
Physical documentation offer the highest level
of assurance, especially those that are issued by
a trusted authority like the Department of Motor
Vehicles, or the U.S. Department of State that
require a much more rigorous identity verification
process to obtain those ID documents.
The low end of the spectrum is also the most
frequently used, while the high end is less routine.
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Knowledge Based
Answers (KBA)

Single Sign On

Single sign on mechanisms like social media logins
are used on a daily basis, while the average individual
interfaces with the TSA or the DMV only annually or
semi-annually.
These levels of assurance are intended to illustrate
extremes, and are not an exhaustive list. Companies
should consider their use case, question what level
of sensitivity the impact might have on fraud, trust,
and safety, and better understand this dynamic before
making a decision about where they want to be on this
spectrum.

Why is Identity
Proofing Important?

1 Regulatory
Compliance
Fraud
2 Enhancing
Prevention

3 Digital
Transformation

tion

1

Regulatory Compliance

The need to confidently verify someone’s identity is
becoming commonplace with today’s regulations,
and compliance is often one of the top reasons for
an organization to incorporate identity proofing.
The finance industry, for example, is held to the
highest of standards when it comes to identity
verification. From a KYC and AML perspective,
it’s especially important to know with a level of
certainty that the person who is opening or closing
an account, making withdrawals, or transferring
money is who they say they are.
Under the General Data Protection Regulation
(GDPR), individuals have the right to submit a
request for erasure or a data subject access request,
but potential problems can arise if that individual is
maliciously impersonating someone else.
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Enhancing Fraud Prevention

Identity verification applications for fraud prevention
have become far more sensitive than ever before,
especially with the introduction of the sharing
economy. In a world where people need to feel
comfortable getting in cars with strangers via a ride
sharing app, the need to know who they’re dealing
with is increasingly important.
Fraud prevention is one of the many positive
outcomes of identity verification, but it’s important
to strike the right balance between decreasing fraud
and increasing the drop-off rate of new business
prospects. Organizations that are too rigid with
their verification techniques could be inadvertently
creating more friction in the onboarding process.
With Evident, companies no longer have to make
this choice.
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Digital Transformation

Customer expectations have changed and today’s
businesses are well aware of how vitally important
it is for them to cater to a new generation of
technology-driven consumers. This includes
implementing seamless identity verification
techniques that jibe with this age group.
The infamous Millennial group that was once
thought to have no real spending power are now
beginning to age into the core demographic that
most companies covet – late 20s to early 40s – and
the only way that organizations can successfully
build long-term relationships with them is by being
digitally accessible and improving online user
experience.
Today’s consumers don’t want to open new
accounts at a physical location, and instead,
prefer self-service through their mobile devices.
Large organizations with household names are
putting more thought into how they can engage
and capture this new audience in a way that will
meet their expectations for interaction through
the medium they expect, and are finding it to be
very challenging to stay relevant, especially from a
cybersecurity perspective.
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Verification vs. Authentication
People confound the terms “verification” and “authentication,” and it’s easy to understand why. Authentication
includes a type of verification. Examples of this include credentials, tokens, or second factors that were set up
when the account was established. This is used (and typically automated) on a day-to-day basis, but it is not
the same thing as identity verification.
When someone registers an account, identity verification is the technique used to confirm that the person
on the other side of this persona is who they say they are. When that individual signs back into that account,
the authentication begins to ensure they’re the same person that registered and went through the process of
creating an account.
Authentication is often combined with identity verification at the creation of the account, as it’s considered best
practices to tie these two techniques together so there aren’t gaps in the process––for example, requiring an
individual to create a password, set up 2-factor authentication, and conduct identity verification simultaneously.

Customer/Employee
Onboarding
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Account
Verification

Credential
Verifications

Identity Proofing Use Case 1:
Onboarding
The concept of customer and employee onboarding
has changed dramatically with the introduction
and expansion of the sharing economy––this
phenomenon has created an unprecedented amount
of high-velocity employment that we’re seeing all
over the world.
Identity proofing is no longer a nice-to-have when an
organization needs to engage with someone they’re
not physically meeting, onboard them into your
platform, and maintain the right level of assurance
that they are trustworthy and can interact positively
with a product or service.
Today’s consumers have come to expect hyperconvenient services, which is why their onboarding
experience has to be quick and easy, and today’s
service providers must be able to get employees (e.g.
drivers, caregivers, lawn mowers, meal couriers, etc.)
through the funnel faster than ever before to keep up
with the growing demand.

Identity Proofing Use Case 2:
Account Verification
We previously addressed the importance of
identity proofing as a means to meet the growing
digital demands of consumers who appreciate the
convenience of accessing sensitive legal documents,
medical records, and financial statements online.

Identity Proofing Use Case 3:
Credential Verification

Without identity proofing to ensure that account
holders are who they say they are, or to simplify
the way individuals can recover their accounts, the
digitized system simply doesn’t work.

Vetting professionals for specialty applications may
entail verifying their proof of education, professional
license, insurance coverage, background checks, and
more. Even if a professional license is valid, the person
holding that license may not be who they say they are.

Identity proofing is especially important for account
recovery, particularly accounts that hold sensitive
information. Email or SMS confirmation may not
be sufficient for the level of diligence necessary to
confirm that the correct individual is recovering their
lost credentials, in which case some organizations opt
for a second, non-traditional factor.

Companies that verify qualifications without first
establishing the individual’s identity – and not just
with biographic data – can open themselves up for
fraud and trust and safety issues. It’s vitally important
that an organization, or even an individual consumer,
knows the history of the person who they are hiring to
perform a certain task.
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Considerations for
Identity Proofing
Automation
User Experience

Identity Proofing
Challenges
The primary challenge with identity proofing is an
increase in friction that transpires in tandem with
fraud reduction. It’s safe to assume, for example, that
a higher level of diligence is required when traveling
internationally.
Naturally, airport customs necessitate a healthy
(and expected) amount of friction, but it’s likely not
appropriate for all use cases, which is why balancing
friction with the level of assurance is key to a
successful identity proofing system.
The challenge with fragmentation is that when there
are so many different vendors that offer multi-point
identity proofing solutions – some that promote
themselves as the be-all and end-all – it’s difficult to
know how they complement, overlap, or conflict with
other services that companies already have in place.
The identity proofing landscape can be structurally
complex, making it difficult to understand how each
piece fits together in a complementary way. The true
challenge is finding a single solution with access to
multiple verification sources, making it easy to match
public records with identity documents to verify
individuals.
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The more hoops an individual is required to jump
through for the sake of fraud prevention, the more
likely they are to abandon the endeavor altogether.
Identity proofing techniques may look different
for each use case, but the best automated identity
proofing solutions have one immutable feature in
common: great user experience. This is important, as
it can significantly offset the indirect costs associated
with excessive friction in the customer journey.

Technology Decisions
Technology is another aspect to consider when
automating this important task. Some questions to
ask when shopping for a potential partner to assist in
identity proofing include:
1

What types of data does it return?

2

How do you use the data in a complementary
way?

3

How do you associate the ID that’s been created?

4

How do you simplify it and/or make it easy to
comprehend?

5

How can you help me get the right level of
assurance or confidence?

6

Can you do this without my having to initiate an
identity effort within my organization?

Most businesses are not identity providers and should
not have to invest a significant amount of research
and development to accomplish something as basic
as proper identity proofing. As long as the end-user
has a good first impression, which sets the tone for
future engagement, the automated approach should
not result in drop-offs or bad brand association.

Privacy Policies
The GDPR, California Consumer Privacy Act, and other
new global privacy regulations have placed a greater
importance on transparency with data collection.
Privacy policies and notices should help customers
feel safe, and should be presented upfront to mitigate
confusion.
In a world where data is both an asset and a liability,
it’s ultimately the customers who are assuming risk
by giving an organization their personal information.
Organizations that place an automated privacy
notification at the beginning of the verification process
can accomplish three things at once:
1

Minimize drop-off

2

Inspire brand confidence

3

Limit (some) liability in the event of a data breach

Identity Proofing:
Key Takeaways
Identity proofing and verification solutions
have evolved significantly. There are many new
techniques, but there is no one-size-fits-all approach.
Organizations must evaluate their specific use
case and business needs to determine the level of
infrastructure necessary to make effective use of
identity proofing techniques.
Successful identity proofing is achievable through
automation, and by striking the right balance between
technical overhead and implications, user experience
optimization, and the appropriate level of assurance.

Limiting some liability is good, but eliminating data
exposure entirely can help companies operate without
fear of a data breach. This is a key differentiator of
Evident –– we make it easier to share and manage
data while reducing risk and friction.
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About Evident
Evident is revolutionizing the way
personal data is shared. Evident’s
simple, secure Identity Assurance
Platform lets businesses confidently
know who they are dealing with
without handling sensitive personal
data. With connections to thousands
of authoritative sources through
a single API, Evident is the only
platform that enables comprehensive,
accurate and up-to-date identity and
credential verifications without the
risk and liability of holding personal
information. For more information,
visit evidentid.com.
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