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Human Rights Watch: Universal 
Credit algorithm ‘fails those in need’
The Department for Work and 
Pensions’ Universal Credit system 
is failing people who need it most, 
according to Human Rights Watch. 
A report by the charity found the 
algorithm used by the system is 
“flawed” and that the system inac-
curately calculates payments, which 
leads to claimants struggling to get 
by. Benefits are calculated by an algo-
rithm using data from HM Revenue 
and Customs’ information system.

Government launches  
new genomics strategy
The government has launched 
a new genomics strategy called 
Genome UK, which sets out how 
it plans to create the world’s most 
advanced genomic healthcare sys-
tem. The strategy aims to use the 
next 10 years to create a genomic 
healthcare system that will be 
underpinned by scientific advances 
to deliver better health outcomes at 
a lower cost.

Subpostmasters still in the 
dark about live Horizon errors
Months after a High Court judge tore 
into the Post Office’s approach to 
branch computer system errors, the 
organisation is not sharing details of 
possible errors with subpostmasters, 
who are also still having difficulty 
contacting the branch support hel-
pline. A recent system error at the 
branch of a subpostmaster saw a 
customer’s withdrawal transaction 
declined, despite the system having 
debited his account.

Police Scotland to set up 
new cyber crime centre
Police Scotland has announced plans 
to improve its cyber crime stance 
with a new strategy that will “adapt 
to the changing nature” of crime, 
recruiting cyber-trained officers 
and establishing a National Centre 
of Excellence. Scotland’s national 
police service said the strategy “rec-
ognises the need to provide reassur-
ance, education and enforcement in 
public, private and digital spaces”.

Skoda Auto transforms 
network infrastructure 
to accelerate growth
Volkswagen Group car manufacturer 
Skoda Auto has upgraded its infrastruc-
ture with campus networking systems. It 
has implemented Extreme’s wired net-
working solutions and software, includ-
ing Extreme Fabric Connect and Extreme 
Management Centre, which includes 
Extreme Analytics, upgrading its backbone 
network at headquarters and simultane-
ously migrating to a virtual infrastructure.

❯Catch up with the latest IT news online
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Government updates 
data ethics framework
The UK’s Government Digital 
Service has released an updated 
data ethics framework for the pub-
lic sector after finding “there was 
little awareness” of the previous 
version across government.

How Covid-19 and green issues 
are shaping enterprise take-up
Google used the first day of the 
Europe, Middle East and Africa 
edition of the Google Cloud Next 
OnAir virtual user conference to 
talk about its sustainability track 
record and the customer momen-
tum it’s seeing.

Steve Miranda: Business model 
changes are driving turn to cloud
Steve Miranda, Oracle’s execu-
tive vice-president for applications 
development, said he believes 
customers changing their business 
models are those most likely to go 
all-in on the supplier’s cloud appli-
cations suite.

VMware partners to accelerate 
enterprise applications
The VMworld 2020 virtual event 
kicked off with VMware announcing 
a collaboration with Nvidia, which 
the two companies hope will deliver 
low-cost accelerated computing for 
the enterprise.

Reckitt Benckiser embarks on 
data-driven marketing overhaul
Reckitt Benckiser has set out plans 
to embark on a data-driven push to 
refine its product marketing strate-
gies with Google Cloud over the 
course of this coming year. The 
UK-based firm specialises in manu-
facturing consumer health products.

Julian Assange would be held in 
‘solitary confinement’ in US jail
The WikiLeaks founder would be 
held in conditions equivalent to soli-
tary confinement if extradited to the 
US. Lawyer Yancey Ellis told the Old 
Bailey that Assange would be held in 
a cell for 22 to 23 hours a day with-
out contact with other inmates. n

NCSC expands its 
schools programme
Schools and colleges in north-east England 
and Northern Ireland can now apply for the 
National Cyber Security Centre’s (NCSC’s) 
CyberFirst Schools certification, in an 
expansion of the initiative that recognises 
first-rate cyber security teaching.

❯ Microsoft to sharpen edge, 5G with Azure for Operators.

❯ UK and US marked down on responsible AI.

❯ NatWest offers online customers free security services.

❯ Blackbaud admits hackers stole banking details.

❯Catch up with the latest IT news online
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The 50 Most Influential Women in IT 2020
Computer Weekly recognises 50 inspirational women who are role models for diversity and success in technology

Computer Weekly has announced the 2020 list of the 
Most Influential Women in UK Technology, including this 
year’s winner, Anne-Marie Imafidon, CEO of Stemettes. 

The list, which is now in its ninth year, was introduced in 2012 
to make female role models in the sector more visible and  
more accessible.

While the original list in 2012 featured only 25 women, it was 
expanded in 2015 to include 50 women, going on to also intro-
duce annual lists of Rising Stars and a Hall of Fame to ensure as 
many women in the sector as possible are given recognition for 
their contribution to the tech community and the advancement of 
diversity and inclusion in the IT industry.

The 2020 winner of the accolade Most Influential Woman in 
UK Technology is Anne-Marie Imafidon, CEO, founder and head 
stemette at social enterprise Stemettes, which aims to encourage 
young women to choose careers in science, technology, engineer-
ing and maths (STEM).

Imafidon has been involved in the STEM sector since she 
was 11 years old and has spent the past seven years developing 
Stemettes alongside various other roles.

In March 2020, Imafidon became charity director of Stemettes 
Futures, a not-for-profit aimed at providing young people with 

STEM experiences and certifications, and providing parents, 
teachers, alumni and volunteers with appropriate resources.

The top 50 were chosen from a longlist of more than 400 
women, with this year being the fourth year the longlist of every 
woman nominated has been published.

1Anne-MArie iMAfidon, Ceo, SteMetteS
Imafidon was 11 when she received an A-Level in comput-

ing, going on to receive a master’s degree in mathematics and 
computer science at the University of Oxford when she was 20.
After several years in technology-based roles for firms such as 
Goldman Sachs, A&M Consult and Deutsche Bank, Imafidon 

WOMEN IN IT
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founded social enterprise Stemettes in 2013 to encourage young 
women to pursue careers in the STEM sector.

As well as hosting the Evening Standard’s Women Tech Charge 
podcast, Imafidon was awarded an MBE in 2017 for her services 
to STEM, and is a trustee of the Institute for the Future of Work. 

In September 2020, Imafidon joined the Hamilton Commission, 
a research project set up by race car driver Lewis Hamilton to help 
find and break down barriers to recruitment for black people in 
UK motorsport. Imafidon appeared on Computer Weekly’s Rising 
Stars list in 2014.

2Cindy roSe, Ceo, MiCroSoft UK
Rose has been CEO of Microsoft in the UK since 2016, and 

is responsible for the firm’s product, service and support offer-
ing across the region. 

Previously, Rose worked in senior roles across the technology 
and digital sectors, at firms such as Vodafone, Virgin Media and 
Disney’s Interactive Media Group. In early 2019, she was awarded 
an OBE for services to UK technology.

3tAbithA GoldStAUb, Co-foUnder, CoGnitionX; 
ChAir of GovernMent’S Ai CoUnCil

Goldstaub is the co-founder of CognitionX, a platform and net-
work that helps to accelerate the adoption of artificial intelli-
gence (AI) and data-driven systems. 

She is a serial entrepreneur and has worked with organisations 
such as Founders4Schools and Teens in AI. She is the chair of the 
government’s AI Council and a board member of TechUK.
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1.  Anne-Marie Imafidon
2.  Cindy Rose
3.  Tabitha Goldstaub
4.  Elizabeth Denham
5.  Flavilla Fongang
6.  Sarah Wilkinson
7.  Sarah Luxford
8.  Sarah Burnett
9.  Trudy Norris-Grey
10. Sue Daley

WOMEN IN IT

http://www.computerweekly.com
https://www.computerweekly.com/photostory/2240223722/Rising-Stars-2014-Most-Influential-Women-in-UK-IT/2/Anne-Marie-Imafidon-enterprise-collaboration-strategist-and-head-stemette-Deutsche-Bank-and-Stemet
https://www.computerweekly.com/photostory/2240223722/Rising-Stars-2014-Most-Influential-Women-in-UK-IT/2/Anne-Marie-Imafidon-enterprise-collaboration-strategist-and-head-stemette-Deutsche-Bank-and-Stemet
https://www.computerweekly.com/news/252464952/Culture-secretary-Wright-hails-Tech-Nation-AI-growth-programme-at-CogX


computerweekly.com 6-12 OctOber 2020 6

Home

News

Computer Weekly’s 
2020 list of the 50  
Most Influential  
Women in UK Tech

Meet five more women 
who have earned a  
place in the Computer 
Weekly Hall of Fame

Five women with  
an influential future  
in technology hailed  
as Rising Stars

The UK’s 2020 Most 
Influential Woman 
in Tech, Anne-Marie 
Imafidon, on why talk is 
no use without action

Editor’s Comment

A buyer’s guide to 
supply chain resilience

Getting physical with 
datacentre security

How AI can help  
storage management

Downtime

4elizAbeth denhAM, inforMAtion CoMMiSSioner, iCo
In her role as information commissioner, Denham leads 

the office that deals with the Data Protection Act 2018 – the 
UK’s implementation of the EU’s General Data Protection  
Regulation (GDPR). Before becoming information commis-
sioner, Denham was the information and privacy commissioner 
for British Columbia, Canada, responsible for compliance with 
public and private sector privacy legislation and access to infor-
mation law. In 2018, she was awarded a CBE for services to 
information protection.

5flAvillA fonGAnG, MAnAGinG direCtor, 3 ColoUrS 
rUle; foUnder, tlA blACK WoMen in teCh

Fongang founded experiential branding and marketing agency 
3 Colours Rule in 2008 to provide services in brand awareness, 
development and design. As well as being a serial entrepreneur 
and speaker, she is the founder of the Tech London Advocates 
Black Women in Tech group and a brand advisor for the BBC. 
Fongang is also a podcaster, a board member of TechUK and an 
entrepreneurship expert with the Entrepreneurship Centre at the 
Saïd Business School at the University of Oxford.

6SArAh WilKinSon, Ceo, nhS diGitAl
Wilkinson was appointed CEO of NHS Digital in 2017, 

before which she was chief technology officer (CTO) at the 
Home Office, where she led many critical IT systems support-
ing UK borders and policing. Prior to her roles in the public sec-
tor, Wilkinson had many jobs in the finance industry, including 

managing director and head of corporate systems technology 
at Credit Suisse, as well as various IT roles at HSBC, UBS and 
Deutsche Bank. She’s a non-executive director of NatWest 
Markets and King’s College London.

7SArAh lUXford, direCtor, GlobAl reSoUrCinG; Co-
foUnder of tlA WoMen in teCh

Luxford is director at Global Resourcing, and previously worked 
to help firms find talent as part of her role with Nexec. Previously 
a Computer Weekly Rising Star, Luxford is a co-lead of Tech 
London Advocates’ women in tech group and was co-founder 
of Croydon Tech City, one of the fastest-growing tech clusters 
in the capital.

8SArAh bUrnett, pArtner, eMerGenCe pArtnerS; 
ChAir, bCS WoMen

Burnett is a founding partner at management consultant firm 
Emergence Partners where she is head of technology immer-
sion and insights. Prior to this, she was an executive vice-
president and distinguished analyst at Everest Group, where 
she used her skills to lead the group on global service deliv-
ery automation research and European practice across its 
global services research areas. Before joining Everest Group, 
Burnett was vice-president of research at Nelson Hall, cov-
ering areas such as infrastructure, IT outsourcing, cloud and 
government business process outsourcing. Burnett is now 
chair of BCSWomen and in 2017 launched the BCSWomen  
AI Accelerator.

WOMEN IN IT
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9trUdy norriS-Grey, ChAir of WiSe
Norris-Grey’s career has been focused on 

technology and digital transformation across 
firms such as BT, Sun Microsystems, Oracle and 
Eastman Kodak, where she held senior executive 
posts. She is now chair of WISE (Women in Science, 
Engineering and Technology) and until 2019 was 
global managing director of local regional govern-
ment, smart cities and connected infrastructure for Microsoft in 
Seattle, US, followed by a role as deputy CEO of enterprise and 
global partnerships at AXA.

10SUe dAley, ASSoCiAte direCtor of  
teChnoloGy And innovAtion, teChUK

Daley leads TechUK’s work on cloud, data, analytics and AI and 
has been recognised in the UK Big Data 100 as a key influencer 
in driving forward the big data agenda. Before joining TechUK in 
January 2015, she was responsible for Symantec’s government 
relations in the UK and Ireland.

11CArrie Anne philbin, direCtor of edUCAtion, 
rASpberry pi foUndAtion

Philbin has several responsibilities within the Raspberry Pi 
Foundation, including leading strategy, continuing profes-
sional development programmes and learning resources. Her 
various board member and chair roles are all aimed at mak-
ing computer science more accessible for everyone. She is 
also a YouTuber, writer and secondary-level computing and 

ICT teacher, and was one of Computer Weekly’s 
2016 women in tech Rising Stars.

12Anne boden, Ceo, StArlinG bAnK
Boden founded Starling Bank in 2014, 

where she is now CEO and a member of its board 
of directors, with the aim of creating a bank as 
focused on customer experience as possible. She 

has a history in financial services, having previously worked for 
both Allied Irish Bank and RBS, and has just released a book, 
The Money Revolution, which aims to help people manage their 
money in a digitally driven world.

13AbAdeSi oSUnSAde, foUnder And Ceo,  
hUStle CreW

Osunsade founded career development community Hussle Crew 
in 2016 to help under-represented groups advance their tech 
careers, where she is now CEO. She holds several roles aimed 
at advancing diversity in the technology sector, including vice-
president of global community and belonging at Brandwatch, scout 
at Ada Ventures and advisory board member for Your Startup your 
Story (YSYS). She is also co-host of the Techish podcast.

14helen Milner, Chief eXeCUtive,  
Good thinGS foUndAtion

Milner is founder and CEO of not-for-profit the Good Things 
Foundation (formerly the Tinder Foundation) which aims to 
help the digitally excluded become comfortable using digital 

WOMEN IN IT

❯Read our interview  
with last year’s Most  

Influential Woman in Tech:  
Debbie Forster, CEO of  

Tech Talent Charter
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and online technologies. Milner was previously a 
specialist government adviser of digital engage-
ment for the Public Accounts Committee, and 
was awarded an OBE in 2015 for services to digi-
tal inclusion.

15Jo tWiSt, Ceo of UKie
Twist is CEO of UKIE, the games industry 

trade body that aims to make the UK the leader in games and 
interactive entertainment. Twist was previously commissioning 
editor for education at Channel 4, and was multi-platform com-
missioner of entertainment and Switch for the BBC in the early 
2000s. In 2016, she received an OBE for her contribution to the  
creative industries.

16JAnet Coyle, MAnAGinG direCtor bUSineSS, lon-
don & pArtnerS

Coyle holds several roles, including leading the business activ-
ity for London & Partners, being a non-executive director for 
email signature management software Rocketseed, and acting 
as co-chair for the Tech London Advocates Scale Up Group. She 
is also a trustee for charity Founders4Schools.

17nAoMi tiMperley, interiM ChAir, fUtUre 
everythinG; Co-foUnder, teCh north AdvoCAteS

Timperley is the co-founder and director of Tech North 
Advocates, a collection of tech experts aimed at growing the 
tech sector outside of the London bubble. She is also currently 

the interim chair at FutureEverything, whose aim 
is to ensure that as technology progresses, digital 
tech and services are developed with everyone in 
mind. Previously a Computer Weekly women in 
technology Rising Star, Timperley is a freelance 
consultant, non-executive director and consultant 
at innovation agency Alt Theory, and chair of the 
Salford Business School Industry Advisory Board.

18SUKi fUller, foUnder, MiribUre
Fuller founded Miribure in 2015. The company uses data 

gathering and analytics to promote strategic decision-making 
in firms. She is focused on increasing the number of women in 
the venture capital space through her work as founding ambas-
sador of the FiftyFiftyPledge, and is co-founder of incubator and 
accelerator Salaam Ventures, which focuses on assisting ethical 
startups, where she was CEO until 2019. Fuller is on the advisory 
board for Tech London Advocates, is a mentor ambassador and 
co-lead for TLA women in tech, and is a committee member for 
the TLA Black Women in Tech group.

19rioCh edWArdS-broWn, foUnder,  
So yoU WAnnA be in teCh?

Edwards-Brown is an entrepreneur and founder of not-for-profit 
So You Wanna Be on TV? She began So You Wanna Be on TV? 
as a community outreach programme after her son was shot and 
stabbed at school. Edwards-Brown uses the platform to tackle 
the lack of diversity and social mobility in TV by providing free 

WOMEN IN IT

❯More than 400 women  
were put forward as  

deserving of a place in this 
year’s top 50. See the full  
list of nominations here.
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employability skills through partnerships between TV, brands, 
corporates and the local community. Based on this model, she 
launched So You Wanna Be In Tech? in 2016.

20AliCe bentinCK, Co-foUnder, entrepreneUr firSt
Bentinck is the co-founder of Entrepreneur First, a 

firm focused on supporting technology startups from around 
Europe. As part of the Entrepreneur First initiative, Bentinck 
also co-founded Code First: Girls, an organisation that provides 
part-time coding courses across university campuses. She was 
on the advisory board of Founders4Schools for two years, is on 
the computer science department industrial liaison board for 
Imperial College London, and is part of the government’s UK AI 
Council. Bentinck appeared on Computer Weekly’s Rising Stars 
list in 2014.

WOMEN IN IT

21Anne MArie neAthAM, CoMMerCiAl direCtor 
for the offiCe of the Cto, oCAdo teChnoloGy

Neatham has had a long career in the technology sector, start-
ing as a software engineer in software and retail firms around 
the world. She’s now the commercial director in the office of 
the CTO at Ocado Technology. To encourage more girls into 
STEM, Neatham believes exposure to technology education from 
a young age is essential, and as such is involved with the Code 
for Life Rapid Router game and resources which teach coding 
through games.

22hAyAAtUn SilleM, Ceo,  
royAl ACAdeMy of enGineerinG

Sillem previously held roles as CEO and director of strategy, 
director of programmes and fellowship, and head of interna-
tional activities at the Royal Academy of Engineering, being 
appointed its CEO in 2018. She is the commissioner and chair 
of the expert stakeholder’s panel for Made Smarter UK, chair of 
judges for the St Andrews Prize for the Environment, and a trustee 
of EngineeringUK.

23dUpSy AbiolA, heAd of GlobAl innovAtion, 
internAtionAl AirlineS GroUp

A former barrister, Abiola is the head of global innovation at 
International Airlines Group, where she works on the digi-
tal transformation team. A serial entrepreneur, Abiola is on 
the Global Future Council regarding mobility for the World 
Economic Forum, is an advisor and entrepreneur in residence 

http://www.computerweekly.com
https://www.computerweekly.com/blog/WITsend/Entrepreneur-First-and-Code-First-Girls
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for Beast Ventures, and an advisory board member for F-Lane 
Global Social Impact Accelerator for Female Founders.

24ShAron Moore, Cto for pUbliC SeCtor,  
ibM UK

Moore is CTO for public sector at IBM UK and has worn many 
hats during her 18 years at the firm, including leading on technol-
ogy for its transport and travel department, and leading on digital 
engagement for the firm in the UK. Moore is also a non-execu-
tive director for Censis – Innovation Centre, a board member of 
Scotland Women in Technology, and deputy chair of BCSWomen.

25Jeni tenniSon, viCe-preSident And Chief StrAt-
eGy AdviSer, open dAtA inStitUte

Tennison’s career has been focused on the collection and use of 
data, having been a technical architect and lead developer for 
Legislation.gov.uk, a member of the Open Data User Group, and 
an executive director for Open Addresses UK, as well as her pre-
vious position as CEO of not-for-profit the Open Data Institute. 
She’s now the ODI’s vice-president and chief strategy adviser.
In 2014, Tennison was awarded an OBE for services to technol-
ogy and open data. n

WOMEN IN IT

Most Influential Women in IT: 26-50
26. Caroline Dinenage, digital minister
27. Sana Khareghani, head of UK government’s Office for AI
28. Edwina Dunn, chairperson, Starcount
29. Pip Jamieson, founder and CEO, The Dots
30. Liz Williams, CEO, FutureDotNow
31. Sarah Turner, CEO and co-founder, Angel Academe
32. Priya Guha, venture partner, Merian Ventures
33. June Angelides, venture capitalist, Samos Investments
34. Bethany Koby, CEO and co-founder, Technology Will Save Us
35. Elena Sinel, founder, Acorn Associates and Teens in AI
36. Check Warner, co-founder, Diversity VC
37. Marta Krupinska, head of Google for Startups UK
38. Poppy Gustafsson, CEO, Darktrace
39. Sheree Atcheson, director of diversity, Peakon
40. Carly Kind, director, Ada Lovelace Institute
41. Abbie Morris, CEO and co-founder, Compare Ethics
42. Neeta Patel, CEO, Centre for Entrepreneurs
43. Sophie Deen, CEO, Bright Little Labs
44. Rebecca George, managing partner, Deloitte
45. Indra Joshi, director of AI, NHSX
46. Joanna Davinson, chief digital officer, Home Office
47. Marija Butkovic, founder and CEO, Women of Wearables
48. Eileen Jennings-Brown, head of technology, Wellcome Trust
49. Kriti Sharma, vice-president product, GfK
50. Helen Wollaston, former CEO, WISE

❯Click here to view full biographies online.

Computer Weekly would like to thank our 
Diversity & Inclusion event partners at tech 
recruitment firm Spinks for their support.
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HALL OF FAME

Influential Women in UK Tech: Hall of Fame 
Computer Weekly reveals five more women who have earned a place in its Most Influential Women in UK Tech  
Hall of Fame, which showcases successful female IT leaders for their commitment and contribution to the industry

Computer Weekly is delighted to announce the 2020 addi-
tions to its Most Influential Women in UK Tech Hall of 
Fame. Each year, when Computer Weekly announces its 

list of the 50 Most Influential Women in UK Tech, it also chooses 
women who’ve had a lasting career in technology and have made 
a lifetime contribution to the sector to add to its Hall of Fame.

The aim of each of these lists is to make great women in the sec-
tor visible as industry role models.

Introduced in 2015, the Hall of Fame gives Computer Weekly’s 
judges the chance to introduce more entrants to the top 50 list as 
emerging role models. Previous winners of the Most Influential 
Women in UK Tech list also earn a place in the Hall of Fame.

This year, we are proud to recognise the achievements of five 
new members of the Hall of Fame.

debbie forSter, Ceo, teCh tAlent ChArter
The 2019 winner of Computer Weekly’s list of the Most 
Influential Women in UK Tech, Debbie Forster, CEO of govern-
ment-backed initiative Tech Talent Charter (TTC), is a long-
standing advocate of diversity and inclusion in the tech sector. 
The Tech Talent Charter, which is aimed at “connecting the dots” 

between diversity and inclusion initiatives in the tech sector to 
increase the number of underrepresented groups working in 
tech, recently called for a shift in focus away from getting more 

women into the sector, and towards improving diversity in the 
industry more widely.

Alongside her work at TTC, Forster is also a diversity board 
member for the Institute of Coding, an advisory board member 
for Barcelona Digital Talent, a mentor for We in Social Tech, a 
board trustee for the British Council, a member of the Digital 
Economy Council, and director at consultancy Novel Design.

Debbie Forster is Ceo 
oF teCh talent Charter 
anD an aDvoCate oF 
Diversity anD inClusion 
in the teCh seCtor

http://www.computerweekly.com
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HALL OF FAME

Starting her career as an English teacher and then school head-
teacher, prior to TTC, Forster was co-CEO for student-focused ini-
tiative Apps for Good, as well as heading up education for e-skills 
UK. In 2017, Forster received an MBE for digital innovation, and 
was named WISE woman of the year in 2016.

eileen bUrbidGe, pArtner, pASSion CApitAl
Frequently appearing on Computer Weekly’s list of the Most 
Influential Women in UK Tech over the past five years, Eileen 

Burbidge is a partner at London-based venture capital (VC) firm 
Passion Capital, where she offers experience gained from vari-
ous tech roles throughout her career, as well as by serving as a 
non-executive director for many small and growing businesses, 
such as Monzo.

Her career in technology has spanned 15 years and includes roles 
at companies such as Yahoo!, Skype, PalmSource, Openwave, Sun 
Microsystems and Apple.

Alongside her role at Passion Capital, Burbidge is the special 
envoy for fintech for HM Treasury, a non-executive director at 
Dixons Carphone, and a co-founder/startup angel and advisor for 
White Bear Yard.

Until recently, she was the chair of Tech Nation, and was previ-
ously a member of the Prime Minister’s business advisory group.

MArGAret roSS, eMeritUS profeSSor of SoftWAre 
qUAlity, SoUthAMpton Solent UniverSity
Originally on track to become a secretary, Margaret Ross, a 
professor at Southampton Solent University, went on to gain 
degrees in mathematics, which eventually led her to program-
ming and computing.

Though she’s semi-retired, alongside her work at Southampton 
Solent she is involved in the BCS in roles including as a member of 
council, chair of the Hampshire branch, and vice-chair of quality 
and e-learning specialist groups, and is a part of BCSWomen.

In 2009, Ross was awarded an MBE for services to education.

eileen burbiDge is a 
partner at passion 
Capital where she 
oFFers experienCe gaineD 
From various teCh roles

although semi-retireD, 
margaret ross is a 
proFessor at southampton 
solent university anD is 
involveD in the bCs
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HALL OF FAME

niColA MendelSohn, viCe-preSident eMeA, fACebooK
Nicola Mendelsohn has been vice-president of Europe, Middle 
East and Africa operations at Facebook since 2013, where she 
focuses on growth areas in the region.

As well as her role at Facebook, Mendelsohn is a chairperson 
for the Follicular Lymphoma Foundation, non-executive director of 
consumer goods firm Diageo and co-president of charity Norwood, 
which supports people with learning disabilities and autism.

Previously, she acted as industry chair of the Creative Industries 
Council and a director of the Women’s Prize for Fiction.

Mendelsohn has had a long career in technology, as well as 
advertising and marketing in roles such as executive chairman 
and partner at the Karmarama advertising agency.

In 2015, she was awarded a CBE for services to the 
creative industry.

niCola menDelsohn is 
viCe-presiDent oF emea 
operations at FaCebook 
anD was awarDeD a 
Cbe For serviCes to the 
Creative inDustry in 2015

Existing Hall of Fame members (part 1 of 2)

Amali de Alwis is UK managing director of Microsoft for 
Startups, before which she was CEO of Code First: Girls.

Kate Russell is a frequent events speaker and works with 
organisations to attract young people to roles in tech.

Kathryn Parsons founded coding school Decoded in East 
London “with a mission to teach code in a day”.

Maggie Berry is executive director for Europe at WECon-
nect International and an advocate for diversity in tech.

Max Benson and Karen Gill launched Everywoman in 
1999 as an online community for women across the UK.

Chi Onwurah is MP for Newcastle upon Tyne Central  
and shadow minister for digital, science and technology. 

Hannah Dee is an infosec and databases lecturer at 
Aberystwyth University. 

Sarah Wood founded global advertising marketplace 
Unruly, where she was CEO until it was acquired in 2015. 

Sherry Coutu is a serial entrepreneur, having been a 
founder of Founders4Schools, Workfinder and others. 

http://www.computerweekly.com
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HALL OF FAME

SheilA flAvell, Chief operAtinG offiCer, fdM GroUp
A member of the tech sector for 30 years, Sheila Flavell was 
appointed chief operating officer of IT services firm FDM Group 
in 2008, and is an executive board director of the firm where she 
spearheads FDM’s Global Women in Tech campaign and FDM’s 
Getting Back to Business programme, aimed at providing oppor-
tunities for returners to work.

She is a non-executive director of TechUK, a chairperson for 
the Institute of Coding Industry Advisory Board, and is frequently 
called to advise government committees on various issues, espe-
cially around the digital skills gap.

She won Leader of the Year at the Everywoman in Technology 
Awards in 2012, and in 2019 was awarded a CBE for services 
to gender equality in IT and the employment of graduates 
and returners. n

sheila Flavell is Coo 
oF it serviCes Firm 
FDm group anD was 
awarDeD a Cbe For 
serviCes to genDer 
equality in it last year

Existing Hall of Fame members (part 2 of 2)

Gillian Arnold is managing director of IT recruitment  
firm Tectre, which aims to support women in tech roles.  

Maggie Philbin is founder of TeenTech and spent many 
years reporting on STEM subjects for TV and radio. 

Jacqueline De Rojas is president of two companies  
and non-executive director of several more. 

Joanna Shields is CEO of BenevolentAI, which aims to 
train computers to change how medicine is developed. 

Jane Moran is global CIO at Unilever, an active participant 
in the IT community, and an advocate for leadership skills.

Martha Lane Fox is co-founder of Lastminute.com  
and promotes diversity in the IT industry.

Stephanie ‘Steve’ Shirley developed a “software house” 
for female freelance programmers in 1962.

Sue Black campaigned to stop the historic Bletchley Park 
from falling into disrepair, following up with a book.

Wendy Hall holds positions at University of Southamp-
ton, and has held prominent roles in the STEM sector.

http://www.computerweekly.com
https://www.computerweekly.com/feature/Interview-Dame-Stephanie-Steve-Shirley-scared-silly-by-Brexit
https://www.computerweekly.com/feature/Interview-Dame-Stephanie-Steve-Shirley-scared-silly-by-Brexit
https://www.computerweekly.com/opinion/Saving-Bletchley-Park-the-women-of-Station-X
https://www.computerweekly.com/opinion/Saving-Bletchley-Park-the-women-of-Station-X


computerweekly.com 6-12 OctOber 2020 15

Home

News

Computer Weekly’s 
2020 list of the 50  
Most Influential  
Women in UK Tech

Meet five more women 
who have earned a  
place in the Computer 
Weekly Hall of Fame

Five women with  
an influential future  
in technology hailed  
as Rising Stars

The UK’s 2020 Most 
Influential Woman 
in Tech, Anne-Marie 
Imafidon, on why talk is 
no use without action

Editor’s Comment

A buyer’s guide to 
supply chain resilience

Getting physical with 
datacentre security

How AI can help  
storage management

Downtime

RISING STARS

Five women with an influential future in IT
Computer Weekly reveals five Rising Stars for 2020 as part of its Most Influential Women in UK Tech awards

Computer Weekly has announced this year’s female Rising 
Stars of the technology sector, as chosen by the judges of 
this year’s list of the Most Influential Women in UK Tech.

Each year, several Rising Stars are selected for their growing 
contribution to technology and diversity in the tech agenda. Their 

dedication is likely to make them future candidates for the top 50 
list. By shining a light on these women, Computer Weekly hopes 
it can increase the number of visible and accessible role models 
in the tech sector to encourage others from under-represented 
groups to pursue a career in technology. n

Introducing Computer Weekly’s 2020 Rising Stars

Deborah Okenla, founder and CEO, Your Startup, Your Story (YSYS)
Okenla founded Your Startup, Your Story (YSYS), where she is currently CEO, in 2017 to act as a community for 
startup founders and to help make talent in the startup ecosystem more diverse. She is an advisory panel member 
for IT services firm AND Digital, and an advisory board member for not-for-profit Coders of Colour. 

Noor Shaker, founder and CEO, Glamorous.AI
Shaker is a serial entrepreneur, founding biotech company GTN in 2017 where she was CEO for two years, founding 
healthcare artificial intelligence consultancy Phenogeneca in 2019, and becoming founder and CEO of biotech ser-
vices company Glamorous.AI in 2020. Previously, Shaker was a machine learning specialist for Unsilo.

continued on page 16...
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RISING STARS

Introducing Computer Weekly’s 2020 Rising Stars

Charlene Hunter, founder, Coding Black Females
Hunter founded Coding Black Females in 2017 to help black female software developers meet each other and 
network. Alongside her work at Coding Black Females, Hunter is a software developer herself. Currently lead soft-
ware engineer at Made Tech, Hunter has also held roles as senior software developer, lead Java developer, app 
developer and technical consultant at various firms.

Yi Luo, global head of expansion at Earnd, a Greensill company
Luo is currently the global head of strategy and expansion at Earnd, the business-to-customer division of financ-
ing firm Greensill. She has been an angel investor for various companies and is a business mentor at L Marks. Luo 
was the founding chief strategy officer of FreeUp.io, which was acquired by Greensill in 2019, where she went on to 
become head of strategy.

Heather Black, CEO and founder, Supermums
Black had several different consultancy roles spanning different sectors before she became the  
managing director and Salesforce consultant for Economic Change CIC. In 2016, she founded and became  
CEO of Supermums, a social enterprise that helps mothers to gain skills in Salesforce to help them re-enter  
the workplace.

...continued from page 15
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Talking is a good place to start, but action is needed when 
it comes to giving more black people the opportunity 
to work in tech, says Anne-Marie Imafidon, founder 
and CEO of social enterprise Stemettes and this year’s 

Computer Weekly Most Influential Woman in UK Tech.
When asked about the theme of the 2020 Computer Weekly 

and Spinks diversity in tech event – promoting advocacy and sup-
porting under-represented groups in tech – Imafidon says the 
current focus on Black Lives Matter (BLM) following the murder 
of George Floyd in the US has been “frustrating” because many 
people are asking to be educated or are being vocal about sup-
porting the campaign, but without intent to act and change things 
for the better going forward.

“There are lots of things that you only want to talk about if it’s a 
safe space, and actually if you know something is going to be done, 
because otherwise it’s just empty words,” says Imafidon. “Talking 
is fine, education and understanding is obviously needed, but the 
number one thing needs to be action and genuine advocating.”

Black representation in tech
When it comes to diversity in the technology sector, the num-
ber of black people in tech roles is small – research from BCS 
recently found that those from a black, African, Caribbean or 
black British background make up only about 2% of the UK 
technology industry.

Imafidon says she has been hesitant to talk about under-
representation of black people in tech because of fear of being a 
“token black” or “rent-a-black” voice, especially when she can’t 

Talk is no use wiThouT acTion
The Black Lives Matter movement has led to a lot of statements  

from tech companies, but action is what matters, Anne-Marie Imafidon, 
this year’s Most Influential Woman in UK Tech, tells Clare McDonald

INTERVIEW

home
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be sure that conversations would then be followed 
up by positive and affirmative action.

“It’s been frustrating for me in this position,” she 
says. “The Black Lives Matter prominence we’ve 
seen this year has been more frustrating than not. 
Partly because I’ve always been black, it’s not a 
new thing that happened this year. So for me, it’s 
not been something that I’ve been able to explore 
in front of others or have serious conversations with people on 
before this point.

“In some spaces, we’ve spoken about it so much and for so long 
that we’ve ended up getting to a point of paralysis, so I’m actually 
stepping back from a lot of these conversations at the moment 
because it’s people just wanting to talk.”

Despite people wanting to educate themselves and firms vow-
ing to do better, Imafidon says there have still been companies 
advertising for senior or board positions without including black 
candidates in their first interview round, or people running all-
white panels at events.

“What are we doing?” she says. “Who are you hiring? Who are 
you promoting? Who are you listening 
to? Who are you valuing? Who do you 
have in your supply chain?”

Imafidon also claims there is more of 
a pattern of “putting your money where 
your mouth is” in the US in response to 
a lack of black people in tech than she 
has seen in the UK, where instead she 

has seen grants for black-led companies suddenly 
appear almost as a knee-jerk response where no 
action was being taken before.

“Talk is great, but where’s the action? What are 
we committing to do?” she says.

the importance of stem
Imafidon has been involved in the science, tech-

nology, engineering and maths (STEM) sector since she became 
the youngest girl to pass A-level computing aged 11, eventually 
taking tech roles at firms such as Deutsche Bank and Goldman 
Sachs, before founding Stemettes in 2013 to encourage young 
women and non-binary people to take an interest in STEM.

Building on her work at Stemettes, the social organisation has 
launched a charity, Stemettes Futures, which aims to provide 
young people with STEM experiences and qualifications, as well 
as providing STEM resources for parents and teachers.

But Stemettes is not Imafidon’s only project. As well as being 
a board member of the Department for Digital, Culture, Media 
and Sport (DCMS) digital skills partnership, an advisory coun-

cil member for the British Library and a 
council member for the Royal College of 
Art, in September 2020 she announced 
she was joining the commission set 
up by Formula One racing driver Lewis 
Hamilton to increase the represen-
tation of black people in STEM and 
motor-sport. Part of her role as one of 

INTERVIEW

❯People need to be more 
clued up on inclusion, said 

Debbie Forster, 2019 winner 
of Computer Weekly’s Most 

Influential Woman in UK Tech. 

“talk is great, but  
where’s the aCtion? what 
are we Committing to Do?”

Anne-MArie iMAfidon, SteMetteS
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14 commissioners is to guide the state-of-play report due to be 
released soon, and providing guidance and suggestions on how 
to increase black representation in motorsport and engineering.

“Here’s somewhere we can make a big impact and move the 
needle quite a lot on this aspect of diversity in STEM,” she says.

Pointing out that roles in motorsport are “essentially engineer-
ing”, Imafidon says it could also be a good way to encourage peo-
ple into STEM roles, both because racing can be used as a “hook” 
to reel those interested in the sport into STEM roles, and also 
because a role in motorsport could act as a stepping stone for a 
career in engineering or tech.

“If motorsport is something we can use as a hook or beacon for 
people to see what that maths lesson or that physics GCSE or that 
A-level in computing or that degree in engineering can lead you to 
be part of, but also all these other things, then why not?” she says.

But if the tech sector wants to encourage more diverse talent 
to pursue roles, Imafidon says it “can’t do it alone” and should 
draw more on tech-based roles outside the sector in industries 
that appeal to people, such as TV or sport, to “show the power 
of tech through another medium”. She adds: “It can be one of the 
sugars that help the medicine go down.”

But of all the work she has done, including being on boards, 
commissions and professorships, Imafidon says Stemettes is one 
of the most rewarding. 

“I know it’s important and, as a woman of influence, I do need 
to be in those spaces, and I do need to be asking the right ques-
tions, and it’s a nice, systemic way to try to influence some kind 
of change,” she says. “There’s nothing more rewarding than 

INTERVIEW
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Anne-Marie Imafidon is 
joining the commission 
set up by racing driver 
Lewis Hamilton to 
increase representation 
of black people in STEM 
and motorsport
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actually impacting the lives of young women and non-binary young  
people directly.”

During the summer, Stemettes’ usual in-person events were 
disrupted by the coronavirus pandemic, so the social enterprise 
ran online events for four weeks, including certifications, projects 
and sessions with role models, reaching hundreds of women and 
non-binary young people.

Imafidon is seeing the results of this already, hearing stories 
from children and parents about 
new ambitions to study computing, 
renewed confidence going into sec-
ondary school, or even a note from 
one parent saying the sessions helped 
her daughter feel “like a normal girl” 
amidst a difficult home situation. “It’s 
things like that – there’s nothing more 
fulfilling than that,” says Imafidon.

Often, people who have taken part 
in Stemettes events then go on to vol-
unteer for the organisation in the future, acting as role models for 
those younger than them and taking “responsibility as women in 
tech when they grow older”. Imafidon adds: “It’s very rewarding 
because it’s very easy to see your legacy.”

Many claim that young women often avoid the tech sec-
tor because of a lack of visible role models, with some young 
women even saying they want more encouragement from 
women already in the sector. Imafidon is host of the Women 
Tech Charge podcast for the Evening Standard – now in its third 

season – in which she interviews women in the tech sector, shar-
ing the life and career stories of notable women in tech.

While it is important to make role models more visible to break 
down stereotypes and help young people see others like them in 
the sector, it is also important to make sure role models are acces-
sible, and Imafidon says one of the good things about the podcast 
is that it makes it clear there is a huge amount of diversity even 
within the group labelled “women in tech”.

“When we talk about tech and tech 
role models, we probably focus a bit 
too much on ‘she’s a woman, she’s a 
woman in tech’,” she says. “We need 
to try to unpick that, and say this is a 
woman who started off in a traditional 
technical journey, or this is a woman 
who didn’t and was a lawyer and a 
mother, so she’s ended up coming to 
tech from being a working mum.

“It’s been really nice to talk and learn 
the stories behind the scenes to show that even when we say 
something like ‘women in tech’, often we have this big banner and 
we kind of assume that it’s the same kind of people in that group, 
when actually, as women, we’re as diverse as any other group.”

Imafidon has hope for the future of the tech sector because she 
can “see the next generation” of tech workers in the girls and non-
binary young people she trains through Stemettes. “They’re ready 
to come for those positions and they’re not going to take any  
rubbish,” she says. n

INTERVIEW

“there’s nothing more 
rewarDing than impaCting the 

lives oF young women anD non-
binary young people DireCtly”

Anne-MArie iMAfidon, SteMetteS
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Allyship is a doing word, so take action

When, in early 2020, we chose the theme of “Promoting advocacy – supporting under-represented groups in tech” for this 
year’s Computer Weekly diversity and inclusion event, little did we know how relevant that theme would turn out to be. The 
coronavirus outbreak has plunged the world into uncertainty, leaving many fearing for their jobs and their lives. Technology 

has become an even more important part of people’s lives, people’s mental health has been negatively impacted, and those from black, 
Asian and minority ethnic backgrounds in the UK have been disproportionately affected by Covid-19 at a time when the Black Lives 
Matter (BLM) movement is highlighting there is still not equity for black people inside or outside the tech sector. 

There has been an outpouring of response to both the BLM campaign and the 
coronavirus, including statements of support for BLM and for those struggling 
in the pandemic. But, as pointed out by speakers at this year’s event, as well as 
this year’s Most Influential Woman in UK Tech, Anne-Marie Imafidon, allyship 
is a verb. To use Imafidon’s own words: “Talking is fine, education and under-
standing is obviously needed, but the number one thing needs to be action.”

Allyship is a word new to some – it is the practice of actionably learning about 
and supporting marginalised groups when you yourself are in a position of privilege. Ensure your words are followed by actions. Everyone 
can start by making small changes to show support and understanding for others, whether at work or in our personal lives. 

This year’s Computer Weekly diversity and inclusion in tech event, run in partnership with recruitment firm Spinks, saw speakers 
explain how those in the sector can be better allies to those who are black, to women, to those who are neurodiverse, to the LGBTQ+ 
community, to those struggling with their mental health and to those with disabilities. Suggestions such as educating yourself on the 
challenges faced by others, using pronouns in email signatures, challenging our own biases, speaking up for others, and being prepared 
to feel uncomfortable while doing so were just a few of those made by this year’s speakers which we can action straight away. 

Our event might be over until next year, but our role as allies to under-represented groups in the tech sector is not. The time to start 
advocating for those around you is now. n

Clare McDonald, business editor

❯Read the latest Computer Weekly blogs.
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E arlier this year, Deloitte questioned whether coronavirus 
would become a “black swan” event that finally forces 
many companies, and entire industries, to rethink and 
transform their global supply chain model.

As Deloitte points out in its analysis of the risks, businesses 
have, for many years, focused on supply chain optimisation to 
slash costs, lower inventory levels and drive up asset utilisation. 
The effect of these measures, according to Deloitte, is that they 
have removed buffers and flexibility to absorb disruptions. 

“Covid-19 illustrates that many companies are not fully aware 
of the vulnerability of their supply chain relationships to global 
shocks,” the company writes.

supply chain inefficiencies and disruptions
Looking at the effects of the coronavirus, in the second quar-
ter of 2020, McKinsey surveyed 60 senior supply chain execu-
tives from across industries and geographies, asking them about 
the impact of the pandemic on their operations and their future 
plans to make supply chains far more flexible and agile.

The study found that 73% of the businesses surveyed encoun-
tered problems in their supplier base, and 75% faced problems 
with production and distribution. In the food and consumer goods 
industries, 100% of respondents said they had experienced pro-
duction and distribution problems, and 91% had problems with 
suppliers, according to McKinsey.

The research found that 85% of the people surveyed had strug-
gled with inefficient digital technologies in their supply chains. 
While half of the executives surveyed felt they had been able to 

how The supply chain
is handling covid-19

Cost-cutting habits have left supply chains
chasing their tails in the wake of the

pandemic. Cliff Saran takes a
look at how they’re coping
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manage supply chain planning following the abrupt introduction 
of remote working, McKinsey notes that 48% said the changes 
had slowed down decision–making in planning.

lessons from the pandemic
Many firms have already shown their ability to adjust their sup-
ply chains significantly during the pandemic. 

For instance, a number of distilleries switched production to 
make alcohol-based hand sanitisers, which saw a huge peak in 
demand when the public was advised to wash their hands regu-
larly. The VentilatorChallengeUK Consortium is another example. 
Here, UK industrial, technology and engineering businesses span-
ning aerospace, automotive and medical sectors collaborated to 
meet the national requirement for more ventilators. 

Accenture acted as the technology integrator for the 
VentilatorChallengeUK project. “We put in place a planning sys-
tem and supplier relationship management system, ERP [enter-
prise resource planning] and new production,” says Stéphane 
Crosnier, supply chain and operations practice lead at Accenture.

The new systems were built from scratch. Working with 
Microsoft through the Avanade 
joint venture, it took just 10 days 
for the integrator team to design 
the supply chain processes and 
establish protocols for the flow of 
information, as well as product and 
payments across more than 100 
organisations globally.

The team deployed Microsoft Dynamics 365 as the ERP system. 
This was integrated with the supply operations and purchasing 
functions. It also implemented a procure-to-pay accounts cycle.

According to Accenture, the automation enabled greater effi-
ciency. Using a supply chain control tower, enabled by Microsoft 
Power BI and E2Open software, VentilatorChallengeUK was able  
to manage direct sourcing and procurement for all supply tiers.

Rolls-Royce identified more than 100 suppliers which could ful-
fil the engineering design requirement and provide 292 unique 
parts. Accenture was tasked with coordinating around 3.4 million 
total parts from the source of supply to the final assembly build. 
After five weeks, the team had secured 100% of the parts needed 
to build the first batch of ventilators.

It took just 47 days from the start of the project to the day the 
first ventilators were manufactured. “If you focus on essentials 
you can do things quickly,” says Crosnier.

redundancy in the supply chain
Looking at the supply chain impact of the coronavirus, Crosnier 
notes that lessons can be drawn from previous crises such as 

the 2011 earthquake and tsunami 
in Japan, which instigated a major 
nuclear accident at the Fukushima 
power station. “Car manufactur-
ers that did well, like Nissan, were 
not impacted because they had 
regional platforms and could lever-
age regional suppliers,” he says.

many Firms have alreaDy  
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But those manufacturers that sourced key components from 
China were impacted, unless they had alternative suppliers. Those 
unable to source elsewhere had to close plants.

Crosnier says that if a company has a global supply chain, but 
is able to manufacture in different parts of the world, it is able 
to withstand supply chain disruption, which makes the business 
more resilient to a global crisis. Such supply chain resilience is 
used in the aerospace sector.

“It can add extra cost, but you get insurance in the supply chain,” 
Crosnier adds. He says that the ability to run alternative manufac-
turing sites and supply chains is a lot less costly when the busi-
ness has a simpler product portfolio.

His advice on supply chain resilience to businesses is: “Look at 
your product portfolio and work out how you can build affordable 
redundancy. It doesn’t cost much to have a bit of extra capacity in 
other parts of the world.”

Overall, responding to a crisis that severs supply chains involves 
preparing for unexpected catastrophes. Crosnier recommends 
that businesses aim to have a plan that enables an alternative 
supply of materials to be activated in weeks.

developing a more agile supply chain
From a technology perspective, Crosier says businesses need 
to connect their tier one, tier two and tier three suppliers, and 
potentially customers, to improve forecasting. “When you swap 
suppliers, this is tied into an advanced planning system,” he says.

Resiliency can also be improved by sharing data down the sup-
ply chain. With critical tier two and tier three suppliers, sharing 
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visibility of plans allows them to scale production more smoothly 
than if the data was only shared with the tier one supplier.

Along with increased visibility down the supply chain, an 
advanced connected platform is the second area of supply chain 
resiliency Crosnier recommends businesses implement. He 
describes this as analogous to a control tower at an airport.

The concept was used during the VentilatorChallengeUK ini-
tiative, to provide coordination, oversight and governance across 
the process from start to finish. 
Based on big data, taking different 
sources of supply, the control tower 
looks for exceptions and key perfor-
mance indicators to take decisions 
to orchestrate the supply chain.

The benefits of having a supply 
chain control tower, according to 
Crosnier, is that it enables the busi-
ness to bring in data from different 
sources. “Having this level of visibility was immediate during 
Covid-19 and supported decision-making,” he says.

Before the pandemic, in Crosnier’s experience, businesses ran 
monthly decision-making cycles. But the coronavirus accelerated 
this. In some instances, according to Crosnier, some businesses 
are now running reviews of supply demand three times a week.

addressing forecasting accuracy
Looking at how to keep a retail store fully stocked, George 
Lawrie, a principal analyst at Forrester, says that most supply 

chain forecasting is very simple. It is usually based on using time 
series, weighted moving averages of sales of each item. 

“For most retailers, sales for next Tuesday will be the same as 
last year, with a little bit extra added on. This doesn’t work well 
when something disturbs it,” says Lawrie.

For instance, the lockdown saw shelves empty of certain prod-
ucts, such as hand sanitiser, due to demand from customers, and 
people began baking, which led to shortages of flour.

data marketplace
One high-tech approach to build-
ing resilience in the food sup-
ply chain is run by Agrimetrics, a 
UK government-backed initiative 
which uses a data marketplace to 
house information from across the 
global food system.

For instance, Airbus is working 
with Agrimetrics to provide satellite imagery that can be used to 
monitor crop health. Recent Agrimetrics projects include using 
predictive models to improve fresh food supply chains.

Such an approach can sometimes ensure supermarkets are fully 
stocked and can help retailers and fresh food producers match 
supply and customer demand. But, says Lawrie: “This doesn’t 
make sense when you are selling tins of beans.”

Some supermarkets operate a static supply chain, so compen-
sating for a shortfall on certain products is relatively easy. “Just 
whack up safety stock levels,” he adds.
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One of the classic business intelligence use cases is for a super-
market to correlate weather data with demand for ice cream. But, 
Lawrie says: “Fast-moving items are in and out of the store before 
you can do anything with the data.”

This is because the lead time to supply a product that is in 
demand may be longer than the rate with which it is being sold. 
In the case of ice cream, rather than relying on a supplier, he says: 
“Maybe consider making the ice cream yourself.”

collaBorate and network
Describing the fragility of existing supply chains, Lawrie 
describes having one supply chain as “brittle”.

Typically, a company would look to procure what it needs to make 
its products from the cheapest source and use electronic data 

interchange (EDI) for point-to-point communications between 
businesses, which makes the supply chain prone to disruption.

He says that a number of Forrester’s clients have been imple-
menting an event pipeline across their supply chain, with key risk 
indicators to strengthen their supply chain.

What is common among the experts Computer Weekly con-
tacted about supply chain resiliency is that the old way of doing 
things has proved inadequate during the coronavirus pandemic. 

Collaboration and sharing data down the supply chain is key. 
Companies such as One Network Enterprises, E2Open, SAP 
Ariba and GT Nexus have developed networks of suppliers 
hosted on a common platform. Such platforms offer collabo-
ration and data sharing to help businesses build more resilient 
supply chains. n
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Hackers can wreak all sorts of havoc by breaching 
datacentres, from gaining access to masses of sensi-
tive data to knocking entire companies offline.

With cyber attacks becoming more common and 
complex, it’s understandable that datacentre operators are wor-
ried and are increasing their cyber security spend as a result.

But the physical security of datacentres, which some experts 
fear is being neglected as operators focus more of their time 
and resources on mitigating cyber risks, also has a crucial role 
to play. Whether that is ensuring datacentres are equipped to 
cope with natural disasters or keeping intruders out, physical 
security is key to maintaining the resilience and effectiveness  
of datacentres.

“Physical security is just as important as cyber security but 
it rarely gets matched with the same pay,” says Jake Moore, a 
security specialist at ESET. “Some of the biggest threats come 
from physical access to a network, such as insider threat, which 
can be extremely difficult to protect against.”

Moore takes the view that physical security should be treated 
just as seriously as cyber security when it comes to securing 
datacentres. He warns that businesses end up exposing them-
selves to a range of risks if this area of security is ignored.

“Access management is clearly a big issue, too, with the likes 
of the recent Twitter hack, and mustn’t be forgotten about when 
securing a perimeter,” he says. “Coupled with social engineer-
ing, it can have devastating consequences.

“Furthermore, the recent influx of ransomware demands are 
being paid due to the incorrect way backups are being kept. 

geTTing physical wiTh 
daTacenTre securiTy

Whether it is natural disasters, terrorism or break-ins,  
datacentres will be vulnerable to a range of risks unless  
they are physically secured. Nicholas Fearn reports on  

how to improve the physical security of your datacentre
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When stored correctly, it can mitigate ransom-
ware mishaps and get businesses back up and 
running in a short time,” says Moore.

a Balancing act
In many ways, cyber and physical security go 
hand in hand. And if one area is missing, the 
other will not be as effective. “Those in charge of 
the network perimeter mustn’t get complacent when spend-
ing on physical security and need to remember that spending 
resources on cyber security can be worthless without protecting 
the physical assets, too,” says Moore.

“This can be showcased in arranging a simulation attack from 
a third-party penetration team and it can be extremely valuable 
to a company. Such an experiment will usually highlight those 
weaknesses both in the network and from a physical perspec-
tive, and all in a safe environment.”

Andy Miller, security risk manager at BT, agrees that the physi-
cal security of datacentres must be treated with the same level 
of attention as cyber threats.

“The foundation of protecting datacentre assets is to ensure 
you truly understand how critical each of your assets are, and the 
associated risks to service operations if they are compromised. 
When it comes to understanding and then mitigating risk, you 
must think holistically and ensure that you aren’t forgetting to 
address the physical aspects,” he tells Computer Weekly.

“This includes employee identity and access management to 
avoid unauthorised access; considering the effects of disruption 

from power or utilities issues; how you would deal 
with environmental causes such as flooding; and 
even more extreme situations such as explosives, 
electromagnetic pulse (EMP) attacks or a hostile 
vehicle incident.”

For datacentre security measures to be effec-
tive, organisations should take into account all 
types of threats and mitigate them accordingly.

“Essentially, you must think about what’s beyond your perim-
eter, as well as your own systems and operations (cyber and 
physical), all the way to the rack,” says Miller. “By adopting a 
security-by-design approach, you can invest intelligently to cre-
ate defence in depth, delivering the comprehensive range of 
protections required to deal with physical threats, alongside the 
cyber threats which are often top of mind.”

Merritt Maxim, research director at Forrester, also believes 
the stakes are high when businesses neglect the physical secu-
rity of datacentres. “These potential disruptions can range from 
unpredictable weather-related disruptions to insider attacks 
and criminal or terrorist events, all of which can lead to the loss 
of physical data,” he says.

“Disruptions to the datacentre can lead to lost data, disrupted 
business operations, detract from employee productivity, affect 
customer perceptions and lead to similar compliance fines or 
penalties from cyber loss,” adds Maxim.

But he explains how many organisations are investing in dif-
ferent technologies to counter such threats. “These range from 
stronger access controls to manage employee access to the 
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❯Threats against datacentres 
are increasing in number and 
complexity – find out how to 
keep on top of server farms 
with this security checklist. 
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datacentres, often using biometrics (hand, eye or facial recogni-
tion) to HD video surveillance and advanced video analytics to 
utilise for forensic purposes,” says Maxim. “In cases where third 
parties or contractors may need access to the datacentre, firms 
may use stronger background checks prior to granting access to 
the facility.

“Lastly, firms are also investing more in business continuity 
services to ensure proper failover and backup in the event of an 
incident, as well as doing annual red team exercises and security 
awareness training to maintain strong security vigilance among 
all the staff managing the physical datacentre.”

improving physical security
At colocation giant Digital Realty, securing physical and cyber 
assets is being treated with equal importance. Jeff Tapley, man-
aging director of Europe, the Middle East and Africa at the firm, 
says: “Since the data ‘big bang’ in the technology industry many 
years ago, conversations about security have gradually shifted 
from revolving around traditional lock and key to cyber security 
and protecting data virtually.

“However, bad guys don’t just exist in the virtual world, so vir-
tual is only one part of the equation. What good are antivirus 
programs and firewalls if anybody off the street is able to gain 
physical access to critical servers without resistance?”

Tapley believes that the physical safeguarding of datacentres 
has never been more important, with the proliferation of the inter-
net of things (IoT) and big data. Because of this, Digital Realty has 
invested significantly in the physical security of its datacentres.
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“Our facilities make use of a full array of security tools – 
including bollards, mantraps, access control systems and 
sophisticated surveillance systems – to ensure all resources 
are protected from unexpected incidents and criminal activ-
ity,” says Tapley.

As well as protecting against both physical and cyber security 
threats, he says firms need to realise that security is not a “set 
it and forget it” scenario, and that it requires constant attention 
with new threats always emerging.

“Over the past few years, data has 
moved from being just a resource 
to an asset; arguably the most 
valuable in the world,” says Tapley. 
“And as it continues to increase 
in value, our customers need the 
assurance that the assets they 
house in our datacentres are pro-
tected from theft and natural disas-
ters. Therefore, to work effectively, 
security requires constant vigilance, both in terms of monitoring 
the facilities themselves, as well as regularly updating systems 
to reflect current best practices and developments.”

layered security is crucial
Physical security clearly plays a vital role in protecting data-
centres from myriad threats, but what does it actually entail? 
David Watkins, solutions director of Virtus Data Centres, says a 
datacentre’s physical security should be designed to withstand 

events such as corporate espionage, terrorism, natural disasters, 
thieves looking to make financial gains and many other issues.

“They should be built with security in mind from the ground 
up to maintain 100% uptime, keep unauthorised people out 
and ensure that the precious data housed inside is protected,” 
says Watkins.

He advises datacentre operators to implement defence-in-
depth strategies, whereby IT systems are protected by a layered 

security approach, to “keep out 
the people you don’t want in your 
datacentre, and if they do get in, 
identify them as soon as possible, 
ideally keeping them contained to 
a secure section of the facility”.

Datacentres should be equipped 
with at least seven layers of physi-
cal security, according to Watkins. 
These include physical barriers, 
intruder detection, surveillance 

cameras, 24/7 security guards, vehicle traps, full authentica-
tion and auditable access policy control, he says.

“Additional security features are sometimes added depend-
ing on the specific needs of the organisation,” says Watkins. 
“But be aware that not all datacentres provide the same level 
of physical security. For example, some older datacentres that 
happen to be in city centres may not benefit from the same 
set of security parameters as those located in the lower-profile 
metro areas.”

DATA PROTECTION

“over the past Few years, Data 
has moveD From being just a 

resourCe to an asset; arguably 
the most valuable in the worlD”

Jeff tApley, digitAl reAlty
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getting physical
Jeffrey Schilling, chief information security officer (CISO) at 
Teleperformance, has four tips for getting physical with data-
centre security. First, he says businesses that use colocation 
datacentres should ask themselves whether rented space has 
a protective cage around their servers that only employees can 
access through biometric access management locks. 

Second, he advises companies to implement CCTV cameras 
that show both the front and back of their hosted servers to iden-
tify unauthorised access. 

Third, the businesses should also have a redundant work-
load in another datacentre that is on a separate power grid 

and more than 90 miles away in case of natural disasters,  
according to Schilling.

Finally, he says businesses should ensure that their backup 
generators have adequate fuel, adding that they should plan 
enough onsite fuel to run a minimum of 72 hours.

For businesses in all industries, it is without doubt that data-
centres are an incredibly important asset in the digital age. 
And while it is great to see that so many businesses are taking 
steps to defend them from cyber attacks, they also need to 
ensure that the physical security of their datacentres is also up 
to scratch. Otherwise, they will be left vulnerable to a whole 
range of threats. n
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SECURING THE DATACENTRE

physiCal seCurity measures  
suCh as CCtv anD biometriC loCks  
go an extra step to ensuring the  
saFety oF sensitive Data
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IT infrastructure spend is expected to decline as a result of 
the coronavirus pandemic, but that is likely to be combined 
with continued growth in the volume of data, in part driven 
by greater levels of remote working.

All of this, and the need to get more from smaller budgets, will 
put pressure on organisations to streamline how they manage 
their IT. Increasingly, they are turning to automated monitoring 
for storage management as part of this.

Storage hardware monitoring is now well established, with tools 
that gather data on volume usage and equipment performance, 
but also environmental data, temperature, power consumption 
and component-level readings from drives. The more advanced 
tools can make recommendations to optimise performance  
and utilisation.

“This data is then leveraged by the integrated intelligence of 
systems to provide insights back to the admin to offer recommen-
dations on how to resolve issues or improve system optimisation, 
or to provide predictive insights on potential issues before they 
occur,” says Scott Sinclair, an analyst at ESG.

Over time, analysts expect storage analytics to move from mon-
itoring and early fault detection to autonomous operations.

hardware supplier tools vs multi-supplier monitoring
Most – but not all – storage analytics tools come from the hard-
ware suppliers, giving IT managers a useful snapshot on the 
health of their arrays or storage subsystems. But this only gives 
a limited picture of a complete system or stack, especially when 
more than one supplier is involved. 

how ai can help  
sTorage managemenT

Stephen Pritchard looks at storage analytics products that  
measure key metrics in storage hardware, single- and multi-supplier 

tools, and the emergence of AI-based storage management and AIOps

STORAGE ANALYTICS
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“Most storage managers will use the default tools 
that come with the equipment,” says Andy Buss at 
analyst house IDC. “Enterprises have the desire to 
run centralised tools, but often end up not doing so. 
They revert to what comes with their equipment.”

More multi-supplier storage monitoring and 
analysis tools are coming onto the market, partly 
spurred by a need for firms to manage hybrid envi-
ronments and partly by the growing use of standardised  applica-
tion programming interfaces (APIs) – especially the representa-
tional state transfer (REST) API – for storage.

But using multi-supplier tools involves a trade-off between sys-
tem-wide visibility and detailed feedback on system performance. 
Supplier-independent tools do not, as yet, gather sufficient data 
to optimise every manufacturer’s equipment fully.

“A lot of the new management tools are more multi-supplier 
capable,” says Buss. “You get a base level of functionality. You 
don’t get all the bells and whistles, but you do have more control 
over your entire infrastructure.”

There is growing appetite among IT teams, he says, for a “single 
pane of glass” to manage infrastruc-
ture, including storage. Such sys-
tems do come at an additional cost, 
and companies have been reluctant 
to pay for them.

But this is changing, in part due 
to their experience in operating 
systems such as Azure Stack and 

Amazon Web Services (AWS) Outposts, which 
come with sophisticated management built in.

Storage and system analysis tools are also 
becoming smarter. Hardware and management 
tool suppliers are turning to advanced analytics, 
and even artificial intelligence (AI) and deep learn-
ing, to improve system performance.

This can involve moving datasets to the most 
cost-effective storage tier, moving files away from a sub-system 
that shows signs that it might fail, or consolidating data to max-
imise the balance between capacity utilisation and performance.

Companies are turning to these tools to cope with larger and 
more complex environments, including those that mix cloud and 
on-premise resources. AI and machine learning are increasingly 
seen as one way – sometimes the only way – to cope with that 
complexity and deliver IT performance to the business.

According to recent research by analyst ESG, some 23% of 
companies see AI and machine learning for system management 
as a top priority for datacentre modernisation.

“These intelligence features are vital for any IT environment 
of any significant size,” says ESG’s 
Sinclair. “Organisations do not have 
the excess people to spend time 
continuously optimising every envi-
ronment as workload usage evolves 
or to diagnose complex component 
failures.” Instead, they are turning to 
systems to do so.

STORAGE ANALYTICS

❯Predictive storage analytics 
tools are becoming standard 
equipment in the enterprise.  

Get to know the features you’ll 
need and how they work. 

“these intelligenCe Features  
are vital For any it environment 

oF any signiFiCant size”
Scott SinclAir, eSg
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Gartner has called this AIOps, which stands for “artificial intelli-
gence for IT operations”. Gartner predicts that by the end of 2025, 
40% of new deployments of infrastructure products, including 
storage and hyper-converged systems, will be AIOps-enabled, up 
from less than 10% in 2020.

The new tools proactively analyse capacity and performance 
status, predict potential issues that may cause data services dis-
ruption, and provide actionable advice to resolve level one prob-
lems and enhance storage utilisation efficiency. 

Gartner vice-president Julia Palmer says: “Storage tools have 
always delivered on some metrics for capacity and performance, 
but it was not good enough as it required someone with storage 
expertise to constantly monitor it. AIOps tools, however, look for 
anomalies, patterns of consumption and performance trends and 
correlate these with normal behaviour of the specific customer 
system and other systems supported by the supplier.”

what is availaBle?
By bringing together richer data sources and a degree of AI, 
some suppliers claim significant improvements in system per-
formance and availability.

HPE’s InfoSight, for example, is viewed as one of the most 
advanced systems. It monitors 100,000 systems and between 
30 million and 70 million sensors worldwide for maintenance and 
performance issues.

InfoSight claims to detect and fix 86% of potential problems 
without the need for human intervention. As many as 54% of prob-
lems picked up by InfoSight are “outside” storage and somewhere 
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else in the stack, says the company. For now, InfoSight only works 
with HPE Nimble systems and 3PAR technology.

Virtana – formally Virtual Instruments – is also a leader in sys-
tem performance management, with a focus on hybrid architec-
ture as well as private cloud.

There are other suppliers in the market, too. IBM’s cloud-based 
Storage Insights, NetApp’s Active HQ and Hitachi Vantara are 
some of the best known.

Microsoft also has extensive 
monitoring capabilities in Azure, 
via REST APIs, as well as through 
Windows Server, where that plat-
form is used to run storage-dense 
server hardware. VMware also has 
its toolsets for virtualised environ-
ments, through its intelligent opti-
misation tools for vSAN.

Together, these applications give 
CIOs powerful tools to monitor and 
optimise their environments, as well as prevent failures.

However, the industry is still at an early stage on its journey to 
intelligent, device-independent storage management. 

areas of growth
Areas of growth are likely to include more support for hybrid 
environments, more granular management of the different 
types of flash storage on the market, and potentially support 
for capacity-based pricing. Tools such as Virtana and vSAN can 

already take account of data ingress and egress costs. “The pre-
dictive capabilities in some of these systems are really amazing,” 
says ESG’s Sinclair. “Intelligent systems typically offer recommen-
dations to optimise system performance or capacity, while some 
even offer the option to self-optimise.

“In a similar fashion, these systems can also often automati-
cally diagnose issues and recommend actions. It is difficult to 

make claims on predictive capabili-
ties, because the results can change 
based on the environment. But some 
suppliers rely on these capabilities 
to make higher-level claims, such as 
100% availability guaranteed.”

Whether such claims can be sub-
stantiated remains to be seen. It will 
be easier for suppliers to hit reli-
ability targets in largely monolithic, 
single-supplier environments than 
for more complex systems.

And reliability and performance metrics will vary depending on 
the workload and applications. A system that prioritises short-
term performance over reliability might not be giving the business 
what it needs.

As a result, storage analytics will continue to work alongside 
human analysts, says IDC’s Buss. “Systems need to be sustaina-
bly reliable,” he says. “For the technology to be accepted, it needs 
to work as an assistant. Few companies will turn over their IT or 
storage infrastructure entirely to AI.” n
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“For the teChnology to be 
aCCepteD, it neeDs to work as an 

assistant. Few Companies will 
turn over their it or storage 
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Bald misrepresentations
A report has exposed Amazon’s robotic workforce for increasing 
the warehouse injury rate of its human peers.

The Center for Investigative Reporting says the data it obtained 
lays bare “a mounting injury crisis at Amazon warehouses, one 
that’s especially acute at robotic facilities, and during Prime week 
and the holiday peak”.

Understandably enraged by the findings and eager to hit Jeff 
Bezos where it hurts, the non-profit news organisation pointedly 
deploys the phrase “bald misrepresentations” in regard to his 
grinning cardboard empire’s attempts to conceal its injury figures.

Horror stories of machines going too fast for their mortal 
colleagues are certainly absent from Amazon’s promotional 
videos. In these fantasy worlds, nymph-like workers flutter around 
fulfilment centres at their own pace, tenderly taping up boxes to 
the paradisiacal steel drums of the True Romance soundtrack.

Might we interpret this as a cry for help? Has the Center for 
Investigative Reporting cast itself as Christian Slater in Tony 
Scott’s timeless romantic thriller, bursting in on Gary Oldman’s 
Jeff Bezos and saving his staff from a life of gruelling labour from 
which he takes almost all the profit? Probably not, but it does call 
him a baldy, and for that, it’s so cool, it’s so cool, it’s so cool. n

DOWNTIME

❯Read more on the Downtime blog.
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