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Cyber attacks: How to know your enemy

There is at least one person behind every cyber attack, but beyond that insight, there is very little known about them. That is 
because most cyber crime studies focus on the technology, according to Rutger Leukfeldt, senior researcher on cyber crime at 
the Netherlands Institute for the Study of Crime and Law Enforcement (NSCR).

Part of the problem, says Leukfeldt, is that research into the people behind cyber crime is largely carried out by technicians, which is 
a mistake because it should be done by psychologists and criminologists. Read in this issue how Leukfeldt believes researchers can get 
into the minds of the hackers lurking in the shadows. And if businesses understand cyber attackers better, they will be able to improve 
their own preventative measures.

Cyber criminals are not alone in being misunderstood. Also in this issue, we 
feature research that has revealed that more than half of Dutch organisations 
admit their knowledge of blockchain is substandard, with 12% conceding that 
they don’t even know how it works. 

But this does not mean the technology is being ignored – 38% of organisa-
tions in the Netherlands claim that the distributed ledger technology will offer 
their businesses substantial added value.

That is according to a study by software company Topicus, which found that 
nearly half of the Dutch organisations that currently use blockchain do so to digitise logistic processes, while one-third use it to manage, 
record or protect their data.

Also in this issue, read how Luxembourg is luring tech startups to its ecosystem. Beyond a highly favourable tax regime, the country’s 
attractions include a population that is highly educated, the widespread use of English and its close proximity to France and Germany, 
making it as easily accessible as any country on the continent.

Luxembourg also hosts a quarter of Europe’s Tier 4 datacentres, as well as some of the highest-speed internet connectivity rates on 
the continent. Read about the experiences of some tech entrepreneurs who have moved there already. n

Karl Flinders, editor
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Netherlands lecturer researches the 
personality behind the cyber criminal
A Dutch academic is trying to find out what makes cyber criminals tick, writes Kim Loohuis

It is vital to gain insight into the motives, working methods and 
earning models of cyber criminals to better understand the 
effectiveness of security measures that are being deployed.

Research into the human factor in cyber crime is still in its 
infancy, both in the Netherlands and internationally. One per-
son taking a close look at the subject is Rutger Leukfeldt, senior 
researcher on cyber crime at the Netherlands Institute for the 
Study of Crime and Law Enforcement (NSCR) and lecturer on 
cyber security in small and medium-sized enterprises (SMEs) at 
the Haagse Hogeschool in the Netherlands.

Cyber crime research
Leukfeldt says much current research in the field of cyber crime 
and cyber security is technological by nature. “In addition, 
research into the legal and privacy aspects [of cyber crime] has 
been conducted for a long time, but the number of studies that 
focus on the non-technical aspects is extremely small,” he says.

But Leukfeldt is confident that this will improve because he sees 
a growing awareness of the importance of insight into the person 

behind the cyber criminal. “It is a multidisciplinary issue,” he says. 
“Research into perpetrators, their motives and earning models 
should not be carried out by technicians, but by psychologists and 
criminologists.”

Finding out what kind of people become cyber criminals offers 
opportunities to determine the right interventions, he adds.

Put up a better fight
This is not a matter of understanding how one specific company 
can protect itself against cyber crime, but about how a country 
can put up a better fight against cyber crime, says Leukfeldt. 
“This is not just a task for the police and the judiciary, but is a 
public-private matter,” he says. 

“It is important to know what kind of criminal network we are 
dealing with, how well its members know each other, whether 
there is a solid business model behind it or whether it is mainly 
opportunistic crime.

“Then you are in a much better position to set up your investiga-
tion policy, because you know what you’re talking about.”

CYBER CRIME

https://www.computerweekly.com/news/252462494/Cyber-criminals-increase-use-of-fileless-attacks
https://www.computerweekly.com/news/252464401/Cyber-crime-widely-under-reported-Isaca-study-shows
https://www.nscr.nl/en/author/rutger/
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As well as the organised gangs, there are also individual cyber 
criminals to consider, says Leukfeldt. “Think of the classic image 
of a hacker who, in the attic of his parents’ house, first shuts down 
his school’s systems and then goes on and on. When these indi-
vidual offenders are arrested, it is important to know whether the 
traditional intervention methods used in regular crime also work 
for these criminals.”

Leukfeldt questions whether it makes sense to send hackers to 
prison or have them carry out community service. “Or are other 
methods needed for this type of offender to ensure that they no 
longer commit cyber crime?” he says. “We don’t know these 
things yet, although there have been experiments with alternative 
punishments for cyber criminals this year.”

Various studies have suggested that hackers tend to be young 
and a better understanding of them, coupled with early interven-
tion, can help to steer them clear of problems in the future, says 

CYBER CRIME
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Rutger Leukfeldt, NSCR: 
“It is important to know 
whether the traditional 

intervention methods 
used in regular crime also 
work for these criminals”

“research Into perpetrators, 
theIr motIves and earnIng models 

should not be carrIed out by 
technIcIans, but by psychologIsts 

and crImInologIsts”
RutgeR LeukfeLdt, NSCR

https://www.computerweekly.com/news/252456247/Young-Dutch-cyber-criminals-get-re-education-rather-than-jail-time
https://www.computerweekly.com/news/252456247/Young-Dutch-cyber-criminals-get-re-education-rather-than-jail-time
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Leukfeldt. “In general, cyber criminals are younger than regular 
criminals,” he points out.

Youngsters used to get into mischief outside in the street, but 
now young people cause trouble online as well, says Leukfeldt. “It 
is important to understand how to put them in the right direction.”

The rapid technological developments of today make it almost 
child’s play to carry out a criminal attack, he says. For example, 
distributed denial of service (DDoS) and malware scripts have 
been available online for years.

“Also, it is childishly easy to get instructions and explanations 
on how to carry out an attack on the dark web,” says Leukfeldt. So 
does this mean that the number of occasional cyber criminals will 
increase dramatically in the coming years?

“It can be very easy to get sucked into what is happening there, 
probably easier than in the offline world, because it is much more 
accessible,” says Leukfeldt. “Still, it remains to be seen whether 
this will actually happen, because that would mean that a very 
high percentage of young people would be cyber criminals, and 
that seems to me to be a bit strong.”

Factors in criminal behaviour
Several factors are involved before people start showing crimi-
nal behaviour, and the opportunity alone does not seem to be 
enough, says Leukfeldt, who recently secured a four-year grant 
to investigate the ways in which people end up in cyber crime.

Leukfeldt is also one of the authors of the research agenda The 
human factor in cyber crime and cyber security, which was pre-
sented to Dutch scientific research organisation NWO in 2017. 

The document provides guidance for future research by formu-
lating the main research questions and mapping out innovative 
research methods and datasets.

“With this research agenda, we want to give direction to frag-
mented research,” he says. “I hope that NWO and equivalent 
international organisations make funds available for further 
research into the human factor in cyber crime.”

Various ministries in the Netherlands government have also 
shown interest, but it is not easy to obtain funding because the 
studies cost a lot of time and money, and there is generally little 
money available for this type of research.

Nevertheless, gaining insight is very important to help prevent 
cyber crime, says Leukfeldt. “For example, we see a new type of 
perpetrator emerging that we have not seen in regular crime,” he 
says. “In the digital world, we see very young people who do not 
have the traditional characteristics of organised criminals. It is 
important to gain more insight into this.” n

“It Is chIldIshly easy to get 
InstructIons and explanatIons 

on how to carry out an  
attack on the dark web”

RutgeR LeukfeLdt, NSCR

CYBER CRIME

❯Young Dutch hackers are being rehabilitated through punishments that educate.

https://www.computerweekly.com/microscope/opinion/How-to-block-DDoS-attacks-using-automation
https://www.computerweekly.com/news/252462781/Police-down-two-dark-web-markets
https://en.wikipedia.org/wiki/Netherlands_Organisation_for_Scientific_Research
https://www.computerweekly.com/news/252456247/Young-Dutch-cyber-criminals-get-re-education-rather-than-jail-time
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Half of Dutch IT decision-makers are 
unable to explain blockchain technology
Research finds that IT decision-makers in the Netherlands are very aware that blockchain presents significant 
potential benefits for their business, but 53% of them don’t understand how to apply it. Kim Loohuis reports

The Netherlands is not far from a major breakthrough in the 
use of blockchain technology, yet research reveals a lack of 
knowledge on the technology in Dutch companies.

More than half of Dutch IT decision-makers label their own 
knowledge level of blockchain as substandard, with 12% admit-
ting they don’t even know how blockchain works, according to The 
future of IT report by Dutch software company Topicus. 

“Most people who work in IT have difficulty thinking in terms of 
decentralised structures,” said Daan Dijkhuizen, CEO of Topicus. 
“They are used to centralising as much as possible and sticking to 
a single point of truth.”

Despite this, 38% believe the technology offers substantial 
added value to their organisation compared with existing tech-
nologies. In particular, large organisations with more than 250 
employees that are active in business and financial services have 
already run blockchain pilots, or are already using the technology 
in their existing business processes. In about one in three busi-
ness and financial service providers, blockchain projects are being 

developed – the majority of which are in the exploratory phase. 
In addition to these companies, there is also a relatively large 
number of organisations in the industry sector (50%), govern-
ment organisations (45%) and organisations in the health sector 

(30%) that are actively involved in blockchain projects, or want to 
get involved in the near future.

One of the obstacles that still stands in the way of large-
scale implementation, however, is the lack of knowledge about 

BLOCKCHAIN

“most people who work In It 
have dIffIculty thInkIng In terms 

of decentralIsed structures”
daaN dijkhuizeN, topiCuS

https://www.computerweekly.com/resources/Blockchain
https://www.linkedin.com/in/daandijkhuizen/
https://www.computerweekly.com/news/252461189/Payroll-software-provider-pilots-use-of-blockchain-in-human-resources
https://www.computerweekly.com/ehandbook/Cutting-through-the-blockchain-hype
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blockchain technology. “Our research shows that 53% of the IT 
decision-makers of Dutch organisations cannot explain block-
chain technology,” said Dijkhuizen.

The research revealed that about one in three decision-makers 
understand the essence of blockchain, while only 2.5% indicated 
that they have very good knowledge of the technology and are 
able to apply it.

Investment in blockchain
A good measure of belief in the value of blockchain for the 
organisations is the degree of readiness to invest money into it. 
Almost half of the Dutch organisations say they want to invest 
in the technology in the coming year.

Another reason why the real breakthrough of blockchain is still 
pending is that the technology is not yet fully mature.

Although a majority of Dutch companies trust blockchain tech-
nology, 13% of the organisations do not yet have enough confi-
dence in the technology. For example, they wonder whether the 
technology is compatible with other organisations and business 
processes. They are also concerned about risk management and 
business controls.

Blockchain has many advantages for companies. One of these 
is that it enables them to set up large administrations much 
more efficiently. 

“For example, the blockchain can be extended with so-called 
smart contracts,” said Dijkhuizen. “These smart contracts offer 
an alternative to regular contracts, such as mortgage contracts 
and cadastral data.”

A smart contract is, in fact, a smart layer on top of the block-
chain in which you can lay down certain business rules. 

“In the healthcare sector, for example, for certain budgets, such 
as the personal budget, you can specify how and on what basis the 
money can be spent,” he said. At present, it’s checked after the 
money has been spent, whether or not it has been used accord-
ing to the rules of the Health Care Act and the insurance compa-
nies. “This is error-prone and labour-intensive,” said Dijkhuizen. 
“Why don’t we fix that in advance? That way, the money won’t 
be spent if it doesn’t meet the conditions.”

No more central bodies
Because agreements in the contract are recorded in com-
puter code on the blockchain, they can always be viewed, but 
it is impossible to adjust them. This eliminates the need for 
a centralised intermediary, such as a bank, de Belastingdienst 
(the Tax and Customs Administration) or het Kadaster (the 
Land Registry).

“In the Netherlands, we are spoiled for examples, with het 
Kadaster as the central body that registers the ownership of 
houses,” said Mark Raben, chief technology officer at SAP, during 
a blockchain meeting in 2017. “But there are also plenty of coun-
tries that don’t have a reliable central body to take care of this.”

Choosing such a central body is no easy task. Not only does it 
have to be certain that the organisation handles the data con-
fidentially and securely – and at the same time gives access to 
the right parties – it is also important that the organisation will 
exist in the future.

BLOCKCHAIN

https://www.linkedin.com/in/markraben/
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This means the traditional intermediaries and parties which 
now earn their money in a controlling function in the chain must 
fear for their existence if blockchain takes off in the Netherlands. 
“We are familiar with the example of bitcoins, which no longer 
involve a bank,” said Raben. “But I can imagine it will also have 
consequences for the music industry and other sectors.”

Blockchain in action
A good example of the added value of blockchain technology 
is the recently introduced meat passport in the Netherlands. 
The entire chain, from the production of pork from the farm to 
the distributor and shop, is registered in blockchain by all parties 
involved. By recording the complete path of meat in a blockchain 
in a way that cannot be mutated by other chain partners, the qual-
ity and food safety can be guaranteed.

According to the Topicus study, the majority of Dutch organi-
sations that currently use blockchain do so to digitise logistic 
processes (46%). One example is a leasing company that uses 
blockchain technology to achieve cost savings by handling the 
transport and storage of new and used lease cars entirely digitally.

Meanwhile, more than one in five organisations apply block-
chain to create auditability and 32% of Dutch organisations use 
the technology to manage, record or protect their data. 

Some 22% expect to be able to offer better protection against 
fraud and cyber crime thanks to blockchain. This is partly because 
blockchain technology enables data to be stored in a decentralised 
way, and no single authority or company owns it which means the 
data is not endangered in the event of a cyber attack, for example.

“After all, a network is more resilient than a single point of fail-
ure,” said Dijkhuizen. n

BLOCKCHAIN

a dutch leasIng company Is usIng 
blockchaIn technology to achIeve cost 
savIngs by handlIng the transport and 

storage of new and used lease  
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https://www.computerweekly.com/news/252444137/Food-Standards-Agency-pilots-blockchain-in-slaughterhouse
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Dutch bank and researchers begin defence 
against quantum computing’s dark side
ABN Amro is working with QuTech to ensure banks can protect data against quantum computers. Karl Flinders reports

Netherlands bank ABN Amro is working with researchers 
to explore how quantum computing technology can be 
used to secure online banking.

The banking giant is working with QuTech, which was jointly 
established by Delft University of Technology and the Netherlands 
Organisation for Applied Scientific Research, to prove that quan-
tum key distribution can be used to secure data traffic.

In a few years’ time, quantum computers will be able to make 
calculations that traditional computers are fundamentally una-
ble to do. If practical, they would mark a leap forward in com-
puting capability far greater than that from the abacus to a 
modern computer.

ABN Amro said in a statement: “This has many positive impli-
cations for future applications and developments. However, 
quantum technology can be used not only for good, but for 
darker purposes as well.”

In the future, quantum computers will be able to crack encryp-
tion methods, and today’s security systems for internet and 
mobile banking will no longer be sufficient.

QUANTUM COMPUTING
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Quantum computers would mark a leap  
forward in computing capability far greater  
than that from the abacus to a modern computer

https://www.techtarget.com/contributor/Karl-Flinders
https://whatis.techtarget.com/definition/quantum-computing
https://www.computerweekly.com/feature/Trusted-nodes-The-next-generation-in-Quantum-Key-Distribution
https://www.computerweekly.com/feature/Trusted-nodes-The-next-generation-in-Quantum-Key-Distribution
https://whatis.techtarget.com/definition/abacus
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Martijn Dekker, chief information security officer (CISO) at ABN 
Amro, said: “We all need to move from ‘talk’ to ‘walk’ – it’s time 
for action. We can only hope that this kind of technology-driven 
development is embraced at an early stage.”

For example, the bank’s collaboration will focus on creating a 
new form of quantum key distribution to allow users to connect 
with each other and to exchange unique, complex codes. The bank 
said it was virtually impossible to eavesdrop on the technology.

Kees Eijkel, director of business development at QuTech, said 
ABN Amro’s experience in working with sensitive data was what 
QuTech was looking for in a partner. “We wanted to test concrete 
and real applications on a party in ‘real life’,” he said. “Each of the 
partners brings a specific and essential specialisation to this pio-
neering project.” n

QUANTUM COMPUTING

Five application areas for quantum computing 

1.  Drug and materials discovery: Untangling the complexity of molecular and chemical interactions leading to the discovery of medicines 
and materials.

2.  Supply chain and logistics: Finding the optimal path across global systems for ultra-efficient logistics and supply chains, such as opti-
mising fleet operations for deliveries during the holiday season.

3.  Financial services: Finding ways to model financial data and isolating key global risk factors to make better investments.
4.  Artificial intelligence (AI): Making facets of AI, such as machine learning, much more powerful when datasets can be too big, such as 

searching images or video.
5.  Cloud security: Making cloud computing more secure by using the laws of quantum physics to enhance private data safety.

“we all need to  
move from ‘talk’ to ‘walk’ – 
It’s tIme for actIon. we can 
only hope that thIs kInd of 

technology-drIven development 
Is embraced at an early stage”

MaRtijN dekkeR, aBN aMRo
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Don’t wait too long to comply with NIS 
Directive, Dutch organisations warned
The Netherlands’ implementation of its Network and Information Systems Security Act, which seeks to protect  
vital infrastructure and digital services from cyber attack, is making slow progress, writes Kim Loohuis

The General Data Protection Regulation (GDPR) has 
received a lot of attention across Europe, but there is 
another law concerning cyber security in the Netherlands 

that is much less known – the Network and Information Systems 
Security Act.

It is a derivative of the European NIS Directive and came into 
force last November for Dutch companies. “Don’t wait until the 
last minute – start looking at how this law affects your organisa-
tion,” said Anne Klebsch, security specialist at Applied Risk. 

The European NIS Directive seeks to ensure that European 
Union countries protect their vital infrastructure. “The big differ-
ence with the GDPR is that privacy legislation has been adopted 
centrally in Europe but applies to every member state,” said 
Klebsch. “The NIS, however, is a directive, whereby countries are 
free to apply the objectives of that directive through their own 
legislation. This means that not only can the rules vary from coun-
try to country, but the legislation is not implemented at the same 
pace, as was the case with the GDPR.”

Dennis ’t Jong, specialist inspector at the Dutch Telecom 
Agency, pointed out another difference: “GDPR is aimed at pro-
tecting the privacy of citizens, and the NIS at protecting the cyber 
resilience of organisations,” he said.

The NIS Directive is the first cyber security legislation to be 
implemented at European level. Its guidelines say network and 
information systems are crucial for the maintenance of all kinds 
of vital services, such as energy, water supply and healthcare.

Increase digital resilience
The Netherlands has anchored the NIS Directive in its Network 
and Information Systems Security Act, which aims to increase 
the country’s digital resilience. It focuses in particular on pro-
viders of critical national infrastructure, central government and 
digital service providers.

“At this moment, the Netherlands is still in the exploratory 
phase,” said Klebsch, who is an adviser to various organisations 
in this field. “People are now mainly mapping out the various 

CYBER SECURITY LEGISLATION

https://www.computerweekly.com/news/252461265/GDPR-at-a-critical-stage-says-information-commissioner
https://www.computerweekly.com/news/252458268/EU-gathers-momentum-in-cyber-security-legislation-and-cooperation
https://www.applied-risk.com/
https://www.computerweekly.com/news/252440806/CNI-providers-face-hefty-fines-for-cyber-security-failings
https://www.computerweekly.com/news/252464954/Operational-technology-security-improving-but-attack-surface-continues-to-grow


cw benelux August-October 2019 12

Home

Editor’s comment

Netherlands lecturer 
researches the 
personality behind  
the cyber criminal

Half of Dutch IT 
decision-makers are 
unable to explain 
blockchain technology

Dutch bank and 
researchers begin 
defence against 
quantum’s dark side

Don’t wait too long 
to comply with NIS 
Directive, Dutch 
organisations warned

Startups get premium 
connections as 
Luxembourg pushes 
tech hub ambition

How artificial 
intelligence is changing 
unified communications

systems and potential risks. We are not talking about typical IT 
applications, but about industrial control systems.

“Also, it is not the most interesting subject for people to deal 
with, which means it is sometimes dismissed as just another 
security requirement that must be met. But it is important for 
companies to look into the law’s requirements and how they 
affect current ways of working. 

“It is not a question of organisations implementing all the meas-
ures one by one, but of understanding how to secure their sys-
tems properly in order to increase their digital resilience.”

As well as providers of vital infrastructure, the Dutch law also 
sets requirements for digital service providers – and that is a lot 

more complicated, said Michiel Steltman, spokesman for the 
Netherlands’ digital infrastructure sector. “The criteria are pecu-
liar, to say the least,” he added.

Digital definitions
Digital service providers are defined as suppliers of search 
engines, online marketplaces and cloud services with more 
than 50 full-time employees or more than €10m turnover. “It 
is a mystery why the EU has come to the conclusion that there 
will be few problems with data leaks at organisations with 49 
employees, but that issues can suddenly arise for those with 50 
employees,” said Steltman in a Dutch blog.
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Industrial control systems are covered by the legislation

https://www.computerweekly.com/news/252460353/Cyber-attacks-targeting-industrial-control-systems-on-the-rise
https://searchwindowsserver.techtarget.com/photostory/252458514/Windows-Server-2019-features-admins-should-explore/6/Software-defined-networking-encryption-prevents-data-leaks
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Steltman is also critical of the general wording of the law, which 
he said does not make it clear what companies need to do.

’T Jong agreed, adding: “The law stipulates that digital service 
providers and suppliers of vital infrastructure must take ‘appro-
priate proportional technical and organisational measures’. Such 
an open standard sounds very nice indeed, but appropriate and 
proportionate measures both depend on many factors.”

Steltman is also bothered by the reporting procedure that applies 
when an incident occurs. In the event of an incident, an organisa-
tion must notify two government bodies, the Telecom Agency and 
the Computer Security Incident Response Team, which use differ-
ent procedures. “Apparently, it was too difficult to find out how 
this could be coordinated via a one-stop-shop,” said Steltman.

No clear timeline
Klebsch said there is also no clear timeline for reporting, which 
makes it difficult for organisations to know what to do. “You are 
obliged to report an incident as quickly as possible, but there is 
no stated timescale, so it is difficult to know what ‘as quickly as 
possible’ actually means,” she said.

In practice, said Klebsch, it is essential to first focus on repair-
ing the failed service and to minimise the damage caused by the 
incident. “You can then make a report, and it is important that you 
do not withhold any information,” she said. “The idea behind this 
is that the government gains insight into the various incidents, so 
it can prepare better for future incidents.”

This knowledge can also be shared with other EU states. After 
all, this is also part of the NIS Directive – cooperation at European 

government level. By exchanging knowledge, other countries can 
protect themselves better against possible attacks.

“But it is still too early to say anything about that collaboration,” 
said Klebsch. “The member states must first establish individual 
legislation to implement the NIS Directive. Only then can we look 
to the next step – to collaborate and share information.”

Although the Netherlands is still in the exploratory phase of the 
legislation and audits and inspections are not yet being carried 
out, it is important to stress that companies must take action to 
comply with the regulations.

“Compliance simply takes time,” said Klebsch, “so don’t wait 
until the last minute, but start looking at the requirements and 
how they relate to your current ways of working. Consider assess-
ments and checks now, because you don’t want to be surprised 
by an audit later.” n

“complIance sImply takes tIme, 
so don’t waIt untIl the last 
mInute, but start lookIng at 

the requIrements and how they 
relate to your ways of workIng”

aNNe kLeBSCh, appLied RiSk

CYBER SECURITY LEGISLATION

❯GDPR and NIS Directive call for managing cyber security throughout supply chain.

https://www.computerweekly.com/opinion/Mitigating-third-party-cyber-risks-in-a-new-regulatory-environment
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Startups get premium connections as 
Luxembourg pushes tech hub ambition
Luxembourg is at the centre of a continent that has ambitious plans to develop a thriving  
technology industry, but what makes it different from the rest? Richard Edwards reports

There aren’t too many company founders who can claim to 
have a direct line to a prime minister, but they do things 
slightly differently in Luxembourg.

Alex Short, co-founder of cloud-based collaboration platform 
provider Vizibl, has met Luxembourg’s prime minister, Xavier 
Bettel, twice since the company has been operating in the country.

“I suppose that this, more than anything, demonstrates just how 
hands-on the Luxembourg government is when it comes to deal-
ing with those companies operating within its borders and how 
keen it is for the country to become a European tech hub like no 
other,” said Short.

Vizibl was in at the start of a ground-breaking drive to estab-
lish Luxembourg as the location of choice for tech startups across 
Europe. It is currently part of the Tomorrow Street programme 
pioneered by Vodafone – just one of a number of different part-
nerships between major corporates and a government that is not 
simply paying lip-service to innovation, but is putting its money 
where its mouth is.

At the heart of this is a desire to provide an environment where 
tech startups can grow at a rate that would not have been pos-
sible outside Luxembourg, with programmes such as Tomorrow 
Street effectively acting as a fast-tracking incubator.

These programmes provide companies such as Vizibl and soft-
ware development company RazrCorp with the perfect platform 
to expand their operations. Luxembourg City aims to rival more 
traditional technology centres, such as Dublin.

“There is a limit to how many companies can operate in Ireland,” 
said Darragh Toolan, Vizibl’s head of global solutions. “That is 
purely because there are only so many people who live in Dublin, 
and rents in the city are going sky-high because so many tech 
companies have moved their operations there.

“Luxembourg has basically set itself up perfectly not just to get 
the overflow, but establish itself as a tech hub that can one day 
rival somewhere like Dublin.”

Luxembourg’s attractions – beyond a highly favourable tax 
regime – are clear to see. The population is highly educated, 

TECH STARTUPS

http://www.tomorrowstreet.co/
https://www.vizibl.co/
https://www.razrcorp.com/
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English is widely spoken, and its proximity to countries such as 
France and Germany make it as easily accessible as any country 
on the continent.

At a time of widespread uncertainty across Europe, and particu-
larly in the UK, Luxembourg also offers another priceless plus. “It 
is one of the most stable places where you can do business,” said 
Anshul Gupta, co-founder and director of RazrCorp, a company 
that specialises in artificial intelligence (AI), robotic process auto-
mation and the internet of things (IoT).

“We know that even if the government changes, the country’s 
commitment to technology startups like ourselves will still be 
there,” he added. “This is a country that is prepared to invest, 

and invest in a way that benefits not just the likes of us, but the  
country as a whole.”

That vested interest is one of the key reasons why Luxembourg’s 
door remains very much open to whatever companies choose to 
walk through it. The country currently boasts 25% of Europe’s 
Tier 4 datacentres, as well as some of the highest-speed inter-
net connectivity rates on the continent. The installation of new 
fibre networks is ongoing, providing an enviable infrastructure for 
a digital age that is manifested more readily in Luxembourg than 
in almost any other country on Earth.

For the likes of Vizibl, it is the perfect backdrop to achieve its 
ambitions. “The Luxembourg market contains an unbelievable 
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Luxembourg City aims to rival more traditional 
technology centres in Europe, such as Dublin

https://www.computerweekly.com/blog/CW-Developer-Network/Can-AI-solve-developers-image-problems
https://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/What-does-real-robotic-process-automation-look-like
https://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/What-does-real-robotic-process-automation-look-like
https://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/From-IoT-architecture-to-IoT-deployment-Key-elements-for-success
https://www.computerweekly.com/feature/Competitive-threats-What-the-growth-in-new-public-sector-cloud-frameworks-means-for-G-Cloud
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number of large corporates,” said Short. “The exposure we’ve 
been getting from the Luxembourg government, and through the 
Tomorrow Street programme and the constant stream of events 
that are going on here, means we get direct access to these guys.

“We’ve got the prime minister really pushing the next stage of 
growth. Having access to big companies and having approval from 
the prime minister and the Luxembourg government provides an 
incredible environment for businesses like ours.”

Luxembourg’s position at the heart of the EU is also a boon. It is, 
for example, the home to bodies such as the European Investment 
Fund (EIF), which provides small and medium-sized enterprises 
(SMEs) with risk finance that otherwise might not have been 
available. According to the EIF website, it has provided €315m of 
funding to SMEs in Luxembourg.

Tomorrow Street points the way ahead
It is projects such as Tomorrow Street – a collaboration between 
Vodafone and the Luxembourg government – which are making 
a major difference to the way that companies interact with their 
supply chain in the tech space. 

“Having an office in Luxembourg means that we have a shared 
environment and can sit down with the Vodafone team and the 
Tomorrow Street team, really connect together and work within 
a Vodafone environment,” said Vizibl’s Short. “This provides us 
with a platform to get our heads together and make sure that our 
plans really work.”

Of course, companies such as Vodafone are not doing this for 
purely altruistic purposes – they are also using the expertise of 

companies such as Vizibl and RazrCorp as a means of ensuring 
that innovation is built into everything they do, both now and in 
the future.

Events such as Vodafone’s Luxembourg-hosted Arch summit 
provide a platform for startups to engage directly with other key 
stakeholders, opening up fresh opportunities for suppliers to do 
business with other suppliers, big or small.

Luxembourg’s reputation as a tech hub is spreading well beyond 
European borders, too. In May, delegates from Chinese city 
Nanjing signed a memorandum of understanding that will see 
Luxembourg and China collaborate more closely on innovation.

Burgeoning reputation in space industry
The US commerce secretary has also visited the country in 
recent months in recognition of Luxembourg’s burgeoning repu-
tation in the space industry. In 2017, Luxembourg’s deputy prime 
minister, Etienne Schneider, said the space industry was worth 
2% of the country’s GDP, which again demonstrates its commit-
ment to technology and innovation.

So are tech firms witnessing any downside to operating in the 
Grand Duchy? “Talent can be a problem, purely because of the 
size of the population,” said RazrCorp’s Gupta. “There are only so 
many people from within Luxembourg that you can attract, which 
means you’re often looking for people outside of the country.”

Fortunately, as Luxembourg’s reputation spreads, the ease at 
which workers from elsewhere are attracted to it increases too. In 
an ever-shifting tech landscape, Luxembourg is emerging as a key 
location – and is belying its size to pack a real punch. n

TECH STARTUPS

❯Belgian capital calls on startups as it eyes up opportunities in insurance tech sector.

https://www.eif.org/
https://www.eif.org/
https://www.china-lux.lu/
https://www.computerweekly.com/news/252445278/Brussels-aims-to-become-an-insurtech-hub
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There is more and more talk these days about how uni-
fied communications (UC) is set to be transformed by 
artificial intelligence (AI) – with the topic getting plenty 
of airtime at this year’s UC Expo in London in May. So 

is AI ready to come out of the lab and into live UC environments? 
And to what extent is it having an impact already?

One strand of activity was presented in a neat example from 
Cisco at the 2019 UC Expo. Amy Chang, senior vice-president 
of the firm’s collaboration technology group, demonstrated on 
how “cognitive collaboration” can improve a virtual meeting by 
giving participants useful information about others in attend-
ance, with intelligence gathered by bots from social media and 
other online sources. So that’s one real AI-derived benefit that 
appears poised to land.

The UC space has also changed substantially in the past two 
years. With the likes of Microsoft fully engaged, it is now about 
so much more than voice over IP (VoIP), video conferencing and 
instant messaging. Technology such as interactive whiteboards, 
team spaces and document management all sit beneath the UC 
umbrella – and we can add AI-driven chatbots to that burgeoning 
list, with a remit to help users who are increasingly likely to need 
help with an excess of data.

“The intersection of UC and AI is all about helping people do 
their jobs better by letting machines interpret data and ana-
lyse information faster,” said independent network analyst Zeus 
Kerravala in a keynote address at UC Expo 2018, and that still 
holds good in 2019.

Rise of the machines:  
How AI is changing 

unified communications
Artificial intelligence is now moving into live  

UC environments at scale. Christian Annesley considers  
what impact this will have and what lies ahead
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https://www.computerweekly.com/resources/Unified-communications
https://www.computerweekly.com/resources/Unified-communications
https://www.computerweekly.com/resources/Artificial-intelligence-automation-and-robotics
https://www.computerweekly.com/news/252463719/UC-Expo-2019-Experts-talk-up-future-tech-in-unified-communications
https://www.computerweekly.com/news/252463719/UC-Expo-2019-Experts-talk-up-future-tech-in-unified-communications
https://www.computerweekly.com/news/252441759/Unified-comms-bugbears-may-be-easily-solved-with-AI
https://www.computerweekly.com/news/252441759/Unified-comms-bugbears-may-be-easily-solved-with-AI
https://searchenterpriseai.techtarget.com/feature/The-future-scope-of-chatbots-begins-with-addressing-flaws
https://www.techtarget.com/contributor/Christian-Annesley
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Julian Harris, head of AI technology research at knowledge net-
work CognitionX, set some of the context for AI in UC, whether 
today or tomorrow, when he noted at the company’s recent CogX 
2019 event that there are currently at least 700 conversational AI 
technologies in the market.

Changing methods of communication
But beyond this emerging capability at the margins, profound 
shifts are visible in the mainstream. Leading the way here is the 
fact that phone calls are in decline as a communication medium. 
So even if conversational AI is still 
in its infancy in terms of capabilities 
– and the experts agree it is, despite 
the dramatic take-up for voice-
activated services using Alexa and 
the capabilities of Google Duplex, 
for example – the landscape of how 
individuals interact and communi-
cate is always changing.

AI-driven voice is just one nascent 
element among many in a complicated, shifting space.

How is the communications landscape on the move? Today, we 
can say there are declining phone calls, a growth in messaging, 
a parallel explosion in video calls, and – in the customer engage-
ment space – growing call centre automation. 

One measure is found in WhatsApp messaging volumes, which 
have risen exponentially, from one billion a day in 2011 to 65 bil-
lion a day by mid-2018.

There are now more than five billion registered users for mes-
saging platforms worldwide, with WhatsApp and Facebook 
Messenger the most used.

Bots and the corporation
So a lot of change is happening with communications in the wider 
world. But let’s now turn back specifically to unified communica-
tions, and the application of artificial intelligence within it.

Roy Lines, is an independent digital transformation specialist, 
with DevOps and cloud services among the tools and approaches 

he applies. He works with large cor-
porations in verticals such as fast 
food, consumer goods, financial 
technology (fintech) and gaming, 
and says that when it comes to UC, 
AI is already having an impact. 

“This is an interesting time, 
because chatbots can already add 
so much value by supplementing 
human communications,” he says. 

“They can make carrying out crucial tasks simpler and they can 
add to conference calls or make follow-up actions after virtual 
meetings easier by providing relevant information to individuals 
just when they need it.”

If that’s the promise, in practice Lines has already begun 
using messaging and collaboration platforms such as Slack 
for information-sharing in more than one of his large corpo-
rate clients. By using automated bots on Slack, you can add to 

ARTIFICIAL INTELLIGENCE

“chatbots can already add 
so much value by supplementIng 

human communIcatIons”
Roy LiNeS, digitaL tRaNSfoRMatioN SpeCiaLiSt

https://www.amazon.com/Amazon-Echo-And-Alexa-Devices/b?ie=UTF8&node=9818047011
https://ai.googleblog.com/2018/05/duplex-ai-system-for-natural-conversation.html
https://www.computerweekly.com/news/252466236/Facebook-Instagram-and-WhatsApp-outage-blights-users-across-the-globe
https://internetofthingsagenda.techtarget.com/blog/IoT-Agenda/When-your-digital-transformation-isnt-transformative-enough
https://searchconvergedinfrastructure.techtarget.com/HCI/A-Quick-Guide-to-Navigating-the-DevOps-Journey
https://whatis.techtarget.com/definition/FinTech
https://www.computerweekly.com/feature/Cutting-employees-some-Slack-the-rise-of-messaging-apps-in-retail
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conversations by monitoring and delivering supporting informa-
tion right on cue, says Lines.

Even more strikingly, it is straightforward to use Slack as a chan-
nel to simplify actions in a business by using AI, he says. 

“In a food delivery business, for example, sometimes a com-
pany won’t have capacity to take customer orders because of a 
kitchen failure – an oven is offline, say – or because of reduced 
delivery capacity,” says Lines. “To handle this, you can use a bot 
that allows Slack to be the channel to instantly reset customer 
booking capabilities so that they match the situation.

“The channel to do this could equally well be WhatsApp or 
even SMS messaging. With AI, action can be taken just through 
a simple text command from a phone – or else a voice instruc-
tion, potentially. Plus it provides that audit trail of actions taken 
– every one in the company with access can see what action was 
taken, when it was taken, and what the trigger was.”

Lines says the use of AI-driven voice on conference calls is also 
available now, so bots can monitor a call and interject with useful, 
supportive suggestions such as whether to circulate a particular 
document that backs up what is being discussed.

“Some corporates I work with are using this capability now,” 
he says. “It can just be a fact or data point, too, that the bot sup-
plies – not always a document for circulation. It might confirm 
some relevant sales figures on request, for example. 

“Bots are a great way of democratising data across an organi-
sation, as so many companies are still set up only for the sen-
ior leadership to discuss financial figures, for example. A Slack 
channel where the CEO ends up talking to developers, middle 
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the use of aI-drIven voIce on 
conference calls Is avaIlable 

now, so bots can monItor a 
call and Interject wIth useful, 

supportIve suggestIons
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managers and more about myriad ideas across the business can 
be very powerful.”

AI and the consumer
Unified communications doesn’t just refer to the internal inter-
actions in a business, but also reaches into marketing systems 
and customer relationships.

Richard Robinson, chief commer-
cial officer at data science in mar-
keting business Data Practitioners, 
says the wider communications 
play for UC embraces the customer 
experience – and AI is coming 
through rapidly. “AI can boost the 
on-site experience for consumers 
and also enable personalisation – 
everything from visuals to chatbots 
to augmented reality to personal-
ised website visits,” he says. “But 
social listening is one area where 
AI is impacting things, enabling 
companies to be more targeted and responsive to customers.”

When it comes to call centres and automation, the potential to 
tie together communications across many channels is there but 
has only been partially realised, says Robinson.

“Today there are so many ways to engage – call centres, online 
chat, email, online advertising, social media. Even today, these 
channels are often too siloed. But AI is helping companies to knit 

things together into something approaching a single customer 
view, with consistency in the interactions as the systems learn 
from each other every time a customer engages.”

At a relatively basic level, AI can serve up recommendations to 
customers, such as the way Netflix suggests TV and films to cus-
tomers based on their prior choices and actions. The next stage 

would be to factor in other informa-
tion, such as the watcher’s mood, 
the time of day, the weather, or 
some other variable. The idea is for 
AI to make rounded decisions and 
recommendations.

“We work with a luxury retailer,” 
says Robinson. “Through machine 
learning, we have helped to iden-
tify a new segment of custom-
ers that the retailer has not yet 
engaged with. And we have used 
behavioural science to improve the 
chances of engaging well with the 
customers in this group – using the 

right colour palette, presenting the right offer, and with the right 
tone of voice. The outcome? A 68% increase in sales and a 45% 
decrease in acquisition cost. That is the kind of difference AI can 
sometimes make.”

But he adds: “It is early days still. AI is making a difference – 
with a long way still to travel. The opportunity is clearly there 
for better, more human, more informed engagement with  

ARTIFICIAL INTELLIGENCE

“the aI opportunIty Is clearly 
there for better, more human, 

more Informed engagement 
wIth would-be customers, just 
as there Is the opportunIty for 

better Internal communIcatIons”
RiChaRd RoBiNSoN, data pRaCtitioNeRS

https://www.datapractitioners.org/
https://searchcustomerexperience.techtarget.com/essentialguide/Multipronged-digital-customer-experience-strategy-enriches-CX
https://searchcustomerexperience.techtarget.com/essentialguide/Multipronged-digital-customer-experience-strategy-enriches-CX
https://internetofthingsagenda.techtarget.com/answer/What-are-examples-of-augmented-reality-overlays
https://www.computerweekly.com/blog/Cliff-Sarans-Enterprise-blog/Why-database-admins-should-embrace-automation
https://searchmicroservices.techtarget.com/news/252465826/Netflix-content-engineers-pick-GraphQL-over-REST-Falcor
https://www.computerweekly.com/feature/Convenience-digital-and-the-impact-on-the-physical-store
https://www.computerweekly.com/blog/CW-Developer-Network/Achieving-balance-in-Machine-Learning-development
https://www.computerweekly.com/blog/CW-Developer-Network/Achieving-balance-in-Machine-Learning-development
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would-be customers, just as there is the opportunity for better 
internal communications.”

One step at a time
If the promise of many AI technologies in UC is already clear, it 
is also important to sound a note of caution: with many of the 
technologies being used today, there is still much to do.

John Taylor, CEO of Action.ai, which has developed conversa-
tional voice tools for businesses, with a particular focus on sec-
tors such as financial services, said in an address at CogX 2019: 
“Our technology is excellent, and our work to help businesses 
transform the customer experience is happening now. But the 
fact is that the promise of chatbots still outstrips the reality in 
many regards.”

Consider a well-resourced company such as Uber, which has a 
chatbot that is still dogged by one-star reviews. Why? Because 
it is hard for this stuff to work consistently. Human language is 
complex and people communicate in ambiguous, informal ways 
much of the time. Also, it doesn’t take much for an individual to 
abandon a voice-activated chatbot if it’s not working.

“The work involved in managing dialogue so that it delivers 
and an individual can talk naturally and do things like employ 
jargon is complicated, but also methodical. For voice to work in 
specific contexts, it takes depth, but it can be done,” says Taylor. 
“It is possible to build a great customer experience with a chat-
bot – it just needs thought and careful design. It is starting to 
happen now, and Action.ai and others are part of what is a step-
by-step journey.” n
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http://action.ai/
https://searchenterpriseai.techtarget.com/feature/How-to-build-better-conversational-AI-bots-for-business-uses

