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When it comes to high-performance data processing, very few industries can 
compare with the volume and speed requirements of payment processors.  
These are the companies that make it possible for credit and debit cards to be 
processed quickly and efficiently around the world – keeping the global economy 
operating smoothly. Payment processing systems connect merchants with creditors, 
verifying each customer transaction, validating available credit, monitoring for 
fraudulent behavior, and authorizing the transaction to be completed. 

Payment processing in the digital age

Payment processors have very stringent service-level 
agreements (SLAs) with respect to authorization on a 
transaction. When you pay with a credit card at any point 
of sale (POS), the POS machine has 2-3 seconds to execute 
and return a result. Half that time is spent traversing a 
network before the transaction request reaches the 
authorization system, which means the payment  
processor has less than a second to run through 
complex validation and fraud rules and generate a 
response to the merchant. Not only do they need to 
process transactions quickly, they must support massive 
transaction volumes and utility-grade availability.

The biggest challenge with executing this workflow is 
consistently achieving the strict SLAs of providing a result 
to the POS device within 2-3 seconds. Since the transaction 
requires two sets of data messages over the network, 
most of the SLA time is consumed in transport – leaving 
less than a second for the authorization agent to do its 
processing. Payment processors want to add more 
robust fraud detection rules to the process (to avoid 
financial liability) without adding latency, so optimizing 
this process for high performance is essential. 

Leading payment processing companies are turning to 
in-memory solutions to power their card authorization 
systems – providing massive scalability through distributed 
architectures, with high availability and consistent 
performance that drastically outpaces other solutions on 
the market. In-memory solutions enable payment 
processors to exceed merchant and customer 
expectations, adding more robust fraud validation rules 

that can reduce false positives (a transaction flagged as 
fraudulent when it’s not) or false negatives (a missed 
fraudulent transaction), as well as supporting multi-channel 
commerce processes (including POS, eCommerce and 
mobile app transactions). Right now, only 1 in 5 fraud 
predictions are accurate, resulting in losses in excess of 
$118B per year1. In an environment where end-customer 
buying preferences change quickly, it is important for 
payment processors to have a set of flexible solutions that 
will meet merchant’s needs both today and into the future.

1 https://www.sciencedaily.com/releases/2018/09/180920131513.htm

https://www.sciencedaily.com/releases/2018/09/180920131513.htm
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Transactional process flow 
The transactional process flow for payment processing is a fairly typical cloud services architecture, with a large number 
of distributed endpoints sending requests to a centralized service that manages authorization and account updates and 
sends a response back to the originating endpoint. Payment processing requirements are challenging because of:

 1. The volume of transactions that must be supported (millions per second)

 2. The need for always on availability (24/7, and available globally) 

 3. Strict SLAs for transaction performance (sub-millisecond speed)

The payment processing network includes over 100 million POS devices distributed around the globe. These devices 
connect to the payment processor either via telephone lines or public Internet connections. The payment processing 
system isn’t a single instance, but rather a network of technical services, distributed around the world to service the 
needs of global users and devices. When a transaction is initiated, a messaging system performs content-based routing 
and directs the request to the closest instance of the processing service to the POS device. Once the message is received, 
the authorization processing agent (one of several algorithms) applies a set of pre-defined business rules to determine if 
the transaction should be authorized and then sends the request back to the POS device via the messaging service. 

There are two techniques that processors use to optimize their solutions. The first is distributing the authorization agents  
to more global locations to reduce the distance messages must travel, saving time in transport that can then be used 
for processing. The second technique is using in-memory processing solutions for the authorization agents to enable 
individual transactions to be broken into multiple parts and processed in parallel. This means the company can add as 
many fraud rules as they want and run all of them at the same time. In-memory processing enables payment processors 
to meet both SLAs and apply robust fraud detection rules at the same time.
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There are challenges in three main business use cases 
that payment processors must address in order to meet 
their customers’ expectations regarding authorization. 
These scenarios are independent and may be managed 
by different functions within the payment processor’s 
organization, but their technical needs for a fast, scalable 
solution are shared – along with the common objective of 
providing robust, high-performance end-to-end solutions.

Payment authorization from POS 
networks

POS networks are the bread and butter for payment 
processors. POS devices installed at merchant locations 
represent the backbone of the global economy. When 
you consider the sheer volume of transactions that are 
facilitated every minute and consider the impact of even 
a fraction of a second of processing latency on every 
transaction (or worse, a system outage), it is easy to 

understand why high availability and high-performance 
solutions are so important for the payment processing 
industry. 

In-memory computing enables payment processors  
to take their authorization agents and deploy them  
into a large-scale distributed network around the 
globe, to reduce overall latency and enable cost-
effective yet high-performance processing of 
transactions. As humans moves closer to a cashless 
society, the importance of POS and payment processing 
networks will only increase. Payment processors will 
need to continue to scale the capacity of their systems 
to support more merchant endpoints and greater 
transaction volumes without sacrificing performance. 
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Managing fraud rules

In the authorization process, a set of complex fraud 
detection rules are applied to help the payment processor 
reduce the risk of a fraudulent charge. With these rules, 
processors are challenged to strike a balance between 
risk avoidance and generating false positives that inhibit 
purchases by consumers. They apply both simple tests 
(like checking to see if the card has been reported lost or 
stolen and validating secondary data such as a zip code 
or CVV) as well as more sophisticated algorithms that 
look for anomalies in buying behaviors (such as a series of 
large purchases, the card being used in different locations 
or multiple similar transactions for the same amount). 
As fraudsters get more sophisticated in their techniques 
for acquiring and using stolen credit card numbers, 
payment processors must continuously develop more 
sophisticated fraud detection rules to protect their 
customers (and their own financial interests). 

Data science and risk management staff need high- 
performance systems to help them monitor both their 
company’s payment processing networks as well as the 
broader environment. Many payment processors are using 
in-memory computing technologies to monitor streaming 
data (like news feeds, security alerts, and logs from 
pre-authorization services) to identify new threats and 
determine an appropriate response. Information and alerts 
about systems vulnerability aren’t just being monitored by 
the companies that administer systems, they are also being 
monitored by hackers and those wishing to exploit them. 
All it takes is a few moments of vulnerability for a 
payment processor to lose millions of dollars in authorized 
fraudulent charges and face negative publicity, so real-
time analysis and rapid deployment of fraud rules are 
essential to mitigating risk.

Supporting multi-channel deployment 
(POS devices, websites, mobile apps)

As technology evolves and consumer preferences change, 
payment processors are increasingly finding themselves 
supporting multi-channel deployments of their authorization 
agents. Traditional POS devices are still widely used; however, 
more modern commerce channels such as eCommerce 
websites and mobile applications are rapidly growing in 
popularity. While these modern systems may not have the 
strict SLAs associated with traditional merchant services, 
they also present a greater risk for fraudulent activity 
because the potential number of access points is far greater, 
and there is less control over the location of the transaction 
and end-user behavior. 

Payment processors are using the same authorization 
agents that were developed for POS networks to support 
modern commerce channels as well. What is different with 
these deployments is the need to co-locate authorization 
agents with the web services that the mobile apps or 
websites are leveraging in order to achieve peak performance 
(since the processor has less control over the end-to-end 
transaction). Consumers and merchants expect the same 
level of processing SLAs and robust fraud prevention, 
regardless of the commerce channel or who is operating 
various pieces of the infrastructure. This requires payment 
processors to collaborate more directly with merchants 
and aggregators (such as Amazon, Alibaba and eBay) to align 
deployment strategies. In-memory processing is used 
consistently by large retailers to provide high-performance 
commerce experiences to their customers.

5 
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Payment processors need a high-performance, highly available, scalable global solution that is easy to deploy, easy to 
configure, and easy to maintain. In-memory computing provides these capabilities and, in many cases, far exceeds today’s 
requirements – meaning the solution will be able to meet the industry’s growing needs in the future. The key capabilities 
that payment processors are looking for in an in-memory computing solution are:

 1. Speed – in the payment processing industry, performance is key.

 2. Scalability – companies need to scale their solutions to handle increased transaction volume, parallel processing of  
  complex rules, and high-performing global coverage. 

 3. Reliability – payment processing requires true high availability with services that are always on and resilient to   
  localized disruptions and performance spikes.

 4. Developer experience – ease of deployment, configuration, and operations – along with a robust set of administration  
  tools and support from the solution provider – are important for ensuring consistent system performance and   
  broad adoption of in-memory capabilities. 

What payment processors are looking for 
in an in-memory solution
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The Hazelcast solution for payment processing is built on its industry-leading in-memory computing platform. Hazelcast 
provides a platform for aggregating and processing real-time streaming data from a wide variety of sources to enable 
data science and risk management staff to develop the right set of fraud rules to threats in the marketplace. Hazelcast is used 
to provide a high-performance payment authorization service with high availability and a scalable solution architecture, 
providing a complete solution for your payment processing needs.
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Leading payment processors are choosing Hazelcast to enable their solutions because the Hazelcast In-Memory 
Computing Platform delivers:

	 	Fast transactional performance 

  • Sub-second end-to-end processing time (comfortably exceeding SLAs)

  • Sub-millisecond processing time for Hazelcast-powered algorithms in executing complex fraud detection rules

	 	Superb developer experience with robust administration tools and dependable support from the experts at Hazelcast

	 	Consistent implementation using cloud services and standardized images – easy configuration and deployment 
   on leading cloud environments to accelerate time-to-value

	 	Small footprint to reduce network latency – Hazelcast can be deployed around the globe to be close to end users

	 	Zero-downtime solutions for payment processing, even with mandatory restarts that can be required for security

For payment processors, speed, scalability, and reliability are essential. Payment processing systems are the 
backbone of what makes our global economy function, and the robust fraud detection rules that processors 
apply to each transaction keep our financial system safe and secure. Companies look to the Hazelcast In-Memory 
Computing Platform to turbocharge their payment processing systems because they know that the faster the 
system can process each transaction, the easier it is to execute a more robust set of validation and fraud rules. 
Hazelcast provides an immensely scalable and high-performing solution ideally suited to meet the intense demands 
of the payment processing industry.

For further information, please visit us at  
https://hazelcast.com/resources/.

Why payment processors choose 
Hazelcast
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